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Abstract:

IEEE 802.11 MAC protocol is the standard for wireless LANS, it iswidely used in testbeds and simulations in the
research for wireless multi-hop ad hoc networks. However, this protocol was not designed for multi-hop networks.
Although it can support some ad hoc network architecture, it is not intended to support the wireless mobile ad hoc
network, in which multi-hop connectivity is one of the most prominent features. In this paper, we focus on the
following question: Can IEEE 802.11 MAC protocol function well in multi-hop networks? By presenting several
serious problems encountered in an IEEE 802.11 based multi-hop network and revealing the in-depth cause of
these problems, we conclude that the current version of thiswireless LAN protocol does not function well in multi-
hop ad hoc networks. We thus doubt whether the WaveL AN based system is workable as a mobile ad hoc testbed.

1. Introduction

Wireless Ad-hoc networks are required where a fixed communication infrastructure, wired or wireless, does not
exist or has been destroyed. In a multi-hop ad hoc network, nodes communicate with each other using multi-hop
wireless links and there is no stationary infrastructure such as a base station. Each node in the network also acts as
a router, forwarding data packets for other nodes. A central challenge in the design of ad hoc networks is the
development of dynamic routing protocols that can efficiently find routes between two communication nodes. A
mobile ad hoc networking (MANET) working group has been formed within the Internet Engineering Task Force
(IETF) to develop arouting framework for IP-based protocolsin ad hoc networks [1].

However, in this paper we discuss another challenge in wireless multi-hop ad hoc networks --- medium access
control (MAC). Asthe mediais a shared and scarce resource in a wireless network, how to efficiently control the
access to this shared media becomes a complicated task. A great deal of effort has been made in this field, and
many MAC layer protocols have been proposed. However, few of them were designed to be used in multiple hop
wireless links; few of them has been evaluated in multi-hop network, either. In this paper, we focus on the IEEE
802.11 MAC layer protocol and examine the problems caused by multi-hop wireless links. Since IEEE 802.11
Distributed Foundation Wireless Media Access Control (DFWMAC) is the standard for wireless ad hoc and
infrastructure LANs [2], and it is widely used in almost all of the testbeds and simulations for wireless ad-hoc



networks reseach, an important and reture question is whether the IEEE 802.11MAC protocol works well in
multi-hopad hac networks.

This question comes out when we evaluate the performance of TCP in the IEEE 802.11 lased wirdlessad hac
networks. TCP isthe prevalent transport layer protocol used in the [P world today. It provides reli able data transfer
and congestion cortrol. As atransport layer protocol, it runs above the network and MAC layers. Thus, MAC layer
protocols of ad hac networks houd suppat TCP. If the MAC layer protocol (in ou case, DFWMAC) cannat
suppat TCP very well, it will be douliful to use this protocol in this kind d network, even if it works well in
typica wirelessLANs. Aswe will show in the foll owing parts of this paper, TCP traffic intensifies the problem in
this MAC layer protocol when it isused in IEEE802.11 lased multi-hopad hac networks.

In this paper, we present the problems in IEEE 802.11MAC protocol, which are encourtered and exacebated
when this protocol works with TCP in a wirelessad hac network. By analyzing the multi-layer traces from the
simulation, we reved the in-depth cause of these problems and dfer the possble solutions. Before doing this,

however, we will give an overview of the IEEE802.11Standard.

2. An Overview of |EEE 802.11 Standard [2]

Like awy 802.x potocol, the 802.11 potocol coversthe MAC and plysicd layers. The Standard currently defines a
single MAC which interads with threePHY s (all of them running at 1 and 2Mbps) as foll ows: Frequency Hoppng
Spread Spedrum in the 2.4 GHz Band, Dired Sequence Spread Spedrum in the 2.4 GHz Band, and Infrared.

The MAC Layer defines two dfferent access methods, the Distributed Coordination Function and the Point
Coordination Function. We now describe the DCF in detail (sincethe PCF can na be used in ad hac networksit is
nat described here).

The basic acces medanism, cdled the Distributed Coordination Function, is basicdly a Carrier Sense Multiple
Accesswith Colli sion Avoidance mechanism (usually known as CSMA/CA). CSMA protocols are well k nown in
the industry, the most popuar being the Ethernet, which is a CSMA/CD protocol (CD standing for Collision
Detedion). A CSMA protocol works as follows: a station desiring to transmit senses the medium. If the medium is
busy (i.e. some other stationis transmitting) then the station defersits transmisgonto alater time. If the mediumis
sensed as freethen the station is all owed to transmit. These kinds of protocols are very eff edive when the medium
is not heavily loaded since it alows gations to transmit with minimum delay. But there is always a chance of
stations smultaneously sensing the medium as free and transmitting at the same time, causing a @lli sion. These
collision situations must be identified so the padets can be retransmitted by the MAC layer, rather than by the



upper layers. The later case will cause significant delay. In order to overcome the allision goblem, the 802.11
uses a Colli sion Avoidance (CA) mechanism couped with a Positi ve Acknowledge scheme, as foll ows:

1. A stationwanting to transmit senses the medium. If the mediumis busy then it defers. If the mediumisfree
for a spedfied time (cdled Distributed Inter Frame Space [DIFS in the standard), then the station is
all owed to transmit.

2. The recaving station chedks the CRC of the receved padet and sends an acknowledgment padcet. To
distinguish this MAC layer ACK to upper layer acknowledgments, we symbadlize it as M-ACK. Recept of
the M-ACK indicates to the transmitter that no collision accurred. If the sender does not receve the M-
ACK then it retransmits the frame urtil it recéves M-ACK or is thrown away after a given number of
retransmisgons. According to the standard, a maximum of seven retransmissons are dlowed before the

frame drops.

In order to reduce the probability of two stations colli ding due to nd heaing eat aher, which is well-known as
the “hidden nocdk problem”, the standard definesa Virtual Carrier Sense medanism: a station wanting to transmit a
padket first transmits a short control packet called RTS (Request To Send), which includes the source, destination,
and the duration d the intended padet and ACK transadion. The destination station responds (if the medium is
fred with aresporse mntrol Padet cdled CTS (Clea to Send), which includes the same duration information.

All other stations recaving either the RTS and/or the CTS, set their Virtual Carrier Sense indicaor (cdled NAV,
for Network Allocation Vedor), for the given duation, and wse this information together with the Physicd Carrier
Sense when sensing the medium. The physicd layer carier sensing function is cdled Clea Channel Assessnent
(CCA). The NAV State is combined with CCA to indicate the busy state of the medium. This medianism reduces
the probability of the receiver area ollision caused by a station that is ““hidden" from the transmitter during RTS
transmisson, tecaise the station overheas the CTS and “reserves' the medium as busy until the end o the
transadion. The duration information onthe RTS also proteds the transmitter areafrom colli sions during the M-
ACK (from stations that are out of range of the a&knowledging station). It shoud also be nated that, due to the faa
that the RTS and CTS are short frames, the mechanism also reduces the overhead of colli sions, since these short

transmissons all ow faster reaognition d colli sions than would be posgble for the transmisson d an entire padet.

As we know, besides the hidden nocdk problem, the wirelesspadket networks also facethe exposed nock problem.
A hidden nock is one which is within the interfering range of the intended destination bu out of the sensing range
of the sender. Hidden nodks can cause lli sions on data transmisson. Exposed nodes are amplementary to hidden
nodes. An exposed nade is one that is within the sensing range of the sender but out of the interfering range of the
destination. If the exposed nodes are not minimized the avail able bandwidth is underutili zed. However, in the
802.11MAC layer protocol, there is amost no scheme to ded with this problem. This might cause a serious

problem when it is used in the multi-hopwirelessnetworks. We will discussthisin more detail i n the next sedions.
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3. Simulation Environment and M ethodol ogy

Before procealing further we need to introduce the simulation environment and methoddogy. The results reported
in this paper are based on simulations using the NS2 network simulator from Lawrence Berkeley National
Laboratory (LBNL) [4], with extensions from the MONARCH projed at Carnegie Mellon [5]. The extensions
include aset of mobile al hac network routing protocols and an implementation d BSD’s ARP protocol, aswell as
an 802.11MAC layer and two radio propagation models. For more information abou this oftware, we refer the
reader to [4][5].

The link layer of the smulator implements the complete IEEE 802.11standard Medium Access Control (MAC)
protocol Distributed Coordination Function (DCF) in order to acarately model the contention d nodes for the
wireless medium. All nodes communicate with identicd, halfdudex, wirelessradios that are modeled after the
commercially avail able 802.1%ased Wavel an wirelessradios which have abandwidth of 2Mbps and a nominal

transmisgon radius of 250m.

With afew exceptions, we dhose to keep most of the parameters of the simulations used in [5]. The foll owing isthe
description d our simulation setup. Each nock has a queue (cdled IFQ) for padets awaiting transmisson by the
network interfacethat holds upto 50 pdets andis managed in adroptail fashion. DSR routing protocol was used.
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Figure 1. Sring Topology

We onsider one type of network topdogy: a string topdogy with 8 nods (0 through 7) as hownin Figure 1. It is
a good example for the multi-hop conredivity. Only a portion d the nodes in this network is involved in eath
experiment. The distance between any two neighbaring nodes is equal to 200m, which all ows a hoce to conred
only to its neighbaing nodes. In aher words, only those nodes between which a line eists can dredly
communicate. The same distances between neighbaring nodes ensure that the nodes ad equally in the simulation.
Nodes are static. We do nd addressthe link failure problem, which is caused by mohility. Our target network is a

wirelessmulti-hop network, which is the basis of the wirelessmobile a hac networks.

In this paper, we use TCP traffic to show the problems existing in the MAC layer. We assume that these TCP
conredions cary large file transfers (i.e. infinite badklog which the TCP sender aways has data to send ott). Now

we off er more explanation for the reason why we use TCP in this paper.



Why TCP?

The Transmisson Control Protocol (TCP) is the prevalent reliable transport protocol used in the Internet today.
Thisis the first reason why we use TCP traffic to demonstrate the MAC layer problems of IEEE 802.11in multi-
hopad hac networks. To make this network function well, the TCP protocol must be suppated.

Besides reli ability, TCP has another important advantage. It can adapt to the network condtion and docongestion
control. Therefore, it can use dmost all the avail able bandwidth withou causing congestion. We use this feaure to
examine the MAC layer protocol. As we mentioned above in the introduction, TCP traffic enlarges the problems of

the MAC layer protocol.

We present a brief introduction to TCP as following. It is a windowv-based ACK-clocked flow control protocol.
(Note that here ACK means TCP layer adknowledgment from TCP destination) It uses an additi ve-increase/
multiplicaive-deaesse strategy for changing its windows acording to network condtions. Starting with ore
padket (or alarger value in some TCP versions), the window is increased exporentially by one padket for every
nondugicae ACK until the resource etimate of network cgpadty is readed. Thisis the slow start (S phase,
and the cgadty estimate is cdled the slow start threshad. Once this threshdd is readed, the source (sender)
switches to a slower rate of increase in the window by one padet for every window’s worth of ACKs. This phase,
cdled congestion avoidance (CA), aims to slowly probe the network for any extra bandwidth. The window incresse
will stop when it reades the maximum TCP window size, which is defined when the conredion starts. Otherwise,
the window increase is interrupted when a lossis deteded. Either the expiration d a retransmisgon timer or the
recept of three dupicae ACKs (fast retransmit) could result in such a loss There is a littl e difference anong
different TCP versions in the procesang methodfor aloss The source suppases that the network isin congestion
and sets its estimate of the cgadty to half the arrent windown. TCP Reno version hes afast recovery algorithm to
retransmit the losses. We will use this TCP variance & an example, which is now the most popuar version. For

more information abou TCP, please refer to [6] and the references therein.

Now, we ae ready to go to the main part of this paper. We will present two problems existing in the IEEE80211
based Multi-hopwirelessad hac networks. They are the TCP instability problem and the unfairnessproblem. From
the forthcoming description, we will demonstrate that these problems are rooted in the MAC layer. The IEEE
802.11MAC protocol will be shown to function poaly when it is used in a multi-hop environment. After the

descriptionfor ead problem, we will ill ustrate its underlying cause for it by showing the multi ple layer traces.



4. The TCP instability Problem and analysis

In the first set experiments, we set upasingle TCP conredion ketween a dhosen pair of sender and recever nodes
and measured the successvely recaved padets over the lifetime of the conredion. The network topdogy is shown
in Fig 1. The TCP sesgon is the only traffic in that a network. No badkgroundtraffic exists. Hence there ae no
network condtion changes in the whale lifetime of ead experiment. As we mentioned ealier in this paper, TCP
can adaptively adjust its transmisson rate acording to the network condtion. If the network condtion dces not
vary, the TCP throughpu shoud stay in some level. More spedficdly, the Reno TCP version, which has a fast
recovery algorithm, shoud achieve more stable throughpu than the former version Tahoe. So, in ead of our
experiments, we exped a stealy throughpu in the conredion lifetime. However, this does not sean to be the case.
In the following part of this ®dion, we use afour-hop TCP conredion as an example. The source noce is 1.
Destinationis noce 5. TCP padket size is 1460Byte. Note that the aurrent version NS2 software can orly suppat

fixed size TCP padketsin ead smulation. This does not hurt the universality of our conclusions.
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Figure 2. Instability problemin the four hops TCP connection. (from node 1 to node 5.) TCP packet size = 1460B

Figure 2 shows the related results. It includes threesmall figures. Each of them ill ustrates the measured throughpu
variations during the lifetime of one simulation run. The plotted values of the throughpu are measured over ead
1.0 seondintervals. We aurt the successvely receved TCP padetsin ead 1.Gs interval and transfer it into the
throughput in that interval. Let ustake alook at Fig 4(a) at first. In the 120s lifetime of this connedion, there ae 20
times when the throughpu readed o neared zero. In thase 1.0sinterval, amost no TCP padets were successvely
recaved. That means the TCP performance degraded seriously. Every time dter this, TCP restarted using “slow
start”. Since only one conredion exists in the experiment, thiskind d pause is not expeded. This oscill ation can
only be explained to this TCP version nd working well in the IEEE802.11 lased wirelessmulti-hop retwork. We
cdl this“instability” of the TCPinthis gedfic kind d network. The TCP parameter, known as maximum window
size (window_), has an effed on this problem. Like we explained above, it is the limit of the red transmisson

window sizein a TCP conredion. In fad, the TCP instability problem can be lessened o eli minated with a smaller



maximum window size. In fig 2(a), this parameter is st as 32. Figure 2(b) demonstrates serious oscill ation with
window_ of 8 and padket size of 1460. The results are better than those associated with window_=32, bu the
oscill ationis dill very serious. In the 120s lifetime of this TCP conredion, there ae 16 times when the throughpu
reated or neaed zero! Fig 2(c) shows the cae with window_=4. No serious instability problem occurs at this

level. After describing these phenomena, we offer our analysis of the problem.

By analyzing the traces, we find this problem is always due to ore node faili ng to read its adjacent node. This
triggers a route falure. If it is an intermediated nodk, this node drops all queued padkets (ACK in most cases) to
that adjacent node and reports aroute fail ure to the source Here source means data padet source--- either the TCP
sender or recever. After the source receves this message, it starts a route discovery. Before aroute is found, no
data padket can be sent out. Usually, this causes a timeout in the TCP sender. Then, the TCP sesdon has to wait

before aroute becomes avail able ajain.
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Figure 3. Part of the MAC layer packet trace, for session in Fig 2(b), Reno, Window_=8, packet size =1460 byte

Now we will ook at the cause of route failure, focusing on the cae shown in Figure 2(b). We look into the
simulation traces of thisrun. This TCP conredionisfrom node 1 to 5. Aswe can seein that figure, the throughpu
fallsto zero at around 4.@ and 20.@. We focus on the padket traceof the later case. By analyzing the simulation
trace wefindthat thisisrooted in the MAC layer. Node 1 canna reat noce 2. After node 1 triesto contad node 2
and fail s ®ven times, the MAC layer reports alink breakage. Note that seven retry is defined in IEEE802.11. A
part of the MAC layer padket traceis hown in Figure 3. In this figure, Data means TCP padket or TCP ACK
padket. In referenceto the MAC layer, they are dl datafrom upper layer. RTSmeans “request to send’; CTS means
“clea to send’. M-Ack means the MAC layer adknowledgement. (Refer to [4][5] for more details abou the
implementation d IEEE802.11MAC layer in NS2 software.) From this figure, we find that the olli sion and the
exposed station poblem in nock 2 prevents node 1 from reading node 2. Since noce 2 can sense node 4, it has to
defer when nodce 4 is nding. Theresult isthat node 2 canna send badk CTS even if it recaves the RTSfrom node



1 corredly. After failing seven times to recave CTS from node 2, noce 1 quits and reports a link bregkage to its

upper layer. Then aroute fail ure event occurs.

It must to be stated that, in a carier sense wirelessnetwork, the interfering range (and sensing range) is typicaly
larger than the range & which recevers are willi ng to accet a padket from the same transmitter[7]. WavelL AN
wireless ystems are engineaed in such away. Thisisthe reassonwhy a olli sion accurs at node 2 when node 1 and
noce 4 are sending at the same time, even though noce 4 canna diredly communicae with nodce 2. Node 2 is

within the interfering range of node 4.

Now, it is clea that the exposed station problem and colli sions prevent the intermediated node from reading its
next hop. The randam badkoff scheme used in the MAC layer makes this worse. Since bigger data padet sizes and
sending badk-to-badk padkets bath increase the dhance of the intermediated nock faili ng to oltain the dannel, the
nock has to badoff arandam time and try again. This will i ncrease the delay of ACKsiif it finally succedls. If it
till fail s after several tries, alink bregkage will be dedared. The result isthereport of aroute failure. Thisexplains
why Reno in Fig 2(c) does not have the “instability problem”. The maximum number for passhble bad-to-back
sending is four. Thisreduces gredly the chancefor other node of faili ng to accessthe channel in seven tries. Thus,

noroute fail ure oceurs.

From the discusson d this problem, it is clea that IEEE 802.11 lased multi-hop wirelessnetworks might suffer
from serious exposed noce problem and colli sions. By adjusting one parameter in TCP, it is possble to lesen and
eliminate the TCP instability problem. However, the in-depth problems gill exist in the MAC layer. We will show
another serious problem in this network in the next sedion, which canna be diminated by adjusting some TCP

parameter.

5. Serious Unfairness and Analysis

In this sdion, we will examine the unfairnessproblems. Our results $how that with IEEE802.11MAC layer, two
simultaneous TCP traffics may suffer from unacceptable severe unfairness even between connedions with the
same number of hops. This problem is not the same & the former reported TCP unfairnessproblem, which is due
to the difference of TCP roundtrip time. Theissuieisrooted in MAC layer problems in multi-hopwirelesslinks. In
our experiment, ore TCP conredion might be completely shut down even if it starts much ealier than the
competing TCP traffic.

We have found several kinds of unfairness problems. In this paper, ore simple cae will be illustrated as an

example. We cdl it “neighbaing node one-hop uriairness’. In ead of the experiments presented below, we setup



two TCP conredionsin the network shown in Fig 1. Thefirst one starts at 10.0s, the second ore begins 20.Cs | ater.
We will cdl the first one “first session” and the second ore “second session” in the following parts of this paper.
Thewhode experiment stops at 130.Gs.

Figure 4 shows the throughput for one run d such an experiment. In this experiment, the first sessonis from 6 to
4; the seoond ore isfrom 2 to 3. The first sesgonis atwo hop TCP. The first sesson hes a throughpu of around
450 Kbps after starting from 10.0s. However, it is completely forced down after the second sesson starts at 30.0s.
In most of its lifetime dter 30.05, the throughput of the first sessonis zero. There is not even a dhance for it to
restart. The aggregate throughpu of these two TCP conredions completely belongs to the second sesgon -
around 920Kbps in the lifetime from 30.6s to 130.3. This is also serious unfairness The loser sesson is

completely shut down even if it starts much ealier.

Note the maximum window size (window_) of TCP in this experiment is st at 4. Unlike the TCP instability
problem, the unfairness problem canna be diminated by adjusting this parameter. Since the TCP traffic in the
“stop-and-go” case (window_= 1) is very simple, it can be used to demonstrate the caise of the unfairness

problems. For this purpose, we list ancther example with window_= 1.

—X—From 6 to 4, w=1
—=+—From 2 to 3, w=1

—X—From6to4
300 1 | —=+—From2to 3

Throughput (Kbps)

Throughput (Kbps)

Time (s) Time (s)
Fig 4. Throughput of two TCP connections with different Fig 5. Throughput of two TCP connections with different
sender and receiver, window =4 sender and receiver, window =1

The experiment setting is amost completely the same & that shown in Fig 4, except the value of window_. The
first TCP sesdonis from node 6 to 4, the second oreisfrom 2 to 3. Figure 5 shows the throughpu for one run o
the experiment. The first sesson hes a throughpu of around 440Kbps after starting from 10.0s. However, it is
forced completely down after seaond sesson starts. In most of its lifetime &ter 30.0s, the throughput of the first
sesgonis zero. Thereis even nochancefor it to restart. The aygregate throughpu of these two TCP conredionsis
amost completely supdied by the second sesson — around 900Kbps in the lifetime from 30.0s to 130.8. To

simplify the expresson,we cdl thisrun“W1 run’ in the foll owing statement.
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Table 1. TCP packe drop events of the first TCP sesdonin the* W1 run”

Time () Node | SegNo Dropreason

30.1504 5 2164 NRTE
604217 6 2164 TOUT
610105 6 2164 TOUT
622259 6 2164 TOUT
64.5989 6 2164 TOUT
69.3867 6 2164 TOUT
78.9893 6 2164 TOUT
80.6576 5 2164 NRTE
1173958 6 2164 TOUT
1300000 6 2164 END

1300000 6 2164 END

Now we will explain why this happens. Fig 6 ill ustrates ssme of the TCP padket eventsin the “W1run’. Fig 7 isits
zoom. Obvioudly, after 30.0%, no TCP padket of thefirst TCP sessonis delivered successvely from sourcenode 6
to the recever. The padket with sequence number 2164 rever arrives at the destination (node 4), although it is
retransmitted ten times. Note that in NS2, the TCP padet sizeisfixed in ore mnnedion and the sequence number
here is counted in padkets (or segments), instead of bytes. A condensed version d the simulation padket tracesis
shown in Table 1, orly drop events are listed. In this table, the drop reason column li sts the reason why the padket
is dropped — NRTE means no route available, TOUT means padket expired, and END means the simulation
finished. The Node, SegNo columns report the node & which the event occurred, and the TCP sequence number of
the padket depicted in the event. From this table, we can find that the reason for the first TCP padet drop is the

route failure in nock 5. Since no noc moves in ou simulation, the route failure seams very strange. (We will
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Fig 7. Zoom of Fig 6



explain why this happens a little bit later.) After the route failure is reported back to the source (node 6), a route
discovery is triggered. Before a route to node 4 is found again, the TCP source retransmits the TCP packet after
timeout. They are queued in the IFQ of node 6 waiting for forwarding. That is why we see several TCP packets
expired and dropped. Unfortunately, the TCP packet never reaches node 4 after 30.07s — even after aroute to node

4 becomes available. That is because the route failure happens again very shortly.

Now, we will look at the cause of route failure. By analyzing the simulation trace, we find that this problem is
rooted in the MAC layer. Node 5 cannot reach node 4. After node 5 tries to contact node 4 and fails seven times,
the MAC layer reports a link breakage. Note that retrying seven times is a parameter defined in IEEE 802.11. A
part of the MAC layer packet trace is shown in Figure 8. It is clear that the major cause of node 5 failing to reach 4
isthe collision. Since node 5 can sense node 3, it has to defer when node 3 is sending. So, it can only send out RTS
when node 3 is not sending. The result is that node 5 cannot send back CTS even if it receives the RTS correctly.
However, the TCP connection from node 2 to 3 is only one hop. After node 2 receives the data packet (hereitisa
TCP ACK) from 3, it sends out RTSto request the channel, preparing to send out another TCP packet. Once node 3
receives this RTS and replies with a CTS, node 2 starts sending the TCP packets. Normally, the size of this data
packet is much larger than the control packets. If node 5 sends out an RTS for the channel to node 4, this control
packet will experience a collision a node 4. There are atogether five MAC packets dropped at node 4 in figure 8.
Four of them are caused by collisions with the TCP data packet from node 2. One is caused by collision with the
RTS control packet from node 2 (the middle of those five dropped MAC packet at 30.078sin figure 8.) So, the only
chance for node 5 to access the channel to node 4 is by sending out an RTS before node 2 send out a RTS. Note that
this must be after node 3 finishes sending back the data packet (TCP ACK). The time window opening for node 5
to access the channel is very small. And also because the binary exponential back-off scheme in the MAC layer
always favors the last succeeding station (node 2 in this case), node 5 hardly wins the contention. After seven

failures, it will quit and report alink breakage to its upper layer. Then aroute failure event occurs.
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Fig 8. Part of the MAC layer packe tracein the" W1 run” . window_=1
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Aswe indicaed in the last sedion, in a carier sense wirelessnetwork the interfering range (and sensing range) is
typicdly larger than the cmmmunicationrange[7]. Thisisthe resson why a allision accurs at node 4 when noce 2
and noce 5 are sending at a same time, even though noce 4 canna diredly communicae with node 2. Node 4 is

within the interfering range of noce 2.

We cdl this kind d unfairness“one hop unfairness’. Note that the distance between ead pair of neighbaiing
nodes is the same (200m) in ou simulation. If the distances are not equal, the situation will be much more
complicaed. Due to spacelimitation, we do nd discuss sich a situation in this paper. Anyway, since one hop
conredion is the most popuar case in awirelessad hac LAN, it is redly an important problem that needs to be

solved.

Besides “one hop unfairness’ problem, there ae dso ather kinds of serious unfairness The cause of themdl is

the same --- The MAC layer does nat function well i n multi-hopwirelesslinks.

6. Discussion and Related Works

In the last two sedions, we present two problems encourtered in TCP sessonsin an IEEE802.11 lased multi-hop
wirelessNetwork. By ill ustrating the multiple layer padket traces, we mnclude that the MAC layer is the caise of
these problems. Since the TCP sets up a two-way conredion to maintain reliability, and, more importantly, it can
use & much bandwidth as possble in the network, it enlarges and intensifies the problems in the MAC layer. In
other words, even if we do nd use TCP, the problems gill exist inthe MAC layer when the IEEE802.11isused in
the multi-hop retworks. TCP traffic shows the problems existing in the MAC layer very clealy. In fad, these
problems appea when the traffic load becomes large enough -— even if thetraffic is not from TCP.

More spedficdly, when it is used in a multi-hop retwork, the arrrent IEEE 802.11 MAC protocol has the
following problems:
¢ The hidden nock problem still exists in multi-hop retworks, although the standard has paid much attention
to this problem. The protocol has defined several schemesto ded with this, such as physicd carier sensing
and the RTS'CTS handshake. These schemes work well to prevent the hidden node problem in a wireless
LAN where dl nodes can sense eat ather’ stransmisdons. The sufficient condtionfor not having hidden
nodes is: any station that can passbly interfere with the reception d a padket from node A to B is within
the sensing range of A. This might be truein an 802.11 bsic service set (BSS. Obviously, however, this
condtion canna be true in amulti-hop retwork.
¢ Thereisnoschemein this dandard to ded with the exposed noce problem, which will be more harmful in

amulti-hop retwork.
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e The802.11MAC is based oncarrier sensing, including the physicd layer sensing function (CCA). As we
know, carier sense wireless networks are usualy engineeaed in such a way that the sensing range (and
interfering range) is typicdly larger than the communication range [12]. According to the IEEE 802.11
protocol implementation in the NS2 simulation software, which is modeled after the WaveLAN wireless
radio, the interfering range and the sensing range ae more than two times the size of the mmmunication
range. The larger sensing and interfering ranges will degrade the network performance severely in the
multi-hop case. The larger interfering range makes the hidden nocde problem worse; the larger sensing
range intensifies the exposed nock problem.

* The binary exporential bad-off scheme dways favors the latest successul node. This will cause
unfairness even when this protocol is nat used in multi-hop retworks, like in the typicad wirelessLAN
defined in the IEEE802.11standard.

There might also be another fador which complicaes this matter further. That is the word “ad hac”. Note that in
the document of standard IEEE 802.11[2], “an ad hoc architedure” is clealy dedared as suppated. However,
“Ad hoc network” is defined as “A network composed solely of stations within mutual communicaion range of
eat ather viathe wirelessmedia.” The term ad hoc is often used as dang in [2] to refer to an independent basic
serviceset (IBSS.

Since wirelessmobile a hoc networks also use the same word, this makes ome sort of confusion, at least at our
ealy stage of related reseach. People imagine that the IEEE 802.11MAC protocol shoud automaticdly suppat
these kinds of networks, of which multi-hop conredivity is an important feaure (if not, why would we neel

routing?). So, it is better to use the word “multi-hop’ expli citly when we refer to wirelessmobile a hac networks.

Recently, several reseachers have studied the performance of MAC layer on multi-hop retworks. Gerla d al.
[3][8] investigated the impad of the MAC protocol on performance of TCP in multi hop retworks. They foundthat
the interadion between the TCP and MAC layer badoff timers causes svere unfairnessand capture conditions.
The reported urfairnessin these two papers is dight comparing to those in ou paper. A yield time scheme is
propcsed to address the unfairness problem in 802.11.However, this will cause the aygregated throughpu to
degrade badly. Moreover, we do nd think this scheme can solve the unfairnessproblem reported in this paper since

they are not caused by one node caturing the channel.

In severa state-of-the-art published works, a so-cdled fairness problem in 802.11MAC protocol is addressed
[9][10Q]. This problem is smilar to the third ore we mentioned above, which is caused by the bad-off schemein
802.11.These works propcse some more fair badk-off schemes to replacethat one defined in the standard. This

surely will help to improve the fairnessin wirelessLAN. However, they do nd addressthe first two problems we
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described above. So, these proposals canna eliminate dl above-mentioned problems existing in 802.11IMAC layer

when it isused in awirelessmulti-hop retwork.

Besides changing the bad-off pdlicy, other potential resolutions for these problems might include ajusting the
interfering (and sensing) range. Some schemes to ded with the exposed nocde problem are dso helpful. Note that
the latest effortsin IEEE 802.11WG include some QOS schemes. They will be helpful to addressthese problems,
but they canna eliminate dl of them sincethey still merely focus onthe IBSSor ESSscenario.

7. Conclusions

In this paper, we focus on the following question: Can IEEE 802.11MAC protocol function well in multi-hop
networks? The IEEE 802.11MAC protocoal is the standard for wirelessLANS, and, more importantly, it iswidely
used in almost all testbeds and simulations for the reseach of wirelessmulti-hopad hac networks. However, this
protocol was nat designed for multi-hop retworks. Althowgh it can suppat some kind d ad hoc network
architedure, which only means a distributed networking as oppcsed to a centralized ore, it is not intended to

suppat the wirelessmobile a hac network, in which multi-hop conredivity is one of the most prominent feaures.

By presenting several serious problems encourtered in an IEEE 802.1tbased multi-hop retwork and reveding the
underlying causes of them, we @nclude that the airrent version d this wirelessLAN protocol does nat function
well in multi-hopad hac networks. We dso indicate the spedfic problems existing in this protocol when it is used

in amulti-hop retwork. Based onthis analysis, we point out the patential diredion to resolve those problems.

So, we doult whether the WavelL AN-based system is workable & a mobile al hac testbed, even if they are only
used to test the routing protocols. As we have shown in this paper, the MAC layer problem can cause the routing
protocol failing. And more dfortson MAC layer are needed to design a usable wirelessmohil e network.
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