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Solomon’s book “Mobile IP: The Internet Unplugged”, Chin@udes a
very good overview of TCP/IP.
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Ethernet address
48-bit, also called hardware/physical/MAC/layer 2 address

Globally unique: IEEE manages the assignment (give a bloa#idvesses to
“manufacturerSwho do not know of locations of their installments)

Thus, it does ndell the geographic location of the host
Ethernet packet format

Must include 48-bit address of source and destinatignRip

Compare with the IEEE 802.11 DSSS PHY packet format

Destination Source Frame
Preamble Address Address Type Frame Data CRC

‘ 8 octets | G octets | 6 octets |2 octets| 46—1500 octets |4 octels|

Figure 2.7 The format of a frame (packet) as it travels across an Ethernet pre-
ceded by a preamble. Fields are not drawn to scale
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128 16 8 8 16 16 variable
’ synchronization I SFD | signal Iservice‘ length | HEC ‘ payload \
_
~ ~
PLCP preamble PLCP header
octets 2 2 [ 6 6 2 [ 0102312 4
|FC|D/'I| Address | Address | Address |SC| Address Frame body | CRC I
on/Connection 1D
= Sequence control
(a) MAC frame
bits 2 2 4 1 1 1 1 1 1 1 1
':':":::““' Type | Subtype gg Fg"l MF| RT | ]‘Ml MD| w | o I
DS = Distribution system MD = More data
MF = More fragments W = Wired equivalent privacy it
RT = Retry O = Order

PM = Power management

Figure 14.8 IEEE 802.11 MAC Frame Format

(b) Frame control field
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IP address

32-bit: ICANN manages
the assignment (give a
block of addresses to
“institutions’ whose
geographic location is
fixed)
Thus, it doesell the
geographic location of
the host

* |ICANN: Internet
Corporation for
Assigned Names and
Numbers

0122324 ] 16 24 31
Class A [0] netid hostid |
Class B [1[0] netid [ hostid |
Class C [1]1]0] netid [ hostid |

Class D [1[1]1]0] multicast address |

Class E [1[1[1[1] reserved for future use |

Figure 4.1 The five forms of Internet (IP) addresses used with the original
classful addressing scheme. The thiee primary classes, 4, B and
C, can be distinguished by the first three bits
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IP addresses are classful
E.g. IP address of a CSU host :‘137.208.128

1000 1001 1001 0100
-

classB CSU netid
127.x.x.x=0111 1111 xx..xx
class A with netid of 111 1111
But it is used as a loopback address for TCP/IP testing
Netid or hostid = “0” means “this”
Netid or hostid = “1” means “all” (broadcast, e.g., 137.148.255)

7
chansuyu@gmail.com
Address Meaning

224.0.0.0 Base Address (Reserved)
224.0.01 All Systems on this Subnet
224.0.0.2 All Routers en this Subnet
224.0.0.3 Unassigned
224.0.0.4 DVMRP Routers
224.0.0.5 OSPFIGP All Routers
224.0.0.6 OSPFIGP Designated Routers
224.0.0.7 ST Routers
224.0.0.8 ST Hosts
224.0.0.9 RIP2 Routers
224.0.0.10 IGRP Routers
224.0.0.11 Mohile:Agents..
224.0.0.12 DHCP Server / Relay Agent
224.0.0.13 All PIM Routers
224.0.0.14 RSVP-Encapsulation
224.0.0.15 All-CBT-Routers
224.0.0.16 Designated-Sbm
224.0.0.17 All-Sbms
224.0.0.18 VRRP
224.0.0.19

through Unassigned
224.0.0.255
224.0.1.21 DVMRP on MOSPF
224.0.1.84 Jini Announcement
224.0.1.85 Jini Request
239.192.0.0

through Scope restricted to one organization
239.251.255.255
239.252.0.0

through Scope restricted to one site
239.255.255.255

Figure 17.2 Examples of a few permanent [P multicast address assignments.
Many other addresses have specific meanings
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Network

Node 10.0.0.25 (A) wants to seng
packets to 40.0.0.141 (B)

Packets must go though 4 diffef§hiSs
network domains and routers

10.0.0.5 20.0.0.6 30.0.0.7
Q,Rand S b

Why do routers have 2 IP addresses?

Does A have to know B'’s IP address (40.0.0.141)?
Does A have to know B’s Ethernet address?

Does A have to know S’s IP address/Ethernet address?
Does A have to know Q’s IP address/Ethernet address?

Network
30.0.0.0

Network
40.0.0.0

Network
20.0.0.0

Router R has three IP addresses. How does it forwardtpdai@ node A to the
correct network (30.0.0.0) instead of 80.0.0.0 network?
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Network

Node 10.0.0.25 (A) wants to seng
packets to 40.0.0.141 (B)

Packets must go though 4 diffef§HE
network domains and routers

Q R ds 10.0.0.5 20.0.0.6 30.0.0.7 b
, Ran

S must know B’s Ethernet address => ARP
R must know that S is the next-hop router for the netw6rR.0.0 => Routing table
Q must know that R is the next-hop router for the networ@. @@ => Routing table

Network
30.0.0.0

Network
40.0.0.0

Network
20.0.0.0
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Host A Host B

Tdenfical
=777 message T --

Identical
packet

Router R
Internet

Network Network
Interface identical Interface identical

e e Y

Physical Net 1 Physical Net 2

Figure 11.7 The layering principle when a router is used. The frame

identical

identical
=7 datagram -

- datagram ~~ ~

delivered to router R is exactly the frame sent from host A but
differs from the frame sent between R and B.
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ARP

Every host listens to the Ethernet shared medium and
check its destination address (physical address) with its
own when one arrives

Host A wants to communicate with host B

Host A knows host B’s IP addresg)(but does not know
his physical address {] which is needed when sending
over the Ethernet

How does host A mag to B;?

12
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ARP solves the
problem

Each host has ARP
cache to remember
what he found

ARP cache entry has
timeout value (20
minutes) because a
host can disappear or
replace its Ethernet
card

13
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Router has more

than one IP addresses
How about physical
address?
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chansuyu@gmail.com

- # S

1. If there is a host specific route that exactly mat¢heslestination, then use
this route

2. If there is a network-prefix route that matches the netypoefix portion of the
packet’s destination, use it : Pick the longest matghiafix

3. Ifthere is a default route, pick it

4.  Else send an “unreachable” message to the source (ICMP)

16
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"# $

“Longest
matching
entry”
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Multiple network applications are
running simultaneously on a host
For example, one UDP
application and two TCP
applications (ftp and IE)
A host receives a packet

Should it pass to IP or ARP
software?

Should it pass to UDP or TCP
software?

If it is TCP, should it pass to ftp
or |IE application?

20
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ICMP

Routers send error/control messages to other routsts/ho

Communication between protocol software (rather than
communication between hosts)

ICMP message types
Echo request
Echo reply
Source quench

Destination unreachable

Redirect

26

Else send an “unreachable”
message to the source (ICMP)
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One network id for each physical network
So many network id’s are needed
Solution 1: Proxy ARP
Solution 2: Subnet

28
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Mobile Terminals

~Oou~+() —O00~+0—T

Base Station

PN = - Conventional
2 3 ((( Radio Server
| Transceiver
) i . .
\ I\ Interworking Unit -4
X =
Application Application
Transport Transport | Mobile TCP
Network Network Network Network | Mobile IP
Data Link Data Link | Data Link Data Link
. CDMA, ...
Physical Physical Physical Physical
N ' |
Radio Link Fixed Link
32
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LI B )
A - — oo
Application layer Location/context-sensitive services
Multimedia applications

congestion and flow control

Transport layer i )
quality of service

ddressing, routing device location )

Network layer hand-over
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Ethernet B

Network P%flx 2.0.0 | Host 4

N = Router B %ﬁ

\‘{-‘!’ \fjl Elackbol?e |
S o etwor

Router A prefix 3.0.0

Ethernet A
Network Prefix 1.0.0

—

2004

2.0.0.4

» Packets for Host 4 continue to
be forwarded to Router B Router C 4-/

* Router B sends ICMP ‘Host —-
Unreachable” error message Ethernet C

34 Network Prefix 4.0.0 Host 4

chansuyu@gmail.com
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Host Specific Routing

Does not scale: too many table entries to be modifiedntny table entries
to be searched

Not robust — unless table updates are propagated to naoréh minimum
number of nodes

Not secure: mobile node denial of service attack

Changing the Mobile Node’s IP Address
Incompatible with TCP and UDP (e.g. TCP checksum usésliiPesses)
Cannot maintain any outgoing communications as it changes link

Link Layer Solution(e.g. CDPD): carrier provided IP address —
“homogenous mobility” only

35
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I 1 #
DHCP (Dynamic Host Configuration Protocol)

Mobile node can get an (physical) IP address at everypoaw of
attachment within the network being visited

But, it must restart its Internet subsystem or justotbte system

Update database in DNS server very frequently

36
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Goal

Mobile wireless computers can attach to the Internet@mdin
attached even as they move from place to place

Why network layer mobility (modifying IP only)
Application transparency
Seamless roaming
Support for mobility
Where is the mobile host ?
How to deliver (route) to a host which moves often ?

Normal TCP/IP: IP address answers both of them
Mobile IP: two IP addresses, one for location, theeiofor routing

37
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__mobile host
-~ (his horiretown,
but not here.now)

&

sender
_ agent
Where is he nowx
(I know his'tP-address” i .
but don’t know his current locatis
agent
mobhile host

Infé,(m that Il (he'travels here)

chansuyu@gmail.com
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Mobile Node can change its point-of-attachment
while maintaining communication

Home Agent Router with an interface on the Mobile
Node’s home link

Foreign AgentRouter on the mobile node’s foreign
link

39
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CH (corregpondent

tunneling

(foreign agent)
* mobility agent
* mobility binding

(home address <-> COA)

mobﬁ?e host
(care-of address:
foreign network address of foreign agent)

chansuyu@gmail.com
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Stores aCare-of Addresbased on updates it receives from the
mobile node

Advertises reachability to the network prefix of thelmt®
node’s home address
Attracts IP packets destined to the mobile node

Intercepts packeidestined to mobile node andhnelsthem to
the care-of address, from which the mobile node can be
reached

41
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Assists mobile node in informing its home agent of itsemirr
care-of address

Provides a care-of address d&tunnels packetsinneled by
the home agent

Serves as default router for packets generated by thdemo
node while on the foreign link

42
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Packet from CH to MH

Source address = address of CH
Destination address = home IP address of MH

Home agent intercepts above packet and tunnels it

Source address = address of HA

Destination address = care-of address of MH

“IP-in-IP”

chansuyu@gmail.com

CH

Home netwoy h Foreign network #1\
FA #1 MH

HA sennupEEnunn
\y J

Fofeign network #2 |

FA #2 MH

*MH registers new address (FA #2) with HA & FA #1

*HA tunnels packets to FA #2, which delivers them to MH

*Packets in flight can be forwarded from FA #1 to FA #2
44
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IETF (Internet Engineering Task Force)
Mobile IP Working Group in Routing Area
RFC 2002 & 2003-2006

Three main functions
Agent Discovery
Registration
Tunneling

46
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Three main functions
Agent Discovery
ICMP messages - “router advertisement” and “routécisation”

If a gateway cannot route or deliver, or if it detgean unusual condition, it informs the
original source to take actions via an ICMP message

Destination of an ICMP message is not an applicatioa user but the IP s/w
ICMP is considered a part of Internet Protocol

Registration
Sent with UDP (using port number 434)
For registration request & registration reply

Tunneling
IP-in-IP

47
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How a mobile host discovers a foreign agent in new
network ?

Similar to detecting routers running ICMP router discovery
(RFC 1256) : periodic broadcast advertisement by the
routers onto the directly attached subnetworks

Mobile IP uses RFC 1256 with special extensions to the
standard ICMP messages

Mobile host gets “care-of address”

48
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__mobile host
 (his hometown,
but not here.now)

&

sender

agent

Where.is he now><
(I know his'tP.address” e

but don't know his current locatisg) .
Agent'discovery

<= ICME

agent
mobhile host

(he'travels here)

chansuyu@gmail.com

# (

Key idea
Home agent and foreign agent periodically advertise firegence by
multicasting an agent advertisement message

Mobile host
It expects to receive periodic ad from the same agent
if not, it deduces it has moved or the agent has sonhéepne

if it receives an ad from its home agent, it knowsais returned home
and registers with the home agent

if it receives an ad from a new foreign agent, iistegs with the
foreign agent
otherwise, it may multicast an agent solicitation mgssa

50
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Mobility agent (either a FA or a HA)
Mobility agents send agent advertisements
Mobile nodes can solicit for agents
Foreign agents

Advertise COAs
Can be too busy for more clients

Describe offered services (encapsulation and compression)
Can require registration via an advertised COA

51
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9 \
7|8 15| 16 23| 24 31
ICMP Hpe code checksum
header #addresses | addr. size lifetime

router address 1
preference level 1
router address 2
preference level 2

ICMP
message
Agent type [ length seguence number
advert. registration lifetime B[H[FIMGNP reserved
h r COA1l
eade COA 2
52
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Important Fields
R: registration required
B: foreign agent is busy

Why required? (When FA is busy, it does not want to senchad &i
cannot service any request anyway. But it must ad even thiosdiusy
since MNs may think FA is down. So, ad but say “I'm busy”)

H: the agent is home agent
F: the agent is foreign agent
Why H & F ? (they are not mutually exclusive)
M: minimal encapsulation
G: GRE encapsulation
V: Van Jacobson header compression

Agent Solicitation Message ?

53
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Care-of address
Specific to the foreign link being visited
Changes every time mobile hode moves to another foliaign

Packets destined to a care-of address can be deliveireglexisting
Internet routing mechanisms

Two types of care-of address
Foreign Agent Care-of Addres® address of a foreign agent that has
an interface on the foreign link visited by the mobitele (Can be
shared by multiple mobile nodes)
Collocated Care-of AddresH address temporarily assigned to an
interface of the mobile node itself

54
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Registration process

the mobile node sends the registration request to the hom
agent with its care-of-address (obtained from a foreign
agent)

Registration request messageRegistration request

message
o ———»
e ’47
Registration reply mes Registration reply me@

Mobile host Foreign agent Home agent

55
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MN reg; FA HA MN re HA
IStrayi Gistr,.
ran:
re@g/straﬁo
Fues " qot
(eé‘s“a“
Y
e?P
) a“O“ /
‘eg‘s“
(G?N t
_yalo®
‘eg‘s“
e
t
v
56
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Mobile IP registration messages use UDP.

UDP is specified instead of TCP because now
Mobile IP registration does not need the windowing,
renumbering, congestion control and flow control
that TCP provides

r

IP header fields UDP heagler Mobile IP message heaxensions .|.

N _/
57 Payloaﬂﬁext slide)
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1 (Request) or

3 (Reply)
Mobile IP message h

type—  SBDMGYV | lifetime”
Home address

Home agent
Care-of-address

Identification (64-bit)

Extensions...

Identification field for replay protection (replay of olegistration
request) : used to match registration request and repky pair

SPI for additional security

58
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S simultaneous binding

the mobile node is requesting that the home agennrigsgdrior
mobility bindings

B broadcast datagram

the mobile node is requesting that the home agent tanygbackets
broadcast on the home network

D decapsulation

the mobile node informs the home agent that it will geatate
datagrams that are sent to the COA. In this case thidemulgle is
using a collocated COA

59
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Registration “reply” message

Type(3) | code| lifetime
Home address
Home agent
Identification (64-bit)
Extensions...

lifetime: how long registration is honored by home dg#ms requires
re-registration (register with zero lifetime on retaghhome)
code: status of the registration (error code)

Registration denied by foreign agent (66:not enough resouyce, ...

Registration denied by home agent (130:not enough resource,
133:identification mismatch, 136:unknown HA address,...)

60
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Each mobile node, FA, and HA is required to be able to
support a mobility security association for mobile egditi
indexed by their security parameter index (SPI)

Registration messages between a mobile node and ier¢1A
required to be authenticated with the “mobile-home”
authentication extension

Replay protection is accomplished by using different \sine
each registration message to stop malicious userpmsgpihne
registration process and effectively replaying authetatita
registration

61
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Configuration
mobile nodes home address 129.34.7§'5
mobile node’s home agent 129.34.78.254
FA wireless address 137.0.0.11 :
FA COA9.2.20.11
COA reg. Lifetime 60,000 secs
HA granted lifetime 35,000 secs
mobile node’s source port anyl (1094)
FA source port any2 (1105)

Port number
Mobile IP registration port = “434” (fixed)
MN (source port=anyl)=>FA (dest. port=434)
FA (source port=any2)=>HA (dest. Port=434)
HA (source port=434)=>FA (dest. Port=any2)
FA (source port=434)=>MN (dest. Port=any1)

agent

&

129.34.78.254 sender

62
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Agent Advertisement | IP header fie+ds ICMP he}adertaoﬂdv. field% Mobile Service Extensi({n

$=137.0.0.11 type =9
D = 255.255.255.255 coae 16

lifetime = 60,000
s 011What if there

F=1  are many MNs?

&

sender

129.34.78 254

moblle host
129.34.78.5

63
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| IP header fleIFs UDP he%der MobRentessage flel|ds Authentication Extens|

$=129.34.785 S =109 type =1 SPI = 302
D=137.0.0.11 D =434 lifetime = 60,000
=1 COA=9.220.11

HA =129.34.78.254
MA=129.34.78.5

| IP header fie|ds UDP he|ader Mobilen#3sage fielbs Authentication Extensikn
T~
$=9.2.2011 S=11 t

¥Ee =1 SPI=302
.78.254 @ ifetime = 60,000
@

COA=9.2.20.11
HA =129.34.78.254
MA=129.34.78.5

Mobile=>Foreign

Foreign=>Home

&

sender

129.34.785

chansuyu@gmail.com
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Home=>Foreign | IP header fi+lds UDP helader Mobilen#3sage fielbs Authentication Exter{sion
S =129.34.78.254 S =43 type =3 SP1=303
D=9.22011 D=11 fifeime = 35,000
TTL=64 HA=129.34.78.254

MA=129.34.78.5

IP header fieilds UDP he+der MobRentessage fiel|ds Authentication Exter}sion

Foreign=>Mobile

S$=137.0.0.11 s=4 type = 3 SPI=303
D =129.34.785 D =1094 Titetime = 35,000
=T HA=129.34.78.254

MA =129.34.78.5

<

sender

137.00.11

mobile host
129.34.78.5

chansuyu@gmail.com

Agent Advertisement

IP header fiekjs ICMP hea*jer Router Adv. filalds MoBervice Extension

S$=129.34.78.254 type=9 ... ...Nno COAs ...
D = 255.255.255.255 code = 16 lifetime = 35,000
H=1

Mobile=>Home

IP header fiel(is UDP headlar Mobile IP messagedfi@igthentication Extensic+n

$=129.34.78.5 S$=1094 type =1 SPI=302
D =129.34.78.254 D =434 lifetime = 0
TTL=1 COA=129.34.78.5

HA=129.34.78.254
MA =129.34.785

Home=>Mobile

IP header fiel4s UDP headlar Mobile IP messagesf'ﬂlnthentication Extensic+n

S$=129.34.78.254 S=434 type =3 SP1=303
D=129.34785 D =1094 lifetime = 0
TTL=1 COA=129.34.78.5

HA=129.34.78.254

MA =62é34.78.5

chansuyu@gmail.com
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Mobile=>Home Registration Request
IP header fiel4s UDP headlar Mobile IP messagesflalnthentication Extensi4

S=12934.785 S=1094 type =1 SPI=302
D =129.34.78.254 D =434 lifetime = 665,535
COA=9.2.43.94

TTL=64
HA = 129.34.78.254
MA=129.34.78.5

Home=>Mobile Registration Reply D,M,G,B=11,11
IP header fiel(is UDP headlar Mobile IP messagesf|alnthentication Extensic+

SPI =303

S=434 type =3
lifetime = 35,000

COA=9.243.94
HA=129.34.78.254
MA =129.34.78.5

S$=129.34.78.254
D =9.24.43.94

D =1094

Iractiallyis-..
DHCP server ™

"..,"-__.....‘V. ) a Ent ,_‘..‘L .'"-~....-........,-.....---"'..”.
mobile host
129.34.78.5

67 9.24.43.94
offered from )
_.thE DHCP server chansuyu@gmail.com

4, |

Tunneling
can be done by several encapsulation algorithms

default algorithm is simple “IP-within-IP” encapsulation

(RFC 2003)
more overhead but allows fragmentation at the home agmest
needed to deal with tunnels with smaller path MTUs

“minimal encapsulation”

less overhead than the above
but it cannot be used with packets that have already been

fragmented by IP (why ?)

68
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Packet is encapsulated by the Home Agent into a secokdtpac
that is sent to the Foreign Agent

Source: Original Sendgr d
Dest.: Mobile Node Header

=

Source: Home Agent

Encapsulation
Dest.: Care-of Address

Header
69
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Encapsulation of one packet into another as payload
e.g. IPv6 in IPv4 (6Bone), Multicast in Unicast (Mbone)

here: e.g. IP-in-IP-encapsulation, minimal encapgmra
or GRE (Generic Record Encapsulation)

IP-in-1P-encapsulation (mandatory in RFC 2003)
tunnel between HA and COA

70

chansuyu@gmail.com

35



. " H#

Vers| IHL| TOS Total Length

IP ldentification Flags| Fragment Offset

TTL | Mobile IP | 1P Header Checksum

Tunnel Source IP Address

Care-of Address

Vers| IHL | TOS Total Length

IP Identification Flags| Fragment Offset

TTL |Orig Protocol| IP Header Checksum

Original Source IP Address

IP Address of Mobile Host

TCP/UDP/etc
71

» 20 Bytes

chansuyu@gmail.com

0

Minimal encapsulation (optional)
avoids repetition of identical fields
e.g. TTL, IHL, version, TOS

only applicable for unfragmented packets, no space left fo

fragment identification

72
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Vers| IHL | TOS

Total Length

IP Identification Flags| Fragment Offset

TTL | Mobile IP | IP Header Checksum

Tunnel Source IP Address

Care-of Address

Orig Protocol| S Tunnel Header Checksum

IP Address of Mobile Host

Original IP Source Address(only present of S set)

73

TCP/UDP/etc

B) 8-12 Bytes

chansuyu@gmail.com

IP for Wired Network
Mobile IP Overview

Basic Mobile IP
Agent Discovery
Registration
Tunneling

Route Optimization
Current Topics

74
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Route optimization — Triangular routing
Avoiding problems with FA — Co-located FA

Handoff problem - Movement detection and smooth
handoff

Micro Mobility

75
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), & 5
..... _-mebile host _~"correspondent
" ¢ (home address) / host

A=)

blndlng cache

H‘gme agent

foria ign agent Triangle ro_utlng
mobile host (asymmetric)
76
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_.,__....v--------mobil.e_.,__host
¥ (home address)

tunneling ™

\K*
foreign agent

motﬁle host

chansuyu@gmail.com

Basic Mobile IP
route through the mobile host's home network (maybe fayaw
incurs much overhead, particularly when home agent is far away
Route optimization

correspondent node has an up-to-date mobility binding for tiélemode in
its routing table

with an updated binding, the correspondent node can sendydinsttad of
relying on the home agent

complex, though
Four steps (UDP messages)
binding warning control message (FAold to CH)
binding request message (CH to HA)
binding update message (HA to CH)
binding acknowledgement message (CH to HA)
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Assumption of support from foreign networks
A foreign agent exists in all networks you visit?
The foreign agent is robust and up and running?
The foreign agent is trustworthy?
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. mobile host
“ ¢ (home eidq__ress) host

blndlng cache

* MH must acquire its own
IP address in foreign
network (via DHCP): “care-
of” address

*MH is responsible for itself
- MH decapsulates packets
- MH sends its own packets
- “Co-located” FA on MH
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Can we expect to obtain an IP address?
DHCP becoming more common
Dynamic IP address binding like some dial-up savic
Your friend can reserve an IP address for you
Or, Various other tricks
More support for dynamic IP address binding in IPv6

New issues: the mobile host now has two roles:
Home role
Local role

More complex mobile host

Loss of in-flight packets? (This can happen anyway.)

Can visit networks without a foreign agent
Can join local multicast groups, etc.
More control over packet routing = more flexibility

82

chansuyu@gmail.com

41



&!+( )

Correctness in security-conscious networks
We'll see that “triangle route” has problems
MH under its own control can eliminate this problem
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$

..... _.-mobile host _~"correspondent
" ¢ (home address) / host

S

blndlng cache

H‘gme agent

*MH uses its home IP

. address as source addre
foreign agent - -
gnag Mobile *Security-conscious
host  boundary routers will
e drop this packet
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..... _mobile host " correspondent
" J¢ (home address) / host

p_i_,nfiing cache

ﬁ"gme agent
*Provide choice of “safe”
. route through home agert
Motﬁ'e both ways
host  This is the slowest but
S most conservative option

chansuyu@gmail.com

Allow MH to choose from among all routing options
Options:

Encapsulate packet or not?

Use home address or care-of address as source address?

Tunnel packet through home agent or send directly?
Choice determined by:

Performance

Desire for transparent mobility

Mobile-awareness of correspondent host

Security concerns of networks traversed

Equivalent choices for CH sending packets to MH
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Outgoing Outgoing Outgoing Outgoing
Indirect, Direct, Direct, Home | Direct, Temp.
Encapsulated Encapsulated | Address Address

Incoming Most reliable,| Requires No security-

Indirect, least efficient| decapsulation | conscious

Encapsulated on CH routers on path

Incoming Requires fully | No security-

Direct, mobile-aware | conscious

Encapsulated

CH

routers on path

Incoming Requires both

Direct, Home hosts to be on

Address same net. seg.

Incoming Most efficient,
Direct, Temp. no mobility
Address support

of

chansuyu@gmail.com

,

How does the mobile device know its moved to a new cell?

When the mobile node determines that it has moved it shaikteewith a
suitable care-of address (COA) on the new foreign network

Movement detection
Is important issue for handoff performance
Limitations: can’t register more that once per-secondvenage

Mobile IP supports three types of movement detection scheme
Lazy cell switching
Prefix matching
Eager cell switching
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Mobile host waits to hear new agent advertisementibaise
the lifetime timeout.

If it receives one then it knows its still taking findhe current
BS.

If advertisements are missed then it attempts tetegivith a
possibly new cell using agent solicitation.

Note that the mobile nodes typically try to receive tw
more advertisements before expiring any advertisenedated
attempting to find a new foreign agent (FA)
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Based on the mobile host hearing beacons from muFip&
simultaneously. Also make some assumptions about mobilit
patterns which may not hold — traveling in a straight line.

Maintains list of FAs and their COAs; and the current
FA/COA

Once the current FA is no longer available (e.g., becdese
mobile has moved) then it selects a new one fronishis

Faster than Lazy Cell Switching but makes a number of
assumptions

91

chansuyu@gmail.com

IP for Wired Network
Mobile IP Overview

Basic Mobile IP
Agent Discovery
Registration
Tunneling

Route Optimization

Current Topics
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Micro-mobility support:
Efficient local handover inside a foreign domain
without involving a home agent
Reduces control traffic on backbone
Especially needed in case of route optimization

Example approaches:
Cellular IP
HAWAII
Hierarchical Mobile IP (HMIP)

Important criteria:
Security Efficiency, Scalability, Transparency, Mandiiés
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Operation: i Internet
,CIP Nodes* maintain routing T
entries (soft state) for MNs
Multiple entries possible CIP Gateway

Routing entries updated based on
packets sent by MN

CIP Gateway:
Mobile IP tunnel endpoint
Initial registration processing
Security provisions:

all CIP Nodes share
Jnetwork key*

MN key: MD5(net key, IP addr)
MN gets key upon registration

94

chansuyu@gmail.com

47



