Physical layer issues
Communication frequency
Signal propagation
Modulation and Demodulation
Channel access issues
Multiple access / Random access / Asynchronous
802.11 / Bluetooth
Capacity / Energy / Fairness / Directional
System issues
Embedded processor
Low power design
Network issues
Location management
Mobile IP / Cellular IP
MANET routing / Clustering
Multicast

Interoperabilty:-.......... TCP in Mobile IP Networks

*Network reliability (TCR) " g : :
P S i TCP in Mobile Ad Hoc Networks
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Wireless environments are characterizedoly latencieand
frequent interruptions

Problem TCP has been optimized for wired networks

Until recently, mobile phone manufacturers did noteyedi
that it would be possible to support TCP

chansuyu@gmail.com

Assumption that the majority of lost segments and

acknowledgements are due to congestion is not valid over
wireless links

Disconnects
Long latencies — slower transmission rates
IP tunneling while node moves to new link

Reducing the transmission rate is often the wrong resgpon
over wireless links

chansuyu@gmail.com




Wired Network When a packet is lost, it's typically a sign of conges
sender should slow down

Wireless NetworkWhen a packet gets lost, the sender should try harder

Practical solutions need to take into account the lagjalled base of
computers using TCP

Problem If the sender does not know the network it is transmgitover, it
is difficult to make the right decision

Hand-off

Transmission error
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TCP issues in Mobile IP networks
A. Handoff problem
i. Fast retransmission
i. M-TCP with ZWA
iil. Multicast
B. Transmission error
i. TCP solution: Split connection
ii. TCP/Link solution: TCP-aware link layer (Snoop Protocol)
iii. Link solution: LLR (Link layer retransmission)
*  Why link layer solutions for TCP problem ?
TCP issues in MANET
A. Number of hops, route cache, window size
B. RTS/CTS/Data/TCP-level ACK (Xu's paper)

6
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Hand-offs occur when a mobile host starts communicating
with a new base station (in cellular wireless syse
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Hand-offs may result in temporakyss of routeo
MH

with non-overlapping cells, it may take a while befdre t
mobile host receives a beacon from the new BS

While routes are being reestablished during handoff,

MH and old BS may attempt to send packets to each othe
resulting inloss of packets
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Packet loss is mistaken as congestion
Drops the transmission window size
Slow start to restrict the windows growth rate
Resets the retransmission timer to a backoff interval

Thus, reduces the TCP throughput
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During the long delay for a handoff to complete, a whaledow worth of
data may be lost

After handoff is complete, acks are not received by the JeDigler

Sender eventually times out, and retransmits

If handoff still not complete, another timeout will occur

Performance penalty
Time wasted until timeout occurs
Window shrunk after timeout

10
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1. No handoffs

2. Overlapping Cells

3. 0-second rendezvous delay

4. 1-second rendezvous delay

11
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Cell crossing Retransmission
+ beacon timeout
arrives  Handoff complete
Routes updated
Last _
timed ‘ RTO=Z
transmi%
R~
can be improved
0 0.15 0.8 sec
Ikacket loss Idle sender

12
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1. No handoffs

2. Overlapping Cells

3. 0-second rendezvous delay

4.second rendezvous delay
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Beacon arrives

Cell crossing Retransmission
Timeout 1 Handoff timeout 2
complete
Last
timed . RTO=1.0 0=2.0
transmlﬁ
c:>o° _
can be improved
0 0.8 1.0 1.15 2.8 sec
| | —
Packet loss Idle sender
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10 20 30

------ cell crossing

<Behavior of TCP sequence number>

<Behavior of TCP congestion window>

15
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* MH switches cells every 8
seconds
» Throughput dropped
significantly in the presence
of motion

» Degradation in overlapping
cells is due t@ncapsulation
and forwarding delaguring
handoff

» Additional degradation in
cases 3 and due to packet
loss and idle time at sender
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1. TCP issues in Mobile IP networks
A. Handoff problem
i. [Fast retransmission
ii. M-TCP with ZWA
ii. Multicast
B. Transmission error
i. TCP solution: Split connection
ii. TCP/Link solution: TCP-aware link layer (Snoop Praihc
iii. Link solution: LLR (Link layer retransmission)
e Why link layer solutions for TCP problem ?
2. TCPissues in MANET
A. Number of hops, route cache, window size
B. RTS/CTS/Data/TCP-level ACK (Xu’'s paper)

17
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Recover from timeouts during handoff

Hide mobility from the TCP sender and make TCP adaptive t
mobility

When MH is the TCP receivesiter handoff is complete, it
sends 3 dupacks to the sender

this triggers fast retransmit at the sender

instead of dupacks, a special naotification could also e se

When MH is the TCP sendenvoke fast retransmit after
completion of handoff

18
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Retransmission

Cell

crossing

+

Beacon Handoff

arrives ~ completes
Fast o
retransmission

L RTO=1.0

Last timed

transmission

v

0 0.2

Fast retransmission after a handoff with a 0-seecendezvous delay

0.8 Time(seconds)

timeout \

Does not occur !!!

19
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Last timed
transmission

%

Retransmission

timeout 1 o
Cell Beacon Handoff Retransmission
crossing \arrives ‘/complete timeout 2
Fast o |
retransmission |
[« RTO=1.0 RTO=2.0 N|
0 08 1.0 1.2 28

Handoff latency and related packet losses withsedond rendezvous delay

Does not occur !!!

Time(seconds)

20
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Pauses in
communication
(seconds)
2.8
100%
439 1-2
100%
25%
0-second 1-second

rendezvous delagendezvous delay

<the transmitter on the MH>
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Pauses in
communication
(seconds)
2.6
100%
509 1-3

0.6
100%
50%

0-second 1-second
rendezvous delagendezvous delay

<the transmitter on $e>

chansuyu@gmail.com

#$

1009
o
94 93%
869
88% 1400
699 1100
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No change in the first two cases as
expected
Improvement for non-overlapping
cells

Some degradation still remains

fast retransmit reduces congestion
window

Do we need to change TCP
software ?
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Provide sufficient overlap between cells to avoid pathet
or

Buffer packets at BS
Discard the packets after a short interval

If handoff occurs before the interval expires, forwamghackets to the
new base station

Prevents packet loss on handoff

23
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1. TCP issues in Mobile IP networks
A. Handoff problem
i. Fast retransmission
ii. M-TCP with ZWA
iii. Multicast
B. Transmission error
i. TCP solution: Split connection
ii. TCP/Link solution: TCP-aware link layer (Snoop Praihc
iii. Link solution: LLR (Link layer retransmission)
e Why link layer solutions for TCP problem ?
2. TCPissues in MANET
A. Number of hops, route cache, window size
B. RTS/CTS/Data/TCP-level ACK (Xu’'s paper)

24
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In the fast retransmit scheme, sender starts tratirsgnitoon after handoff,
BUT congestion windowehrinks

M-TCP attempts to avoid shrinkage in the congestion wingosending
zero window advertisement (ZWAhich “chokes the sender to enter
“persist mode

In persist mode, per-connection state freezes no mattekdmg and
continue sending at full speed when reopened

TCP software at sender needs no changes

25
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Define a multicast group with the current cell and otledls c
that MH is likely to visit next

Packets are sent to the group (multicast), the curedint ¢
actually sends packets while others just buffer them

26
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1. TCP issues in Mobile IP networks
A. Handoff problem
i. Fast retransmission
ii. M-TCP with ZWA
ii. Multicast
B. Transmission error
i. TCP solution: Split connection
ii. TCP/Link solution: TCP-aware link layer (Snoop Praihc
iii. Link solution: LLR (Link layer retransmission)
e Why link layer solutions for TCP problem ?
2. TCPissues in MANET
A. Number of hops, route cache, window size
B. RTS/CTS/Data/TCP-level ACK (Xu’'s paper)

27
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End-to-end TCP connection is broken into one connection

on the wired part of route and one over wireless atteo
route

A single TCP connection split intevo TCP connections
FH-MH = + BS-MH
“Acks’ are intercepted and managed at BS

Fixed Host Base Station Mobile Host

28

chansuyu@gmail.com

14



TCP connection

application

transport

network
link

physical

B Per-TCP connection state

TCP connection

application rxmt application
transportt™ WP« Ytransport
network network
link link
physical physical

wireless ‘
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Internet

> 6 standard TCP

mobile host

30
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mobile host

31
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BS terminates the standard TCP connection actingpesxg

Old BS (FA) must migrate buffered packets (already ackroyeé to FH)
as well asocket of the proxjo new BS

The socket contains the current state of the TCPemium
Sequence number, addresses, port number +
Last packet transmitted to MH
Last packet acknowledged by MH

Next expected acknowledgement and expected number of duplicated
acknowledgements

Round-trip time estimate of wireless link

32
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Indirect TCP
FH - BS connection : Standard TCP
BS - MH connection : Standard TCP

Selective Repeat Protocol (SRP)
FH - BS connection : standard TCP
BS - MH connection : selective repeat protocol on top oPUD

Asymmetric transport protocol (Mobile-TCP)

Low overhead protocol at wireless hosts such as head@ression, simpler
flow control, No congestion control

Mobile-End Transport Protocol
BS-MH link can use any arbitrary protocol optimized faraless link

33
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BS-MH connection can beptimizedindependent of FH-BS
connection
Different flow / error control on the two connections

Local recoveryof errors
Fasterecovery due to relatively shorter RTT on wireless link

Good performancachievable usingppropriate BS-MH protocol

Standard TCP on BS-MH performs poorly when multiple padestes
occur per window (timeouts can occur on the BS-MH connectialting
during the timeout interval)

Selective acks improve performance for such cases

34
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End-to-end semantics violated
ack may be delivered to sender, before data deliveree tedteiver

May not be a problem for applications that do not oel TCP for the
end-to-end semantics (ftp and http. But telnet relies@R acks)
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~

%

BS retains hard state
BS failure can result in loss of data (unreliability)
If BS fails, packet 40 will be lost
Since it is acld to sender, the sender does not buffer 40
Hand-off latency increases due to state transfer
Data that has been ddko sender, must be moved to new base station
Buffer space needed at BS for each TCP connection

BS buffers tend to get full, when wireless link slonar€ window worth of
data on wired connection could be stored at the base sfati@ach split
connection)

Extra copying of data at BS
copying from FH-BS socket buffer to BS-MH socket buftar{CP layer)
increases end-to-end latency

36
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1. TCP issues in Mobile IP networks
A. Handoff problem
i. Fast retransmission
ii. M-TCP with ZWA
ii. Multicast
B. Transmission error
i. TCP solution: Split connection
ii. TCP/Link solution: TCP-aware link layer (Snoop Protocd)
iii. Link solution: LLR (Link layer retransmission)
e Why link layer solutions for TCP problem ?
2. TCP issues in MANET
A. Number of hops, route cache, window size
B. RTS/CTS/Data/TCP-level ACK (Xu’'s paper)

37
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B per TCP-connection state

TCP connection

application application \ application 4
transport transport transport
network network t xmt network
link link mmm| | <~ |link
physical physical physical
& s wreess  MH)
38
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Tries to restore the end-to-end semantics of: TCP

Foreign agent is not allowed to send acknowledgements
Instead, it just snoops on packets and tries to hetgalo

local retransmission ) correspondent
foreign host

Lwired“ Internet

snooping of ACKs buffering of data

>

end-to-end TCP connection

39
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Buffers data packets at the base station BS

When dupacks received by BS from MH, retransmit on vaselimk, if
packet present in buffer

Filters duplicate acknowledgements and duplicates of jocall
retransmitted packets

Also send negative acks (NACKSs) to MH for lost packets
coming from mobile host

No data/state migration to new BS in case of handover

40
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Data buffering
and
TCP state
maintained at
link layer

Example assumes delayed ack - every other packet ack’d

41
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"y

added

42
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A7

added

Duplicate acks are not delayed

43
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"y
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Dupack triggers retransmission

of packet 37 from base station

Discard
dupack

BS link layer needs to be TCP-aware .
to be able to interpret TCP headers

45
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# 11}
2000000
1600000
§ 1200000 — base TCP
& 800000 Snoop
= 400000
0 T T T T T T
= w (o]
()] N D
A X XN

A8CT
N9G¢
lous ou

1/error rate (in bytes)

2 Mbps Wireless link
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Requires modification to only BS (network-centric apptga

Fast retransmit not triggered at sendespite out-of-order link layer
delivery

End-to-end semantics retained

Local recovery from wireless losses
High throughput can be achieved
performance further improved using selective acks (not cuive)at

Soft state at base station
loss of the soft state affects performance, but noectmess

47
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Link layer at base station needs toTieP-aware
Not useful if TCP headers are encrypted (IPsec)

Cannot be used if TCP data and TCP acks traverse different
paths (both do not go through the same base station)

48
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1. TCP issues in Mobile IP networks
A. Handoff problem
i. Fast retransmission
ii. M-TCP with ZWA
iii. Multicast
B. Transmission error
i. TCP solution: Split connection

ii. TCP/Link solution: TCP-aware link layer (Snoop Prathc

ii. Link solution: LLR (Link layer retransmission)

¢ Why link layer solutions for TCP problem ?

2. TCP issues in MANET
A. Number of hops, route cache, window size
B. RTS/CTS/Data/TCP-level ACK (Xu’'s paper)

49
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TCP’s sustainable performance rapidly drops
when packet drops exceed 1 percent

Data-link layer protocol

Makes sure that TCP experiences low packet drops

What to do about high BER (bit error rate)
Error detection via parity/checksum
Error correction based on ECC or retransmissionest
» FEC (forward error-correcting) — “ECC” code
* ARQ (automatic repeat request) — “ACK” idea
— Stop-and-wait ARQ
— Sliding window ARQ (Go back n ARQ)
— Selective repeat request

50
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Significant BER at wireless links

FEC introduces a relatively constant coding delay
=> high latency

ARQ makes TCP to have large RTT estimates, and t8ggegtransmission
while ARQ is already retransmitting the same data
=> high variability in latency

Approaches at wireless links

TCP modifications (we discussed till now)
<= can'’t be perfect for all wireless links

Link-layer modifications over FEC/ARQve will see from now on)
<=Totally link layer solution ando TCP modifications

51

chansuyu@gmail.com

) *) )

] O Link layer state
TCP connection

application application application 4
transport transport transport
network network xmt network

link link I «— |link

physical physical physical

‘ wireless ‘

*Retransmit a packet at the link layer, if errors ateced
*Make the error rate of wireless links on par with trathe wired link

52
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How many times to retransmit at the link level befgréng up?
Finite bound -- semi-reliable link layer
No bound -- reliable link layer

What triggers link level retransmissions?
Link layer timeout mechanism
Link level acks (negative acks, dupacks)
Other mechanisms

How much time is required for a link layer retransnuisSi

Should the link layer deliver packets as they arriveletiver them in-
order?

53
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1

Retransmissions can causmd-of-the-line blocking

O Receiver 1

Base station B O Receiver 2

Although link to receiver 1 may be in a bad state, thietld receiver 2
may be in a good state

Retransmissions to receiver 1 are lost, and als& lalggacket from
being sent to receiver 2

54
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Retransmissions can causengestion losses

Q Receiver 1

Base station Q Receiver 2

Attempting to retransmit a packet at the front of theugueffectively

reduces the available bandwidth, potentially making the qatchgse
station longer

If the queue gets full, packets may be lost, indicatorgestion to the
sender

55
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The sendés Retransmission Timeout (RTO) is a function of meakure
RTT (round-trip times)

Link level retransmits increase RTT, therefore, RTO

If errors not frequent, RTO will not account for RTT variations due to
link level retransmissions

When errors occur, the sender may timeout & retransafitre link level
retransmission is successful

Sender and link layegyoth retransmit
Duplicate retransmissiorisiterferencewaste wireless bandwidth
Timeouts also result ireduced congestion window

56
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Frequent errors increase RTO significantly on slow
wireless links
RTT on slow links large, retransmissions result in laggance,
pushing RTO up (why?)
Likelihood of interference between link layer and TCP
retransmissions smaller
But congestion response will be delaydhee to larger RTO
When wireless losses do cause timeout, much time wasted

57
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Selective repeat protocols can deliver packets out of orde

Significantly out-of-order delivery can trigger TCP fast
retransmit

Redundant retransmission from TCP sender

Reduction in congestion window

Example:
P . Lost packet

1] Retransmitted packet

6] 2 [s][4] [3] B [1]
58
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To avoid unnecessary fast retransmit, link layer using
retransmission should attempt to deliver packetsost in-
order

O O O

6] [5] [4][3] 2 M [1]

.
O U@llQ

59
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n
2000000 -
1600000 -
——base TCP
1200000 -
800000 - Link Iaye( .
retransmission
400000 -
0 T T T 1

= w (o)) =

o)) N al m

8 & 2 &

N © o 8 20 ms ms

llerrorrate  (in bytes) 10 Mbps 2 Mbps

2 Mbps wireless duplex link with 1 ms delay
Exponential error model
No congestion losses
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When is a reliable link laydveneficialto TCP performance?

if it providesalmost in-ordedelivery

and

TCP retransmission timeout large enough to tolerate
additional delays due to link level retransmits

61
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Approach Mechanism Advantages Disadvantages
Indirect TCP splits TCP connection isolation of wireless loss of TCP semantics,
into two connections link, simple higher latency at

handover

Snooping TCP

“snoops” data and
acknowledgements, local
retransmission

transparent for end-to-
end connection, MAC
integration possible

problematic with
encryption, bad isolation
of wireless link

M-TCP

splits TCP connection,
chokes sender via
window size

Maintains end-to-end
semantics, handles
long term and frequent
disconnections

Bad isolation of wireless
link, processing
overhead due to
bandwidth management

Fast retransmit/
fast recovery

avoids slow-start after
roaming

simple and efficient

mixed layers, not
transparent

Transmission/
time-out freezing

freezes TCP state at
disconnect, resumes
after reconnection

independent of content
or encryption, works for
longer interrupts

changes in TCP
required, MAC
dependant

Selective
retransmission

retransmit only lost data

very efficient

slightly more complex
receiver software, more
buffer needed

Transaction combine connection Efficient for certain changes in TCP
oriented TCP setup/release and data | applications required, not transparent
transmission
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Physical layer issues
Communication frequency
Signal propagation
Modulation and Demodulation
Channel access issues
Multiple access / Random access / Asynchronous
802.11 / Bluetooth
Capacity / Energy / Fairness / Directional
System issues
Embedded processor
Low power design
Network issues
Location management
Mobile IP / Cellular IP
MANET routing / Clustering
Multicast

Interoperability........... TCP in Mobile IP Networks
"Qu'é]i't')',"df"s'g;\';ige (Q0S) ’ TCP in Mobile Ad Hoc Networks
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1. TCP issues in Mobile IP networks
A. Handoff problem
i. Fast retransmission
ii. M-TCP with ZWA
ii. Multicast
B. Transmission error
i. TCP solution: Split connection
ii. TCP/Link solution: TCP-aware link layer (Snoop Praihc
iii. Link solution: LLR (Link layer retransmission)
e Why link layer solutions for TCP problem ?
2. TCPissues in MANET
A. Number of hops, route cache, window size
B. RTS/CTS/Data/TCP-level ACK (Xu’'s paper)
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Connections over ,,..
multiple hops are at;»gg -
a disadvantage 1000 -
compared to shortersoo -
connections, 600 -
because they have 400 1
to contend for

1)

1600

ETCP

Throughtput

200

wireless access at
each hop

1 2

TCP Throughput using 2 Mbps 802.11 MAC

65

(Kbps)

3456 7 8 910

Number of hops
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2

Packet transmission can occur on at most one hop among

three consecutive hops

Increasing the number of hops from 1 to 2, 3 results irasad delay,

and decreased throughput

Increasing number of hops beyond 3 allows simultaneous
transmissions on more than one link.

however degradation continues due to contention between TCP Data
and Acks traveling in opposite directions

When number of hops is

large enough, the throughput

stabilizes due teffective pipelining

66
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mobility causes Inizssggtder
link breakage, TCP sender _ Resumes.
resulting in route  times out. Route Is )
failure (RTO) repaired sending
EE0 D No throughput _ _ \&) - Wl
No throughput
.. ) de$pite route repair .
B
TCP data and acksl Larger route repair delays
en route discarded|] especially harmful
(Route discovery)
67
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Two factors result in degraded throughput in presence oilitgob

Loss of throughput that occurs while waiting for TCP sendenmtedut (as

seen earlier)

This factor can be mitigated by using
(i) explicit notificationsand
(i) better route caching mechanisms (with DSR)

Poor choice of congestion window and RTO values aft@varoute has

been found

How to choose (iiicwndand (iv)RTOafter a route change?

Others: (v) Out-of-order delivery, (vi) Impact of AGK

68
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Network knows besiwhy packets are lost)
Inform TCP of route failure/repair by explicit message

Need mechanisms fanformation exchangbetween layers
Mobility and handoff are routing layer issues
Retransmission and RTO are transport layer issues

Need to modify transport & network layer to receive/send
feedback

69
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Caching can reduce overhead of route discovery even if cache
accuracy is not very high
But if cache accuracy is not high enough, gains in rgudirerhead
may be offset by loss of TCP performance due to meltipie-outs
Caching can result in faster rodtepair’
Faster does not necessarily mean correct
If incorrect repairs occur often enough, caching performgyoo
Need mechanisms for determining when cached routes are stale

f f f
timeout due timeout, cached timeout, second cached
to route failure route is broken route also broken
70
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Normal TCP: may be toconservative
Same as before route break: may bedoiamistic

Better be conservativthan overly optimistic
Reset window to small value after route repair
Let TCP figure out the suitable window size
Impact low on paths with small delay-bw product

71
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Normal TCP (at start-up): 6 second
May be too large
May result in slow response to next packet loss
Same as before route break
If new route long, this RTO may be too small, leadingin@outs

Another plausible approach
new RTO = f(old RTO, old route length, new route length)
Example: new RTO = old RTO * new route length / old roategth

Not evaluated yet
Pitfall: RTT is not just a function of route length

72
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Out-of-order (OOO) delivery may occur due to:
Route changes
Link layer retransmissions schemes that deliver OOO

Significantly OOO delivery confuses TCP, triggering fatransmit

Potential solutions:

Deterministically prefer one route over others, e¥endiltiple routes are
known

Reduce OOO delivery by re-ordering received packets
can result ininnecessargelay in presence of packet loss
Turn off fast retransmit
can result in in presence of congestion
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TCP Acks share the wireless bandwidth with TCP data
packets as well as link layer acks

Data and Acks travel in opposite directions

Mitigation:
Piggybackindink layer acks with data

Sending fewer TCP acksck everyd-th packet § may be chosen
dynamically)

- Gateway may drop an older ack in the queue, if a new
ack arrives, which reduces number of acks that need to ivergel to
the sender

74
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Conclusion: Current 802.11 Protocol does not
function well in multi-hop networks.

Experiment Methods:
A Static String Topology

o0 0-6060666-0

TCP as Transport Layer Protocol

Issues
Instability Problem
Unfairness Problem

75
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Simulator: ns-2

MAC Layer: IEEE 802.11 DCF

Transport Layer: TCP connections carrying large files
Network Environment

A Static String Network Topology

Interfering range is a little more than two timeshaf t
communication range

Interfering Range Communication Range
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Source Destination

A single TCP connection, with node 1 as the source and

node 5 as the destination.

Three sets of experiments with Maximum Window Size
(window_) 32, 8, and 4 respectively.

1
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;

Throughput (Kepa)

o

;

;

:

When window_=32 or 8, serious oscillation of throughpuatiserved.
When window_4, throughput is stable.

a0
——TCP Renc (Packs moe= 14508, window =2) - TCF Feno. WNAowW_m+. PHISE e 1350
o™
& 3]
=5
= mo
5
B =]
' 120
o
2 o]
=
a0
a
o =0 a0 aa L1 100 20 o = 4o @ m oo 13
Time (51 Time [5)
(b) Reno, window_ =8 (CJ Reno, window_—=4
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Interfering Range of Node 2 J
1

1
RTS Data
—— .
@ ® O S—
Ack

CTS

RTS is sent but not feceived "BTS is sent and received
bu%TS can't be sent
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Collision and exposed terminal problem prevent node 2
from receiving RTS from or sending CTS to node 1.

The random backoff, big data packet, and sending back-to-back
packets worsen the above problems.

When window_ = 4, the chance to send back a CTS isgreatl
increased, so the throughput becomes stable.

After node 1 fails seven times to receive CTS, node 1
believes there is a route failure and starts a route
discovery.

Before a route is available, node 1 cannot send outa dat
packet. This period usually is long enough to cause a tina¢out
the TCP sender.

For TCP, timeout triggers Slow Start, which signifi¢ant
reduces the throughput.
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Second Session First Session

@0 -6

Source Dest Dest Source

In the first session, data flow from 6 to 4. In the
second session, data flow from 2 to 3.

The first session starts at 10.0s. The second
session starts at 30.0s.
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From 10s to 30s (only the first session exists)
The first session has a throughput of about 450kbps

After 30s (with two sessions)
The second session has a throughput of about 900kbps while the
first has “zero” throughput
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The first session never succeeds to send out packesedguience

number 2164.

What happened to the first session around 30s?

No ACKs and TCP drops

enlarged
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Data

Ack

Interfering Range of Node 5

RTS Data
@ 0 _—_®
CTS No Route

What happenZ>

What is this

What happenz>

Interfering Range of Node 4
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Interfering Range of Node 5
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Interfering Range of Node 4

RTS is sent but not received
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Instability Problem: TCP throughput fluctuates

Unfairness problem
One-hop connection has more chances to transmit dzaadee
the interval between packet transmission is shorter ttiet of
the multi-hop TCP connections
Random back-off is actually advantageous to the last
succeeding host.

Conclusions:
IEEE 802.11 does not work well in multi-hop wireless
networks.
Conventional transport protocol does not work well initin
hop wireless networks.
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