
1

EEC 687 Mobile Computing 
(Spring 2008)TCP in Fixed NetworksTCP in Fixed NetworksTCP in Fixed NetworksTCP in Fixed NetworksChansuChansuChansuChansu YuYuYuYuCleveland State UniversityCleveland State UniversityCleveland State UniversityCleveland State University

2
chansuyu@gmail.com

Contents� Physical layer issues� Communication frequency� Signal propagation� Modulation and Demodulation� Channel access issues� Multiple access / Random access / Asynchronous� 802.11 / Bluetooth� Capacity / Energy / Fairness / Directional� System issues� Embedded processor� Low power design� Network issues� Location management� Mobile IP / Cellular IP� MANET routing / Clustering� Multicast� Interoperability� Network reliability (TCP)� Quality of service (QoS)



2

3
chansuyu@gmail.com

Internet Protocol (IP)� Packets may be delivered out-of-order� Packets may be lost� Packets may be duplicated 
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Transmission Control Protocol (TCP)� Reliable ordered delivery� Implements congestion avoidance and control� Reliability achieved by “positive acknowledgement with 
retransmissions”� End-to-end semantics� Acknowledgements sent to TCP sender confirm delivery of data received by 

TCP receiver� Ack for data sent only after data has reached receiver
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Reliable, Ordered Delivery:  Positive Acknowledgement
Send packet 1

Receive packet 1
Send ACK 1

Receive ACK 1
Send packet 2

Receive packet 2
Send ACK 2

Receive ACK 2
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Reliable, Ordered Delivery:  Timeout & Retransmission
Send packet 1

Start timer

Packet should arrive
ACK should be sent

ACK normally arrive now

Timer expires

Receive packet 1
Send ACK 1

Receive ACK 1
Cancel timer

Packet lost

Retransmit packet 1
Start timer
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Issues in TCP
1. Fast packet loss detection� Retransmission timeout (RTO)� Duplicated acknowledgements (Dupacks)

2. Efficient delivery� Sliding window with cumulative acknowledgement

3. Flow problems� End-to-end flow problem� Flow problem in intermediate systems (congestion)
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1. Reliable, Ordered Delivery: Fast Packet Loss Detection� Two methods

A. Retransmission timeout (RTO)

B. Duplicate acknowledgements (Dupacks)
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A. Fast Packet Loss Detection Using Retransmission Timeout (RTO)� At any time, TCP sender sets retransmission timer for only 
one packet� If acknowledgement for the timed packet is not received 
before timer goes off, the packet is assumed to be lost� RTO (timeout value) dynamically calculated
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Retransmission Timeout (RTO) Calculation
Send packet 1

Start timer

Packet should arrive
ACK should be sentACK normally arrive now

Timer expires

Receive packet 1
Send ACK 1Receive ACK 1

Cancel timer

Packet lost

Retransmit packet 1
Start timer

Q1: Which value will you use ?

Q2: How to set the value in 
dynamic Internet ?

Q3: If a retransmission occurs,
is an ack for the original or for
the retransmission (important
because RTT is calculated) ?

A1: RTT (round trip time)
A2: adaptive retransmission 
algorithm (changing RTT and thus, 
changing time-out values)
A3: if ACK arrives, is it for the 
original packet or for the 
retransmitted packet (acknowledge 
ambiguity) ?
A4: timer backoff strategy
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Retransmission Timeout (RTO) Calculation� Large variations in the RTT necessitates a larger RTO 
(why???)� RTO = mean + 4 mean deviation� Standard deviation σ :  σ   = average of (sample – mean)� Mean deviation δ = average of  |sample – mean|� Mean deviation easier to calculate than standard deviation� Mean deviation is more conservative:   δ >= σ (right???)� Karn’s algorithm – no ack ambiguity

2 2

left=(a+b)/2
right=sqrt(a^2+b^2)/2

4*left^2=a^2+b^2+2ab
4*right^2=a^2+b^2

thus, left>=right
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Retransmission: Exponential Backoff� Double RTO on each timeout (why???)

Packet
transmitted

Time-out occurs
before ack received,
packet retransmitted

Timeout interval doubled

T1 T2 = 2 * T1 T2 = 4 * T1

Time-out again
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B. Fast Packet Loss Detection Using Dupacks� Timeouts can take too long� how to detect packet loss sooner and
initiate retransmission sooner?� If the receiver receives out-of-order packet� What does the receiver do ??? � do nothing� “Duplicated acks (dupacks)”� What are the benefits - Fast Retransmission
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Dupacks� Dupacks may be generated due to� packet loss, or� out-of-order packet delivery� TCP sender assumes that a packet loss has occurred if it receives three
dupacksconsecutively (why not one/two???)� Packet Loss Detection: Receipt of packets 9, 10 and 11 will each generate a 

dupack from the receiver. � Fast Retransmission: The sender, on getting these dupacks, will retransmit
packet 8.

12 11 78910
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Issues in TCP
1. Fast packet loss detection� Retransmission timeout (RTO)� Duplicated acknowledgements (Dupacks)

2. Efficient delivery� Sliding window with cumulative acknowledgement

3. Flow problems� End-to-end flow problem� Flow problem in intermediate systems (congestion)
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2. Efficient Delivery
Send packet 1

Receive packet 1
Send ACK 1

Receive ACK 1
Send packet 2

Receive packet 2
Send ACK 2

Receive ACK 2

Sending it one after the other
takes too long!
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Efficient Delivery: Sliding Window� A simple positive acknowledgement protocol wastes a 
substantial amount of network bandwidth� Sliding windows protocol allows the sender to transmit 
multiple packets before waiting for an acknowledgement

Some packets are sent 
and ack’ed

Some packets are sent 
but not ack’ed yet

Some packets are not sent
yet but can be sent without 
delay because they are
within the window

Packet A

Packet B

Packet C

Packet D
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Sliding Window Protocol
What if the sender receives ACK for packet 3?

What does it mean if the window size is 1?
What does it mean if the window size is ∞∞∞∞?



10

19
chansuyu@gmail.com

Sliding Window Basics� Cumulative acknowledgements� Good: Easy to generate and unambiguous� Bad: the sender does not receive information about all successful 
transmissions, but only about a single position in the stream that 
has been received� An acknowledgement ack’s all contiguously received data� TCP assigns byte sequence numbers

20
chansuyu@gmail.com

Cumulative  Acknowledgements� A new cumulative acknowledgement is generated only on 
receipt of a new in-sequencepacket

S R
41 40 383935 373634S R
40 39 3738 data3533 3634

ack
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One More Optimization� If the sender receives ACK36� It means ??? � Do we need to send acks for all packets?� “Delayed acks” (e.g., ACK2, ACK4, ACK6, ...)

S R
40 39 3738 3634

It means packets 1 to 36 
have been received
->Do we need to send acks
for all packets?
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Delayed ACKs
2 3 4 5 6 7 8 9 10 11 131 12

Sender’s window

2 3 4 5 6 7 8 9 10 11 131 12

Ack 5

Acks received Not transmitted
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Issues in TCP
1. Fast packet loss detection� Retransmission timeout (RTO)� Duplicated acknowledgements (Dupacks)

2. Efficient delivery� Sliding window with cumulative acknowledgement

3. Flow problems� End-to-end flow problem� Flow problem in intermediate systems (congestion)

Window size (1 ~ ∞∞∞∞)
if 1, it takes long but perfect control

(if a packet is not successful,
do not add more traffic)

if ∞∞∞∞, no control over traffic
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3. Flow Problems
A. End-to-end flow problem� Control a source that sends more traffic than the receivercan tolerate� Between source and destination

=> Easier to solve: The receiver informs its status to the sender

(“ advertised window size” )

B. Flow problem in the intermediate systems� Control a source that sends more traffic than the intermediate systems
can tolerate� Called “congestion”
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Window-based Flow Control� Congestion simply means increased delay� Respond by retransmissions� Incurs more congestion� Thus, we need to reduce the window size� Window size is determined as the minimum of� receiver’s advertised window- determined by available buffer space at 
the receiver <= “flow control”� congestion window(cwnd) - determined by the sender, based on 
feedback from the network <= “congestion control”� On detecting a packet loss, TCP sender � assumes that network congestion has occurred� drastically reduces the congestion window
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Determining Window Size for Congestion Control� Window size bounds the amount of data that can be sent per round-trip 
time (RTT)� For example, what is the maximum throughput (bandwidth)??? � cwnd=1 packet (1000 bits), RTT=1 sec  => 1 packet/sec = 1000 bps� cwnd=1 packet (1000 bits), RTT=0.1 sec => 10 packets/sec = 10000 bps� cwnd=10 packets (10000 bits), RTT=1 sec => 10 packets/sec = 10000 bps� “ Bandwidth  ≤≤≤≤ cwnd/RTT”
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Determining Window Size for Congestion Control� cwnd=10 packets (10000 bits), RTT=1 sec  => 10 packet/sec 
= 10000 bps� If the network supports more than 10000 bps, the network is not fully 

utilized� W should be increased� If the network supports up to 1000 bps, the network is fully overloaded� W should be reduced 
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Determining Window Size for Congestion Control� Ideal window size = delay * bandwidth (delay-bw product)� What if window size < delay*bw ?� Inefficiency (wasted bandwidth)� What if window size > delay*bw ?� Queuing at intermediate routers� increased RTT due to queuing delays� Potentially, packet loss
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Determining Window Size for Congestion Control�Congestion control used in TCP (cwnd changes)�Multiplicative decrease� congestion window size�Slow start� When congestion ends, it can increase the window size multiplicatively, 
which may result in oscillation� “Additive” recovery (slow start)
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Determining Window Size for Congestion Control� Slow Start� For each ACK arrived, increase the congestion window size by one� but it actually is not “slow”� cwnd grows “exponentially” with time during slow start� When cwnd reaches slow-start threshold (half the window size before 
packet loss), congestion avoidanceis performed� Congestion avoidance� cwnd increases linearly with time (increase one if all ACKs arrive)� Rate of increase could be lower if sender does not always have data to 

send
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10-M Ethernet

100-M FDDI

1.5 M Ti

Advertised window

Congestion window

threshold

Exponential increase
(Slow start ???)

Exponential (multiplicative) decrease

Linear increase
(Congestion avoidance)

:  For  Flow Control

:  For Congestion Control

Window Size: Exponential Decrease, Linear Increase
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Format of a TCP Segment
TCP address
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Review of TCP -- Sliding Window: the maximum range of data sent but not acknowledged
[ 0 1 2 3 ] 4 5 6 7 8 9 0 1 2 3

ACK 0 

0 [ 1 2 3 4 ] 5 6 7 8 9 4

0 [ 1 2 3 4 ] 5 6 7 8 9 1 2 3 4

An Example: Sliding Window Size = 4 bytes

Timeout
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Review of TCP – Flow Control: The receiver advertises its available buffer size to the sender in each TCP acknowledgment
[ 0 1 2 3 ] 4 5 6 7 8 9 0 1 2 3

ACK 0, WIN=4 

0 [ 1 2 3 4 ] 5 6 7 8 9 4

ACK 4, WIN=3 

0 1 2 3 4 [ 5 6 7 ] 8 9 5 6 7

An Example: Initial Sliding Window Size = 4 bytes
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Review of TCP – Congestion Control: Using timeout as the indication of network congestion. 
[ 0 1 2 3 ] 4 5 6 7 8 9 0 1 2 3

ACK 1, WIN=4 

0 1 [ 2 3 4 5 ] 6 7 8 9 4 5

0 1 [ 2 ] 3 4 5 6 7 8 9 2

An Example: Sliding Window Size = 4 bytes

Timeout
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Review of TCP—Congestion Control: Additive Increase and Multiplicative Decrease
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TCP Summary� Error Detection – using TCP Checksum field� Error Correction - Acknowledgements & Retransmissions� Roundtrip time estimation is critical� Sliding Windows – can send multiple segments w/o starting to 
receive some acknowledgements� Flow Control by adjusting the window� Congestion Control � Key Assumption: Packet loss is due to congestion� Reduces the number of segments sent when detects losses
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TCP Summary� Slow Start:� Starts with a slow transmission rate at the start of a new connection or 
after a congestion condition� Exponentially increases congestion window up to threshold� Fast Retransmit:� TCP acknowledgements:� Number of segments correctly and sequentially received � Only sent upon receipt of a segment� Multiple acknowledgements for the same number of segments indicate a 
gaprather than congestion � no need to wait: immediately retransmit 
lost segment


