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Abstract- Mobile ad hoc networks are characterized by NET (Packet radio Network) [7] and SURAN (Survivable
multi-hop wireless links, absence of any cellular infrastucture, ~ Adaptive Networks) [12] projects. They supported automati
and frequent host mobility. Design of efficient routing protocols ~ route set up and maintenance in a packet radio network with
in such networks is a challenging issue. A class of routing g¢~ moderate mobility. Interest in such networks has recently
tocols calledon-demand protocols has recently found attention grown due to the common availability of wireless commu-
because of their low routing overhead. The on-demand proto- nication devices that can connect laptops and palmtops and
cols depend on query floods to discover routes whenever a new operate in license free radio frequency bands (such as the
route is needed. Such floods take up a substantial portion ofat-  Industrial-Scientific-Military or ISM band in the U.S.). In
work bandwidth. We focus on a particular on-demand protocol ~ an interest to run internetworking protocols on ad hoc net-
called Dynamic Source Routing, and show how intelligent use of works, a working group for Mobile, Ad hoc Networking
multipath techniques can reduce the frequency of query floos.  (MANET) [9] has been formed within the Internet Engineer-
We develop an analytic modeling framework to determine the ing Task Force (IETF), whose charter includes developing a
relative frequency of query floods for various techniques. R-  routing framework for running IP based protocols in ad-hoc
sults show that while multipath routing is significantly better  networks. Several new routing protocols have been proposed
than single path routing, the performance advantage is smal in connection with the MANET working group efforts [9].
beyond a few paths and for long path lengths. It also shows Of particular interest is the new classai-demand, source-
that providing all intermediate nodes in the primary (shortest) initiated protocols, that set up and maintain routes from a
route with alternative paths has a significantly better perbr-  source to a destination on an “as needed” basis [6, 11]. This

mance than providing only the source with alternate paths. approach is in sharp contrast with the traditioshbrtest
path-based protocols (e.g., link-state and distance vectjr [8]
1 INTRODUCTION that have been used successfully for a long time in dynamic,

wireline networks, including the Internet.

A mobile, ad hocnetwork is an autonomous system of . .
mobile hosts connected by wireless links. There is no statel On-demand Protocols and Multipathing
infrastructure such as base station. If two hosts are nbimwit
radio range, all message communication between them mustThe motivation behind the on-demand protocols is that
pass through one or more intermediate hosts that doublethg “routing overhead” (typically measured in terms of the
routers. The hosts are free to move around randomly, thasimber of routing packets transmitted, as opposed to data
changing the network topology dynamically. Thus routingpackets) is typically lower than the shortest path protscol
protocols must be adaptive and able to maintain routes as only the actively used routes are maintained. However, as
spite of the changing network connectivity. Such networksome recent performance evaluation work has shown [4], the
are very useful in military and other tactical applicatisash  routing overhead still approaches to that of the shortet pa
as emergency rescue or exploration missions, where cellulgrotocols, if a moderate to large number of routes needs to be
infrastructure is unavailable or unreliable. Commercjal a actively maintained (when, for example, there is a moderate
plications are also likely where there is a need for ubiquito large number of active peer-to-peer conversations} iEhi
tous communication services without the presence or use lnécause the on-demand protocols discover routesfload-
a fixed infrastructure. Examples include home-area wiseleing technique, where the source (or any node seeking the
networking [5], on-the-fly conferencing applications, -netroute) floods the entire network with a query packet in search
working intelligent devices or sensors, communication beaf a route to the destination. Flooding is also necessary for
tween mobile robots, etc. route maintenance activities, when a new route is needed, as

. i . . the old one breaks because of node mobility. Flooding takes

Design of efficient routing protocols is the central chaly, 5 substantial amount of network bandwidth, which is at a
lenge in such dynamic wireless networks. Much work h""Eremium in wireless networks. Efficient control of frequent
been done in this area starting from the seventies, when thgtwork-wide flooding is thus important for the efficientper
U.S. Defense Research Agency, DARPA, supported the Pigsrmance of on-demand protocols. Some of our prior work
was directed to limit the flood within a small region of the
*This work is partially supported by AFOSR grant no. F4926019  network [3] to reduce its impact on the network performance.
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by exploring multiple possible routes from a single floodedoute discovery by flooding the network using query mes-
query. The goal is to provide enough redundancy at a logages seeking a route to the destination. Epdry(or re-
cost. gues} message carries the sequence of hops it passed through
. ) L in the message header. Once a query reaches the destination,
The idea of multipath routing is not new. It always hasne destination replies withraply packet that simply copies
been a favorable alternative both for circuit switched anghe route from the query packet and traverses it backwards.
packet switched networks, as it provides an easy mech@ach node maintains mute cachewhere complete routes
nism to distribute traffic and balance the network load, ag, gesired destinations are stored as learned from the reply
well as provide fault tolerance. See, for example, [13] fo(glackets. These routes are used by data packets. Route failur
some prior work on multipath routing on packet switcheds getected by the failure of an attempted message transmis-
networks. Ad hoc network community also investigated mulsjon. Such a failure initiates an error packet to be sent-back
tipath techniquesalbeit less vigorously. The Temporally \yard to the source. The error packet erases all routes in the
Ordered Routing Algorithm or TORA [10] provides multi- rgyte caches of all intermediate nodes on its path, if theerou

ple alternate paths by maintaining a “destination-orighte ¢ontains the failed link. If a route is still needed a freshteo
directed acyclic graph (DAG) from the source. Howevergiscovery is initiated.

TORA does not have any easy mechanism to evaluate the

“quality” of these multiple routes. Because of the nature of DSR has a unique advantage by virtue of source routing.
the protocol, it is hard to determine which route is the shortAs the route is part of the packet itself, routing loops, &ith
est. Also, TORA did not perform well in comparison to othershort- or long-lived, cannot be formed as they can be imme-
on-demand protocols in some of the recent simulation studieliately detected and eliminated. This property opens up the
[1, 4], ostensibly because the overhead incurred in maintaiprotocol to a variety of useful optimizations. For example,
ing multiple routes overwhelmed their performance benefita flooded query can be quenched early by having any non-
The Dynamic Source Routing (DSR) protocol [2, 6] also hadestination host reply to the query if that host has a route to
an option of maintaining multiple routes, so that an altegnathe intended destination. Ordinarily, this might causdinau
route can be used upon failure of the primary one. In DSRgops, which would require elaborate mechanisms to detect
the quality of routes (i.e., hop-wise lengths) can be easilgr prevent. Also, a node can learn a route to a destination
evaluated and the best (i.e., the shortest) one can be usetiile passing on route reply packets. Finally, routes can be
But in DSR [2] too many routes are maintained in a triviaimproved by having nodes promiscuously listen to conversa-
manner, without any regard to their ultimate usefulness. lions between other nodes in proximity.

any case, performance benefits of multiple paths have never

been evaluated. 2.1 Multipath Extension to DSR

Our goal in this paper is two-fold. First we propose an in- . . o
telligent multipath technique for the DSR protocol thatsise  In the proposed multipath extension, the destination
disjoint paths. This technique is also useful for any onreplies to only a selected set of queries. Note that many
demand protocol using source-routed routing packets. Sezppies of the flooded query message arrive at the destina-
ond, we develop an analytical modeling framework to evaluion via different routes. The queries that are replied ® ar
ate the performance advantage of such multipath techniquizose that carry a source route thalik-wise disjointfrom
The modeling framework is also useful for performance evathe primary source route. Primary source route is the route
uation of on-demand routing protocols regardless of the ugaken by the first query reaching the destination. This Wgual
of multiple paths. In our knowledge, this is the first attempgefines the shortest route between the source and the desti-
to analytically model on-demand routing protocols in ad hogation. The destination “remembers” the primary route, in
networks. Prior evaluations are based solely on simulatigerder to figure out which later requests to respond to. Only
studies [1, 4]. disjoint routes are chosen, as then a link failure in onegrout

. ) does not affect the others. This also implicitly controls th

The rest of the paper is organized as follows. In the neXbtal number of replies, thus preventing a reply flood. The
section, we briefly review the DSR protocol, which we useource keeps all routes received on reply packets in iterout
as the base protocol for our multipath techniques. We thegache. When the primary route breaks, the shortest remain-
present two multipath extensions for DSR. In Section 3, Wiyg alternateroute is used. This process continues until all
develop analytical models to demonstrate how frequency @futes break, when a fresh route discovery is initiated. The
query floods are reduced with our multipath extensions. lnumber of alternate routes used can be a selectable paramete
Section 4, we present some numerical results obtained fragthe protocol. We will later show that only a few routes are
the analytic models. We conclude in Section 5. actually sufficient. Let us call this technique as protocol 1

for ease of later reference.

2 MULTIPATH DYNAMIC SOURCEROUTING Protocol 1 equips only the source with alternate routes.

i i An intermediate link failure on the primary route still send
The Dynamic Source Routing (DSR) protocol [2, 6] usegy error packet back to the source, which will then use an
source routing — a technique where the source of a dai@ernate route. This causes a temporary loss of route for
packet determines the complete sequence of nodes througR gata packets that are already in transit upstream frem th
which to forward the packet; the source explicitly listssthi fajled link. To prevent this, a bétter alternative is exphbr
route in the packet's header. DSR builds routes on demangj intermediate nodes are now equipped with a disjoint, al-
using a technique calledute discovery A source initiates  ternate route so that in-transit data packets no longerfage
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Figure 2:Example of multipath routing where the source has three
independent routeB;, P», P; to the destination (N=3). The figure

. . . ) . . represents the lifetimes of the three routes. When the pyinoaite
Figure 1:Multipath protocol 2. The primary route is depicted by p, preaks at time p, , S attempts to us®s asP, is already broken.

the sequence of linkb; — Lz —- - - — L. Each node in the primary - p, preaks at timez p,, when new route discovery is initiated.
routen;, has an alternate paff; to the destination.

exponential random variables, each with méanwe will
route loss. To accomplish this, the destination now repties use upper-case alphabets to denote random variables and the
eachintermediate node in the primary route with an alternateorresponding lower-case alphabets to denote their values
disjoint route to the destination. Note that any such reply _. : . L
is in response to a query from the source that has travelegd SINCe @ route fails wheany oneof the wireless links in its
through that intermediate node. The reply is targeted to tHath breaks, the lifetime of aroutg consisting ok wireless
intermediate node instead of the source. See Figure 1 for HAKS: IS @ random variabld p that can be expressed as
illustration of how the routes are maintained. Note that it :
may not always be possible for all intermediate nodes to get Xp =min(Xp,, Xp,, -+, X1, ) (1)
an alternate disjoint route. This would be particularletfar it js well known thatX p is also an exponentially distributed
sparse networks. Thus, this still may result in temporasg [0 ., nqom variable with a mean éf[14].
of routes on link failures until an upstream node switches to

an alternate route. For the sake of simplicity of modeling, w  Using the basic assumptions about the link failure behav-
will ignore this possibility in our later evaluations. ior as above, we proceed to derive the statistics of the time i

Refer to Figure 1 to see the utility of the multiple route erval between successive route discoveries for the peapos

maintained in each intermediate nodes. The sofSreeses ultipath techniques.
the primary route for transmitting data packetsauntil it )
breaks at some point, sdy;. When the linkL; is broken, 3.1 Modeling of Protocol 1
the noden; responds to the situation by replacing the unused
portion of the routel; — Ly, in the data packet header by  Assume a sourcé hasN routes to a destinatioR. The
the alternate routé;. This will continue until a link onP;  primary route is denoted b and theN —1 alternate routes
breaks. It will cause an error packet transmitted backward tare denoted by, Ps, - - -, Py. The length of route?; is k;.
to noden;_1, which will quench the error packet and switchSee Figure 2. The time after which none of the routes are
all later data packets to its own alternate roBfe; by mod- useful is a random variabiE, where
ifying the source route in the packet header as before.

T:ma’:x(XP17XP27...7XPN) (2)

Thus, loss ofall routes in a node to the destination gen-
erates an error packet back to the source. Any intermedidferepresents the time between successive route discoveries.
node with an alternate path to the destination quenches thiere, we assume that the end-to-end packet transmission la-
error packet. This node is also responsible for modifyirgg thtency in the network is very small compared to the interval
source route on all later data packets to use its own aleerndietween route changes. Thus, the times to discover routes
route. This process continues until the source gets an errmr propagate error packets etc. can be ignored relatié to
packet and has no alternate route to fall back on. Then a néese are very reasonable assumptions, as otherwise routes
route discovery is initiated. We refer to this techniquer@s p will fail while discovery or repair is in progress. No rougin
tocol 2. Note that unlike protocol 1, we maintain only onegorotocol will perform well in such dynamic conditions.
alternate path per intermediate node in protocol 2. In princ _ . . _ . .
ple, any n%mbgr of such paths can be mpaintained. Bu}?{as \réaim: The probability density function (pdf) dF, the time
will show in our modeling work later, more than one alternat®€tween successive route discoveries, is given by
path provides only a very minimal additional advantage. () = e N1 — e M) (1 — e=Nb) ... (1 — et

3 ANALYTIC MODELING +hge M2t (1 — e M) (1 — e Mst) o (1 — e AN 4.
o : . o RANeTM (L —eT M) (1 - e M) (1 e AN

We represent the lifetime of a wireless link between a pair 3)

of nodes by a random variable. Consider a route fHho

D that consists of a sequencelofvireless links ovek — 1 \yhere); = ;/1 = 1/lifetime of thei-th route.

intermediate nodes. Ldi; be thei-th link in the route. The

lifetime of L; is denoted byX,. Assume thatX;,, ¢ = Proof: Consider N iid exponential random variables,

1,2,---,k, are independent and identically distributed (iid)Xp, , Xp,, - -+, Xpy, Where the pdf ofXp, is fx,, (t) =



Nie~*t i =1,2,.-. N. Note thatXp,'s are independent. — L, breaks on the primary route, promptigto form
Therefore, the cumulative distribution function (cdf) Bf the alternate routé, — P.
Fr(t), is obtained as

— The alternate route breaks when eithgror P» breaks,

Fr(t) = P[T<{] promptingS to use the new alternate rougg.
= Plmax(Xp,, Xp,, -, Xpy) < 1] — This route fails whetP; breaks, causin§ to start a new
= P[(Xp <H)N(Xp, <H)N---N(Xpy <)) route discovery
N
= [[Fx-® (4)  Hence, starting with the breakagelof, the events leading to
=1 a new route discovery frorfi is Lo(Ly + P3)P;. The other

] ) terms can be derived similarly.
whereFx,, (t) = 1 — e~ is the cdf ofXp,. By differen- _ o
tiating (4) with respect t¢, we get the pdf of" as shown in Equation 7 can be simplified to a more compact form:
@3). 0

. E = LiPA+LyBP+LsPs P, P +---
The expected value @t can be derived from (3) by know- S —
ing the hop-wise lengths of all the routés,i = 1,2,---, N. +(Lk Py Ppy -~ 1) (8)
For example, folN = 2, the expected value @f, E[T] i . o
xamp XP val [T7is which is also quite intuitive. Thel' can be expressed as
RN D P

ElT] = AAz(A1 + A2)

(5) T = min(max(Xy,,, Xp ),max(X,, Xp,, Xp, ),
”'7ma’X(XLk7XPk7XPk—17”'7XP1)) (9)

For the case that the primary route Has = 3 hops, and . . . :
the alternate route halgz = y4 hops,H%ve haveE‘[)T] = ?eﬁalrl]tha‘l‘XLi ISan exﬂ[:;onentlal ra”gcomh varlat?]lenv;/(nh mean
9+16+12) _ 31 Compare this with DSR with only a single 5 || !¢ alternate patth; consists ofk; hops, thenxp, is

12x7 81" P also an exponential random variable, with méak;. Note
route of 3 hops, wher&[T] = % This represents almost again that according to our assumptioAs,, and Xp, are
25% reduction in the frequency of route discoveries conindependent.

he singl h . .
pared to the single path case Let us denote the random variable

Consider also the special case when all the routes amex(Xr,,Xp,Xp,_,, -+, Xp ) by Z;. Hence, following
equal,i.ek; = ks = --- = kx = k. In this case, (3), the pdf ofZ;, fz,(t) is given by
N N (N-1 N (N-1 i+ i+l
ET] = = -_-_ L N ;
m= T (T ) e (M) e > (V’e‘*? " 11 «a —e—*i”)) e
1 j=1 k=1, ki
. —_— N_l_
+(-1) X (6)
where .
whereA = k/1. @ _ [ % forj=1,2,---,i
AT = 7 forj=i+1 (11)

3.2 Modeling of Protocol 2
o o . We now derive the pdf dI' = min(Z;, Zs, - - -, Zy,).
The analysis in this case is a little more involved, as a new o
route discovery will be initiated only when all intermediat Claim: The pdf ofT is given by
nodes lose their downstream links as well as the alternate

routes. Letl; denote the event that the lidk; fails, andP; 2 2
denote the event that the pah fails (see Figure 1). Then t) = (t 1—F, (¢ 12
the time until the next route discoveTy; is the time until the frit) ; f( )j:g#( % () (12)

eventE is true, wherdr is described by the following logical
expression:
o - - Proof: From definition, the pdf of" can be written as
E = (L )+ (L:(L1 + ) 1) + (Ls(Ly
— BB <T<
+(Ta2 + B)B)PY) + -+ ) frt) = tim LEST S8+ di]
dt—0 dt

(13)

Theit® term inside the braces of the right-hand side ofonsider,
(7) represents the events starting with the failurd.pfand
leading to a new route discovery. For example, the secon& [t < T <t + di]
term represents the following sequence of events: = Pt <min(Zy,Z2,---,Z;) < t+di]
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= Y P[t< Z <t+dt|Z; =min(Z1, Za, -, Zg)] = Case A NZs
i=1 O 35 Case B, N=2 ---*---
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Dividing both sides bydt and taking the limit agit ap- 2 1 g
proaches zero, we get the desired result: e ]
£ 05
k k o
fT (t) = Z fZi (t) H P[Z] > Zl] 2 * Length gf the primarysroute (k) ® !
i=1 j=1,j#i
k k

Figure 3: Performance of protocol 1 with different lengths of the

= Z fz,(t) H (1=Fz(t))  (15) primary route. Three cases for two routes (one primary, arel o
i=1 J=1,5#i alternate) are compared with the single path case. Medaimgeof

a single link = 5.

0
4.5
4 NUMERICAL RESULTS
E 4 e
. . . . w
In this section we present some numerical results showing 35
the performance benefits of the multipath routing protocols /

using the analysis presented previously. Let us start \uih t §
protocol 1. The pdf of the time interval between successive s B NI 22—
route discoveries is given by Equation 3. We evaluate the exz g N MR S oo O
pected value of this interval using numerical techniques fog :

[ = .
three special cases. In the first caGage A, we assumethat ¢ ;51 e S
all the N paths fromS to D are of the same length (Equa- & oo Case A ]
tion 6). This implies the “best case” scenario for multipathg ~ * f===~" el T
routing, whereN disjoint shortest path routes exist betweeng o5 Gase A k=6 o |
the given source—destination pair. In the secdpake B and Case C, k=6 - -o -
third (Case G cases, we assume that thedisjoint routes o 2 3 4 5 5 7
between the source and destination are of increasing length No. of disjoint paths (N)

with the primary route being the shortest. Foase Bthe
successive path lengths increase by one, an@ése Cthey  Figure 4:Performance of protocol 1 with varying number of paths

increase by two. Thus, (N). Two different lengths of the primary path are uskds 3 and
6.

Case A: ki=keo=---=kn=k

CaseB: ki=k, ko=k+1, -, kn=k+N-1

CaseC: ki=k ka=k+2,---, ky =k+2(N —1) maryroutelengths are usekl £ 3 and 6). As expected per-

formance always improves with increasing number of alter-
nate routes. However, the incremental improvement is very
The expected time interval between successive route dismall for N > 3, except when the paths are of the same
coveries at source for the three cases are plotted agafnst déngth (Case A), Note that this case is very unlikely to oc-
ferent values of the path length of the primary route, in Figeur in practice. This indicates that usually only one or two
ure 3. The mean lifetime of a single linK) (s assumed to be additional routes will be sufficient.
5, for this plot and all later plots. The interval increasesyf .
Case< to B to A. For all cases the interval is longer than _ In protocol 2 the performance is dependent on the values

the single path case denoting less frequent route discove®j ki» @ = 1,2,---,k, i.e. the path lengths in the alternate

the primary route gets longer. This is intuitive, as theralte these parameters are dependent on the dynamic conditions of

nate routes are at least as long, and longer routes typicalf}e network. To get an idea of the performance improvement
break earlier. ith multipath routing, we consider three different estiesa

of these parameters. In case A, we assume that the alter-
In Figure 4 the expected interval between route discovenate routes from each intermediate nedeare of the same
ies in protocol 1 is plotted against the number of rouf€¥ ( length as that of the primary route from to the destina-
maintained, all for the same primary route length. Two prition. In cases B and C, we assume that the alternate route is



5 CONCLUSIONS

o Single ;:;ath —

Eoap Cases ~ : -
o Cose G o We proposed a multipath extension for the popular on-
g 3Spo demand routing protocol DSR. The extension explores al-
RS BN ternate, disjoint routes that can be useful in case the pri-
2 mary route breaks. Two variations are explored. In the first,
g 2% O only the source gets multiple alternate routes. In the sicon
e 5 e S each intermediate node on the primary route gets an aleernat
g i S route. The key advantage is the reduction in the frequency of
g 15 B route discovery flood, which is recognized as a major over-
3 1 head in on-demand protocols. We also provide a framework
s ] for modeling the time interval between successive route dis
= 05 coveries for on-demand protocols based on simple assump-

0 tions on the lifetime of a single wireless link. Evaluation

2 3 4 5 6 7 of the multipath routing extension in this framework demon-

Length of the primary route () strates that there are definite advantages to be gained from

. ) ] __ providing alternate routes on intermediate nodes, in andit
F|gure 5: Performanc.e of mUltlpath rOUtlng prOtOCOI 2 Wlth dif- to the source node In any case, any form of multlpath tech_
ferent lengths of the primary route. Performance of theleipgth  nique always performs substantially better than singlé pat
routing is shown as a reference. routing. The modeling effort also shows that longer alter-

nate paths are less advantageous, as they tend to break too

. . early. This indicates that it is only useful to explore altze
larger than the primary route by one and two, respectivelyqtas with some bound on the hop-wise path length. Also,

lengths ofP;, i = 1,2,-- -k, are:
Multipath techniques are not without pitfalls, however. It
CaseA: ki=k—-i+1 is worthwhile to mention them clearly, as they are not cap-
CaseB: k;=k—i+2 tured in our analytical model. Alternate routes in practice
CaseC: ki=k—i+3 will always tend to be longer than the primary routes, es-
T pecially when we focus only on disjoint routes. This will

For these three cases, we again use numerical techniqueST¢® N 2PC B8R0 3y Of F3E PACKE BTAE DTEel
determine the expected time interval between route digeov - . Y g '
ies (E[T7) from the pdf ofT as given by equation 12. We plot I @ddition, maintenance cost of multiple routes in terms of

the expécted time interval for some special cases in Figure&dditional routing packets should be evaluated. The right

As expected, the protocol 2 performs significantly bettanth choice will depend on the actual load on the network and
single path routing. the requirements of the application. Our future work wilt ex

tend the model to capture this tradeoff and will use simafati
To compare the relative performance of protocols 1 and 3fudies to validate and refine the model.
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