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Abstract

NetworkarrivalsareoftenmodeledasPoissomprocessefor

analyticsimplicity, eventhougha numberof traffic studies
have shownthat packetinterarrivalsare not exponentially
distributed. We evaluatefifteen wide-areatraces,investi-

gating a numberof wide-areaTCP arrival processegses-
sionandconnectiorarrivals,FTPDATA connectiorarrivals
within FTPsessionsandTELNET packetarrivals)to deter

minethe errorintroducedby modelingthemusing Poisson
processesWe find thatuserinitiated TCP sessiorarrivals,
suchasremote-loginandfile-transfer are well-modeledas
Poissorprocessewith fixed hourly rates putthatothercon-

nectionarrivalsarelesspersuasivelyoissonthatmodeling
TELNET packetinterarrivalsasexponentialgrievouslyun-

derestimatetheburstines®f TELNET traffic, butusingthe

empirical Tcplib[DJCME9] interarrivalspreservedursti-
nessover manytime scalesandthatFTPDATA connection
arrivalswithin FTPsessionsomebunchednto “connection
bursts” thelargestof which aresolargethattheycompletely
dominateFTPDATA traffic. Finally, we offer somespec-
ulationsregardinghow our findings relateto the possible
self-similarityof wide-arearaffic.

1 Intr oduction

Whenmodelingnetworktraffic, packetand connectionar-
rivals are often assumedo be Poissonprocessedecause
suchprocessebaveattractivetheoreticaproperties A num-
berof studieshaveshown,howeverthatfor bothlocal-area
andwide-areanetworktraffic, the distribution of packetin-
terarrivalclearlydiffersfrom exponentia] JR86 Gusella90
FL91, DICME9]. Recentwork arguesconvincingly that
LAN traffic is muchbettermodeledusing statisticallyself-
similar processe$LTWW93], which have much different
theoretical propertiesthan Poissonprocesses. For self-
similartraffic, thereis no naturallengthfor a “burst”; traffic
burstsappearon a wide rangeof time scales. In this pa-
perwe showthatfor wide-arearaffic Poissorprocesseare
valid only for modelingthe arrival of usersessiongTEL-
NET connectionsETPcontrolconnections)thattheyfail as
accuratemodelsfor otherWAN arrival processesandthat

WAN arrival processesippearmuch bettermodeledusing
self-similarprocesses.

For our studywe analyzefifteentracesof wide-areal CP
traffic. Weconsideibothpreviousandnewmodelsof aspects
of FTPandTELNET traffic, discusgheimplicationsof these
modelsfor burstinessat differenttime scalesandcompare
theresultsof themodelswith thetracedata. We showthatin
somecasesommonly-usedPoissormodelsresultin serious
underestimationsf the burstines®f TCPtraffic overawide
rangeof time scales.(Werestrictour studyto time scalesof
0.1secondsndlarger)

Wefirst showthatfor interactiveTELNET traffic, connec-
tion arrivalsarewell-modeledasPoissonwith fixed hourly
rates. However the exponentially-distributednterarrivals
commonlyusedto model packetarrivals generatedy the
user side of a TELNET connectiongrievously underesti-
matethe burstinesof thoseconnectionsand high degrees
of multiplexing do not help. Using the empirical Tcplib
[DJ9], DICME9Z] distributionfor TELNET packetinterar
rivalsinsteadresultsin packetarrival processesignificantly
burstierthan Poissonarrivals,andin closeagreementvith
tracesof actualtraffic. From thesefindings we thencon-
structamodelof TELNET traffic parameterizedly only the
hourly connectiorarrival rateandshowthatit accuratelyre-
flects the burstinesgound in actual TELNET traffic. The
succeswvith this modelof using Tcplib packetinterarrivals
confirmsthe finding in [DJCME93] that the arrival pattern
of usergenerated ELNET packetshasan invariantdistri-
bution,independendf networkdetails.

Forsmallmachine-generatdaulk transfersuchasSMTP
(email) andNNTP (networknews),connectionarrivalsare
not well-modeledas Poissonwhich is not surprisingsince
both typesof connectionsare machine-initiatecandcanbe
timer-driven. Previousresearcthasdiscussedow the pe-
riodicity of machine-generatetP traffic such as routing
updatescan resultin network-widetraffic synchronization
[FJ93, aphenomenoimpossiblewith Poissormodels.

For large bulk transfer exemplifiedby FTR the traf-
fic structureis quite different than suggestedising Pois-
sonmodels. As with TELNET connectionsusergenerated
FTP sessiorarrivalsarewell-modeledasPoissorwith fixed
hourly rates. However we find that FTPDATA connections



within a single FTP sessiorare clusterednto bursts. Both
FTPDATA connectionand FTPDATA burstarrivalsarenot
well-modeledasPoissorprocessesk-urthermorepneof our
keyfindingsis thatthe distributionof thenumberof bytesin
eachbursthasavery heavyuppertail; asmallfractionof the
largestburstscarriesalmostall of the FTPDATA bytes. This
impliesthatfaithful modelingof FTP traffic shouldconcen-
trateheavily onthe characteristicsef thelargestbursts.

Poissorarrival processesrequite limited in their bursti-
nessespeciallywhenmultiplexedto ahighdegree Ourfind-
ings, however showthat wide-areatraffic is muchburstier
than Poissonmodelspredict, over manytime scales. This
greateburstines$asimplicationsfor manyaspect®of con-
gestioncontrol and traffic performance. We concludethe
paperwith a discussiorof how our burstinesgesultsmight
meshwith self-similar modelsof networktraffic, andthen
with alook at thegeneraimplicationsof our results.

2 Tracesused

| Dataset | Date | Duration | What | Drops |

Bellcore(BC) | 100ct89 | 13days | TCPS/F | O
DEC(DEC-1) | 26Nov9l | 24hours | TCPS/F | ?

LBL 1-7 Seerefs. | 30days | TCPS/F < 15.10°%
UCB (UCB) 310ct89 | 24hours | TCPS/F | 0

LBL PKT-1 17Dec93 | 2hours | All TCP 5.10~%

LBL PKT-2 19Jan94 | 2hours | All TCP 9.10~4

LBL PKT-3 20Jan94 | 2hours | All TCP 2.1074

LBL PKT-4 21Jan94 | 1hour All pkts. 7-10%

LBL PKT-5 28Jan94 | 1hour All pkts. 5.1074

Tablel: Summaryof Wide-AreaTraces

Table 1 summarizeshe tracesof wide-areatraffic used
in our study Thefirst rowsrepresentracespreviouslyana-
lyzed: the BC andUCB tracesin [DJCME93?, the DEC-1
tracein [P93, andtheLBL tracesin [P94 P93. The“LBL
1-7" row representd wide-areal CP SYN/FIN tracesgeach
spanning30 days. The “drops” column givesthe fraction
of packetdroppedby thetraceprogramduring eachof the
traces,always quite low. The final five rows reflect new
traceswe gatheredor our study Eachof thesetracesbegan
at 2PM; thefirst threecapturedall TCP packetsandlasted
two hours. The final two tracescapturedall packetsand
lastedonehour.

3 TCP connectioninterarrivals

This sectionexamineghe connectiorstarttimesfor several
TCP protocols. The patternof connectionarrivalsis dom-
inatedby a 24-hour pattern,as hasbeenwidely observed
before. We showthatfor TELNET connectiorarrivalsand

1Thesetracescapturedall WAN packets but our analysisin this paper
usenly theTCP SYN/FIN packets

for FTPsessiorarrivals,within one-houiintervalsthearrival
processanbewell-modelecby ahomogeneouBoissorpro-
cess;eachof thesearrivalsreflectsan individual userstart-
ing a newsession.For NNTP and SMTP, a Poissonrmodel
of connectionarrivalsis questionable.We also show that
for individual FTPDATA connectionsthe arrival procesds
definitely not Poissonput, asis discussediaterin Section6,
thereis noteworthystructurein the arrival processof indi-
vidual FTPDATA connectionsvithin an FTP session.
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Figure1l: Mean,relative,hourly connectionarrival ratefor
LBL-1 throughLBL-4 datasets.

Figurel showsthemeanhourly connectiorarrival ratefor
datasetd BL-1 throughLBL-4. Forthedifferentprotocols,
we plot for eachhourthefractionof anentireday’s connec-
tions of that protocol occurringduring that hour? For ex-
ample, TELNET connection®ccurprimarily duringnormal
office hours,with alunch-relateddip at noontime;this pat-
ternhasbeenwidely observedefore. FTPfile transferdave
asimilarhourly profile, buttheyshowsubstantiatenewaln
the eveninghours, when presumablyuserstake advantage
of lower networkingdelays. The NNTP traffic maintainsa
fairly constantrate throughoutthe day, only dipping some-
whatin the early morninghours(but the meansize of each
connectiorvariesoverthecourseof theday;see[P93). The
SMTPraffic is interestingbecausét showsa morningbias
for the LBL site (west-coast).S.) andanafternoonbiasfor
theBellcoresite (east-coast).S.); perhapgheshiftis dueto
cross-countrymail arriving earlierin the Pacifictime zone
andlaterin the Atlantic time zone.

Figurel showsenoughdaily variationthatwe cannotrea-
sonablyhopeto modelconnectiorarrivalsusingsimpleho-
mogeneou®oissorprocessesyhich requireconstantrates.
The next simplestmodelis to postulatethat during fixed-
lengthintervals(say onehourlong) the arrival rateis con-
stantandthearrivalswithin eachintervalmightbewell mod-
eledby a homogeneougfixed-rate)Poissonprocess.Tele-
phonetraffic, for examplejs fairly well modeledduringone-

2In Figurel, FTPrefersto FTP sessions.



hourintervalsusinghomogeneouPBoissorarrival processes
[FL91].

To evaluateghesePoissormodelswe developedasimple
statisticaimethodology(AppendixA) for testingwhetherar-
rivalsduringagivenone-houror ten-minuteperiodarePois-
sonwith afixedrate. If thearrivalsduringtheperiodaretruly
Poissonthenwe would expect95% of thetestedperiodsto
passthetest. Note that we would expecttestingten-minute
periodsto perhapse moresuccessfuthantestingone-hour
periods becauseisingten-minuteperiodsallowsthe arrival
rateto changesix timeseachhourratherthanremainingcon-
stantthroughouthehour.

We applied our methodologyto the LBL-5 and LBL-6
datasetdor TELNET, FTR, FTPDATA, SMTR, and NNTP
connections. Here FTP refersto an FTP session(i.e., an
FTPcontrolconnection)while FTPDATA refersto thedata-
transferconnectionsspawnedy thesecontrol connections
3. Wealsotestedarrivalsof FTPDATA bursts(seeSectioné
below)for the LBL-6 andLBL-7 datasets.
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Figure 2: Resultsof testingfor homogeneou$oissonar-
rivals at the 5% significancdevel.

Figure2 showgheresultof ourtests.Along thez-axiswe
plot the percentag®f testedone-hourintervalsthat passed
the statisticaltest, and along the y-axis the samefor ten-
minute intervals. The dashedlines correspondo a 95%
pass-ratandicatingarrivalsindistinguishablérom Poisson.
Thelegenddentifiesthe protocolanddatasetorresponding
to eachof the points, alongwith the total numberof such
connectiongor bursts)duringthedataset.

We seeimmediatelythat TELNET connectiorarrivalsare
almostexactlyPoissonpothfor 1-hourand10-minutefixed
rates.FTPsessiorarrivalsarealsowell-modeledasPoisson.

3We first removedthe periodic“weathermap” FTPtraffic discussedn
[P94.

Ontheotherhand,from thesetestsNNTP andSMTP ar-
rivalsappeanotwell-modeledasPoisson.Thisfindingis not
conclusive however becaus€asexplainedn AppendixA)
thehighernumberof NNTP and(especially)SMTP connec-
tions may simply be allowing the statisticaltestmore op-
portunity to detectrelatively insignificantdeviationsfrom
Poissorarrivals.

ThatNNTP andSMTP arrivalsappeamot well-modeled
as Poissonis not too surprising. Becauseof the flooding
mechanismusedto propagatenetwork news, NNTP con-
nectionscanimmediatelyspawnsecondaryconnectionsas
new networknewsis receivedfrom oneremotepeerandin
turn offeredto another NNTP andSMTP connectionslso
are oftentimer-driven. Finally, SMTP connectionsareper
turbedby mailing list explosionsin which one connection
immediatelyfollows another andpossiblyby timer effects
dueto usingtheDomainNameServiceto locateMX records
[Stevensop

FTPDATA connectiorarrivalsareclearlynotPoissorover
one-hourperiodsandonly poorly modeledassuchover 10-
minute periods. This finding can be readily attributedto
the fact that “multiple-get” file transfersoften resultin a
rapidsuccessionf FTPDATA connectionspneimmediately
following another[P93. Coalescingmultiple-connection
FTPDATA burstgseeSectiorg)intosinglearrivalsimproves
the 10-minutePoissorfit somewhatbutthearrivalsstill fail
to fit aswell asevenNNTP.

The finding that TELNET connectionarrivals are well-
modeledas a Poissonprocesswith fixed hourly ratesis at
oddswith thatof [MM85], who found thatuserinterarrival
timeslooked“roughly log-normal”. We believethediscrep-
ancyis dueto characterizingll interarrivaldumpedtogether
ratherthanpostulatingseparat&ourlyratesfor examplethe
distributionof all LBL-5 TELNET interarrivalslooks close
to log-normal.

Given that TELNET connectionarrivals appearPoisson
overone-houtntervals,onemightimaginethatotherhuman-
initiated traffic suchasRLOGIN and X11 will alsofit this
model. We find that RLOGIN doesand X11 doesnot. We
conjecturehatthedifferences thatduringasingleX11 ses-
sion (correspondindo runningan instanceof xterm say)a
userinitiatesmultiple X11 connectionswhile TELNET and
RLOGIN sessionarecomprisedf asingleTCPconnection.
Thus, TELNET arrivalscorrespondo userslecidingtobegin
usingthenetwork;X11 arrivalscorrespondo userdeciding
to do somethingnew during their useof the network. The
former behavioris likely to be closeto uncorrelatedmem-
orylessarrivals,sinceeacharrival generallyinvolvesa new
user;the latter doesnot havethe memorylesgroperty(and
henceis not exponential) sincea single useris involvedin
generatingnew arrivals. If we could discernbetweenx11
sessiomarrivalsand X11 connectionarrivals, thenwe con-
jecturewe would find the sessiorarrivalsto be Poisson.



4 TELNET packetinterarrivals

Theprevioussectiorshowghatstarttimesfor TELNET con-
nectionsaarewell-modeledby a Poissomprocess.n thissec-
tion we look at the packetarrival processwithin a TELNET
connection. We restrict our studyto packetsgeneratedy
the TELNET connectiororiginator;thisin generalis a user
typing ata keyboard.Becausehesepacketsareinitiated by
a human,we might hopethatthe arrival processs to some
degreéinvariant”; thatis, theprocessnaybeindependenof
networkdynamicsandinsteadmainly reflectthe delaysand
burstsof activity associatedvith peopletyping commands
to a computer Indeed,our empiricalresultsof the interar
rival timesbetweerpacketsn asingleTELNET connection
areconsistenwith theempiricalTcplib distributionfoundby
previougesearcherdJnlike theexponentiadistribution the
empiricaldistributionof TELNET packetinterarrivaltimes
is heavy-taileglwe showthatusingtheexponentialistribu-
tion resultsin seriouslyunderestimatinghe burstinesoth
of TELNET traffic within a single connectiorand of multi-
plexedTELNET traffic. Modeling TELNET packetarrivals
by a Poissorprocessasis generallydone,canresultin sim-
ulationsandanalyseshatsignificantlyunderestimatperfor-
mancemeasuresuchasaveragepacketdelay
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Figure 3: Empirical distributions of packet-interarrivals
within TELNET connections.

Figure 3 showstwo empirical distributions of the in-
terarrival times of packetswithin TELNET connections.
The solid line showsthe distributionusedby Tcplib[DJ91,
DJCME9Z; the dashedine showsthe samefor the PKT-1
trace.Above0.1secondstheagreemenis quitegood,espe-
cially in theuppertail. Thatdifferentsitesproducethesame
distributionarguesheavily that the distributionis indepen-
dentof networkdynamicsandinsteadreflectshumantyping
dynamics.Below0.1secondsheinterarrivaltimesprobably
aredominatedy networkdynamicsput,asstatecearlier, in
this paperwe arenot concernedvith time scalesbelow0.1
seconds.

Evenignoring the lower tail, the interarrivaldistribution
is not evencloseto exponentialin shape(notethatthe z-

axisis logarithmicallyscaled).Ratherthe mainbody of the
distribution fits very well to a Paretodistribution (doubly-
exponentialseeAppendixB) with parameterr = 0.85,and
the upper3% tail to a Paretodistributionwith o = 0.95.

Interestingly a Paretodistributionwith o« < 1 hasinfinite

meanandvarianceaverydifferentbeasthananexponential
distribution.

It is notsurprisingthatinteractivepacketarrivalsdo notfit
aPoissomodel,sinceearlierwork lookingatmanydifferent
componentf interactivetraffic failed to find any statisti-
cally significantexponentiafits to theobservedlistributions
[FJ7Q. Thisleaveghequestion:Whataretheconsequences
of usingPoissorpacketarrivalsratherthantheempiricalTc-
plib distributionfor TELNET traffic?

0 50 100 150 200 250 300
Time (in Seconds)
(Top Row: Tcplib Interarrivals. Bottom Row: Exponential Interarrivals.)

Figure4: Comparison®f modelsfor TELNET packetinter-
arrivaltimes.

Figure4 showspacketdrom two simulatedTELNET con-
nections, eachlasting 300 seconds. The top line shows
Method1, wherepacketinterarrivaltimesareindependently
drawnfrom the Tcplib distribution. The bottomline shows
Method 2, wherepacketinterarrival times areindependent
randomvariablesfrom an exponentialdistribution with a
meanof 1.1 secondqthe meanof the Tcplib empiricaldis-
tribution). Both methodsgenerateroughly 300 TELNET
packetdn the 300-secongberiod. We haveplotteda dot for
eachpacketarrival, wherethe z-axis givesthe time of the
arrival. As expectedthe packetsare more clusteredwith
Method1 thanwith Method2.

Thisdifferencean burstinesgetweerthetwo methodgper
siststo someextentfor multiplexedTELNET connections.
For examplewe ran 10-minutesimulationswith 100 active
TELNET connectionswhereall connectionsvereactivefor
the entire duration of the simulation. In one setof simu-
lations, Method 1 was usedto generatepacketinterarrival
timesfor eachconnectionandfor the other setof simula-
tions Method 2 wasused. We found the packetarrival pro-
cesdor Method1 visibly moreburstythanthepacketarrival
processwith Method 2, and can quantify the burstinessas
follows. Foreachmethodconsidetthenumberof TELNET
packetsarriving during eachone-secondnterval. For the
600-seconagimulationusingMethod1, this aggregateaum-
berhadameanof 92 anda varianceof 240;with Method2,
thisaggregat@umbemhadameanof 92 andavarianceof 97.
Evena quite high degreeof statisticalmultiplexing fails to
smoothawaythe differencebetweenthe two packetarrival
processes.

One of the natural performancemeasuredor TELNET
traffic is averagepacketdelay It would notbe hardto con-
structsimulations,oneusing Tcplib andthe otherusingex-



ponentialinterarrivals,wheremaking the mistakeof using
exponentialinterarrivalsinsteadof Tcplib resultsin signifi-
cantlyunderestimatingheaveragejueueinglelayfor TEL-
NET packets.

Theaboveshowsthatthe Tcplib packetinterarrivaldistri-
butionbehaveguitedifferentlythanaPoissomprocesseven
in thepresencef multiplexing. We now showthatfor mea-
surednetwork traffic, thesedifferencesextendfar beyond
thetime scaleof individual packets. To look at the differ-
encein burstinesat differenttime scalesye first extracted
all TELNET originator packeté from the two-hour PKT-2
trace. Thesepacketsbelongedto 277 separatelT CP con-
nections. Of theseconnections4 were anomalouslylarge
andrapid (morethan 2'° bytestransferredby the origina-
tor at sustainedlataratesexceeding bytes/sec) Theseare
unlikely to correspondo humantyping, wereclearoutliers,
andareprobablybettermodeledasbulk transferconnections.
Removingthe outliersleft uswith 273connections.

Wethensynthesizedeveratwo-hourpacketracesasfol-
lows. Foreachof theTELNET connectionswe synthesized
aconnectiorwith the samestartingtime within thetwo-hour
periodandthesamesize(in packets).Oneof thesynthesized
tracesusedthe Tcplib empirical distributionfor the packet
interarrivalswithin eachconnection*TCPLIB”); oneused
exponentialinterarrivalswith mean1.1 (“EXP”); andone
uniformly distributedeachconnections packetarrivalsover
the interval betweenwhenthe connectionbeganandwhen
during the PKT-2 tracethe connectionterminated(“VAR-
EXP”). This last methodcorrespondg$o exponentialinter-
arrivalswith the meanadjustedto reflectthe connections
actualobservegacketrate. Thus,for the TCPLIB andEXP
schemeswe generatedconnectionswith the samestarting
times and packetsizesas their counterpartsn the PKT-2
trace, but perhapswith differentdurations,while with the
VAR-EXP schemethe generatedconnectionsharedstart-
ing time, packetsize,andduration.

A valuable tool for assessingburstinessover differ-
ent time-scalesis the “variance-time plot” [LTWW93,
Garrett93, which we describehereby exampleratherthan
rigorously Supposewe havean arrival processconsisting
of 72,0000bservationscorrespondingo a two-hourtrace
viewedevery0.1 seconds.If we areinterestedn the pro-
cessshurst-structurenatime scaleof 10 secondsye could
construcia “smoothed”versionof the procesdy averaging
thefirst 100observations$o obtainthe processs meanvalue
during the first 10 secondsthe next 100 observationdor
the next 10 secondsandsoon. In generalwe cando this
sortof smoothingfor anyaggregatioevel M, wherein the
previousexampleM = 100.

To constructa variance-timeplot, we smooththe process
for differentvaluesof M andthenplot the varianceof the
smoothegroces®nthey-axisvs.theaggregatiotevel (M)
onthe z-axis,usinglogarithmicscales.

Variance-timglotsareusefulfor gaugingburstinesover

4Exceptfor “pure ack” packetsgontainingno userdata.

many differenttime scales;straightlines on variance-time
plotsarealsosuggestiveof self-similarity (seeSection? for
furtherdiscussion).

Trace data
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Figure 5: Variance-Tme Plot for TELNET packetarrival
process.Theline from theupperleft cornerhasslope-1 (see
Section? for significance).

Figure5 showssucha plot for the PKT-2 TELNET trace
andfor thethreeschemesdiscussedbove.Heretheunaggre-
gatedprocesq M = 1) correspondso 72,0000bservations
of the numberof TELNET originator packetsarriving dur-
ing 0.1-secondntervals. The y-axisis the varianceof the
aggregateghrocessormalizedby dividing by the squareof
theaveragenumberof packetper0.1-secondThisnormal-
ization allows usto comparethe varianceof processesith
differentnumbersof arrivals®

Fromthe plot it is immediatelyclearthat the varianceof
theTCPLIB schemegreesloselywith thePKT-2tracedata,
while both EXP andVAR-EXP exhibit far lessvariancejn-
dicatingtheyaremuchlessbursty

Figure 6 showsthis explicitly. Herewe plot the arrival
processcorrespondingo 5-secondntervals(M = 50) for
the PKT-2 traceandfor the EXP trace. The z-axis shows
the time in secondsandthe y-axis showsthe total number
of TELNET packetdn each5-secondnterval. Theaverage
numberof packetsn the two tracesare similar; the PKT-2
tracehasanaveragef 59 packetdn each5-secondnterval,
and the fixed-rate exponentialtrace has an averageof 57
packetsn each5-secondnterval. The varianceshowever
arequite different. With 5-secondins,the PKT-2 tracehas
avarianceof 672,while theexponentiatracehasa variance
of 260.

Clearly, this differencein the packet-generatiorateover
5-secondntervalscouldhaveconsequencdsr queueingle-
laysin simulationsusingthesetwo differenttraces. As the
variance-timeplot shows,the PKT-2 traceis more bursty
overmanytimeintervals,notonly overthefive-secondnter-
valsshownhere. The conclusionsarethatusingexponential
packetinterarrivaltimesfor TELNET connectionsesultsin
substantialnderestimationsf the burstines®f multiplexed

SThetracesconsistedf betweerB2,500and86,000packets.
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Figure6: Comparison®f actualandexponentiallTELNET
packetinterarrivaltimes.

TELNET traffic, butusingi.i.d. interarrivalsdrawnfrom the
Teplib distributionfaithfully reproducesheburststructure.

5 Fully modeling TELNET originator
traffic

Section3 hasshownthatover1-hourperiods,TELNET con-
nectionarrivalsarewell-modeledasPoissorprocessesand
Section4 has shown that within a TELNET connection,
packetinterarrival times can be modeledusing the heavy-
tailed distributionin Tcplib. The connectionsizein bytes
haspreviouslybeenmodeledby a log-extremedistribution
[P93; the distributionof the connectionsizein packetsis
somewhatdifferent, and seemsto be better modeledby a
log-normaldistribution (seebelow). In this section,we put
thesethree piecestogetherto constructa completemodel
of TELNET originatortraffic thatis parameterizednly by
the connectionarrival-rate. Variance-timeplots show that
thismodelcorrespondsvell to empiricalmeasurementand
suggesthatboththemodelandtheempiricaltracescouldbe
self-similat with burstinesgersistingover a wide rangeof
timescales.

First,we look atthedifferencen thedistributionsof orig-
inatorbytesperconnectiorvs. originatorpackets.Previous
work reportsthatthe numberof bytessentby the originator

in awide-areal ELNET connectioris well-modeledusinga
log-extremedistributionwith parametersr = log, 100 and
B = log, 3.5 [P93. We experimentedvith usingthis dis-
tribution to producesizesfor anequalnumberof TELNET
connectionsasappearedn the PKT-2 trace. We found that
the distribution consistentlygenerategonnectionsizes(in
bytes)muchlargerthanthe connectiorsizes(in packetspb-
servedn thetrace.Weattributethisdifferenceo two effects:

e The[P93 fit wasmadeusingmonth-longracesf TEL-
NET connectionsallowing for muchlongerandlarger
connectionghanpresenin our two-hourtrace;

e The[P93 fit modelsconnectionsizein bytesand not
in packets OnegenerallyassumeshateachTELNET
originator packetconveysone byte of userdata, cor-
respondingto a keystroke. Often, however a packet
carriesmorethanonebyte, eitherdueto effectsof the
Nagle algorithm or becausahe TELNET connection
is operatingin “line mode”[Stevens9 Forexample,
the PKT-2 TELNET originatortraffic comprisedabout
85,000packetscarrying139,000userdatabytes.

Given thesedifficulties, we attemptedto fit the observed
TELNET connectiorsizes(in packets)with anothersimple
analyticdistribution. We foundthata log,-normaldistribu-
tion with log,-meanz = log, 100 andlog,-standardievia-
tiono = 2.24fit theconnectiorsizein packetsvell visually?,

considerabl\betterthana log-extremedistributionwith pa-
rameterditted to thedata’

Putting all of this together we havea completemodel
for TELNET traffic, FULL-TEL-MODEL, parameterized
only by the TELNET connectionarrival rate. FULL-TEL-
MODEL usesPoissonconnectiorarrivals,log-normalcon-
nectionsizes(in packets)andTcplib packetinterarrivals.

WethenusedFULL-TEL-MODEL to generateéhreesyn-
thetic tracesof TELNET originatortraffic, usinga connec-
tion arrivalrateof 273connectionsn 2 hours.Becauseuch
tracesstartoff with no traffic andbuild up to a steady-state
correspondingo theconnectiorarrivalrate,we trimmedthe
tracesto justtheir seconchour. We thenusedvariance-time
plotsto comparehetraceswith theseconchourof thePKT-2
TELNET trace.

Figure7 showsthe resultsof the comparison.In general
theagreemenis quitegood,thoughthemodelshaveslightly
highervariancethanthe tracedatafor M > 10°. We con-
cludethatFULL-TEL-MODEL faithfully captureSTELNET
originator traffic, exceptto be a bit burstieron time scales
abovelOsecond$.

6Theexactumericalaluesof z ande shouldnotbetakentooseriously
astheycamefrom asmallsample.

“We alsofoundthatalog-extremedistributionfit the connectiorsizein
bytesbetterthana log-normaldistribution.

8Wealsotestedhemodel'sfit to the PKT-1andPKT-3 TELNET traces;
theresultsweresimilar.
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Figure 7: Variance-timeplot comparingPKT-2 trace data
with the completeTELNET model.

6 FTPDATA connectionarrivals

This sectioninvestigatesarrival processedor FTP traffic.

Modeling FTPis particularlyimportantbecausd-TPDATA

connectionsurrentlycarrythebulk of thedatabytesin wide

areanetworks([CBP93). Section3 showedthatwhile FTP
sessiorarrivalscanbemodeledasPoissormprocesseshisis

notthecasefor FTPDATA connectiorarrivals. This section
showsthatFTPDATA connectionsvithin a sessiorareclus-
teredin bursts andthatthedistributionof burstsizesin bytes
is quite heavy-tailedyoughly half of the FTP traffic volume
comedrom thelargest0.5%o0f the FTPDATA bursts.These
large burstsare likely to completelydominateFTP traffic

dynamics.

Inthispaperwedonotattempto modelFTPDATA packet
arrivalswithin a connection.Unlike TELNET connections,
wherethe originator packetarrival processs largely deter
minedby packetgeneratiorpatternat the source the packet
arrival processfor an FTPDATA connectionis largely de-
termined by network factors such as the available band-
width, congestionanddetailsof thetransport-protocoton-
gestioncontrol algorithms. Previousstudieshave found
thatFTPDATA packetinterarrivalsarefar from exponential
[DIJCME93; thisis not surprising,sincethe abovenetwork
factorslead to a processquite differentfrom memoryless
arrivals.

To begin, Section3 showsthat FTPDATA connectionar-
rivalsarenotwell-modeledasPoissongvenif we aggregate
closely-spacedonnectiongnto singlebursts.EachFTPses-
sion spawnsa numberof FTPDATA connectionspne key
guestionis how theseconnectionsredistributedwithin the
durationof the FTP session.

We computed the distribution of spacing between
FTPDATA connectionsspawnedby the sameFTP session
for five datasetsLBL-1, LBL-6, LBL-7, DEC-1,andUCB.
Here,"spacing’refersto theamountf time betweertheend
of oneFTPDATA connectiorwithin asessiorandthebegin-
ningof thenext. In eachcaseheuppertail of thedistribution

is muchheavierthanexponentialandis betterapproximated
usingalog-normalor log-logistic distribution.

When plotted using a log-scale,all of the distributions
showednflectionpointsatspacing®etweer? and6 seconds.
We conjecturghatspacingshorterthanthesepointsreflect
sequentiaFTPDATA connectionglueto multiple transfers
(theFTP“mget” command)r auserissuinga“list directory
command’very shortlyfollowed by a “get”. Thusspacings
of lessthanthesevaluesmightwell beinterpretechssequen-
tial FTPDATA connectiongorrespondingo asingle“burst”
of file-transferactivity. We somewhatarbitrarily chosea
spacingof < 4 secondssdefiningconnectiondelongingto
the sameburst, andwe notethatsuchspacingsarenotinor-
dinatelylargerthanthe 1-2 secondspacingghat canoccur
internalto a singleFTPDATA connectiordueto packetioss
timeouts.
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Figure8: Percentagef all FTPDATA bytesdueto largest
10% FTPDATA bursts.

With this definition of a burstof FTPDATA connections,
we analyzedthe samefive datasetso measurethe distri-
bution of the numberof bytestransferredduring a single
connectionburst. The distributionprovesto be remarkably
heavy-tailed. Figure 8 showspercentagef all FTPDATA
bytes(y-axis)dueto thelargest10%of the FTPDATA bursts
(z-axis; we haveomitted LBL-1 asit is virtually the same
asDEC-1). The numbersn parenthesem the legendgive
the total numberof FTPDATA burstsoccurringduringeach
trace. The first vertical line marksthe upper0.5% of the
FTPDATA bursts andtheline to its right, theupper2%.

The key point to draw from this figure is that the upper
0.5% tail of the FTPDATA burstsholds betweend0% and
60% of all of the databytes Thus,at any giventime FTP
traffic will mostlikely be completelydominatedby a single
or smallhandfulof bursts Thisfinding meanghatfor many
aspectof networkbehavior modelingsmall FTP sessions
or burstsis irrelevant; all that mattersis the behaviorof a
few hugebursts.Thesizesanddurationsof theseburstswill
vary considerablffrom onetime to anotherputtheywill be
present

90urfinding thatthe sizeof FTPbursthasa heavytail matchesa survey



We did simplefitting of the uppertail of the distribution
of databytesper FTPDATA burstandfoundthatfor all five
datasetsthe upper5% tail is fit well to a Paretodistribu-
tion with 0.9 < a < 1.1. As the Paretodistribution is
heavy-tailedseeAppendixB), this agreeswith our findings
in Figure8.
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Figure9: Proportionof FTPDATA traffic dueto largest2%
(shadedpnd0.5%(black) connectiorbursts.

Figure9 graphicallyillustratesthe dominanceof the up-
perFTPDATA-bursttail. Thefour plotsshowthe FTPDATA
traffic rate in bytes/minutefor the PKT-1, PKT-2, PKT-3,
andPKT-5 datasetsThe shadedareasrepresentraffic con-
tributedby the largest2% of the bursts,andthe black areas
thelargest0.5%. Thenumberdn parenthesegive the num-
berof burstsandFTPDATA connectiongomprisingthe 2%
burstuppertail. (Forexampletheupper2%tail of thePKT-
1 burstswasmadeup of 7 burstsconsistingof a total of 19
FTPDATA connections.)Ve seethatsometimedurstscon-
tain manyseparate€onnection@ndsometimesot. Indeed,
thedistributionof thenumberf connectionperburstis well
modeledasa Paretodistribution®

ForPKT-1 (364bursts)andPKT-3 (552 bursts) theupper
2% and0.5%tails hold around50% and15%of all thetraf-
fic, for PKT-2 (483 bursts)and PKT-5 (238 bursts),85%
and 60%. The large degreeof differencebetweenPKT-
1/PKT-3andPKT-2/PKT-5illustrateshowvolatiletheupper
tail behavioris; a trace comprising400 bursts (and sub-
stantiallymore FTPDATA connectionsjnight well be com-

conductedby Irlam [Irlam93 of the sizesof files in 1,000 file systems
comprisingl2 million filesand250GB of data: 1.9%of thefiles accounted
for 71% of thebytes,and0.5%accountedor 54%of thebytes.

10For example,one of the burstsin the LBL-7 datasewasmadeup of
979separatd-TPDATA connections.

pletelydominatedy 2 of theburstsor it mightnot,since2 is
avery smallsampleof the uppertail behavior Thuswe are
left in thedifficult positionof knowingthatuppertail behav-
ior dominategraffic, butwith suchsmallnumbersof bursts
thatwe cannoteliablyuselarge-numbetawsto predictwhat
we arelikely to seeduringanygivenshorttrace.

We would alsolike to know whetherthe arrivals of the
uppertail burstscan be modeledas a Poissonprocess,as
thatwould providea first steptowardpredictingtheir effect
on network traffic. We analyzedthe 199 upper0.5%-tail
LBL-6 bursts,first removingeffectsdueto daily variation
in traffic ratesby looking at interarrivalsin termsof num-
ber of interveningburstsinsteadof seconds.We foundthat
thedatasefailedthestatisticatest(AppendixA) for Poisson
arrivalsatall significancdevels,andits autocorrelatiorfiunc-
tion peaksatalagof oneburst,indicatingthatlargeburstsare
themselveslusteredthoughthecorrelationis notdramatic).
Thus,cautionmustbe usedif approximatindarge-burstar-
rivals usinga Poissorprocessfurther analysisis neededo
modelthe burst-clustering.

7 Speculations
self-similarity

regarding

We havearguedin the previoussectionsthat on any time-
scalesmallerthanusersessiorarrivals,modelingwide-area
TCPtraffic usingcompoundPoissorprocessefails to faith-
fully capturehetraffic’sdynamics.Recenivork [LTWW93]
showsthatlocal-aregEthernetraffic (andperhapavide-area
TCP traffic) is muchbettermodeledusing self-similar pro-
cesseswhich display substantiallymore burstinessover a
wide rangeof time scalesthando compoundPoissonpro-
cesses.The patternof burstinessasimplicationsfor many
aspectof traffic performancesuchasdelay distributions,
lengthsof congestiorperiods,andtraffic admissiongontrol
procedures.

In this sectionwe discusghe degreeto which the PKT-1
throughPKT-5 tracesof TELNET traffic, FTPDATA traffic,
andgeneralvide-aredraffic aresuggestivef self-similarity.
Wefirst look at a subtletyregardinginferring self-similarity
from variance-timeplots. We then give an overview of
two methoddfor generatingruly self-similartraffic (dueto
[LTWW93] and[W94]) anddiscusshow the modelsdevel-
opedin this papermight matchthesemethods. We finish
with apreliminarylook ataggregatsvide-aredraffic, which
appearso beself-similarwhenfully aggregatedall network
protocols),but less so when restrictedto just TCP traffic,
leavinguswith anumbeiof interestingoutas-yeunanswered
guestions.

As explainedin [LTWW93], straightlines on variance-
time plotswith slopes< —1, suchasthatfor thePKT-2 TEL-
NET tracein Figure5, aresuggestivef self-similarity'*. In

11A self-similarstochastiqprocesss onewhich, whenaggregateasex-
plainedin the text accompanying-igure 5, hasthe sameautocorrelation



generaltheslopeof anarrival processsvariance-timeplotis
afunctionof theprocesss autocorrelatioriunction[Cox84.
Oneimportantpoint to bearin mind is that it is possible
for anon-self-similaprocessvith complicatedautocorrela-
tional structureto producea straightline on a variance-time
plot over a wide range of aggregation. For example,we
havefoundthatarrival processessingi.i.d. Paretoor heavy
(0 = 4) log-normalinterarrivalshavethis property Thus,
wedonotclaimthatourPKT-2 TELNET traceis self-similar,
asthatrequiresa morethoroughinvestigatiod® beyondthe
scopeof this paper We alsonotethatthelevel of TELNET
originatortraffic in ourtracess ontheorderof 100,000pack-
etsovertwo hours,a packetratemuchlower thanthatof the
“low hour’ link-level (all protocols)}raceghattheauthorof
[LTWW93] foundexhibitedonly asymptoticself-similarity.

Thereareseveraimethoddor producingself-similartraf-
fic that could accountfor self-similarityin TCP traffic. As
discussedh [LTWW93), self-similartraffic canbeproduced
by multiplexing ON/OFFsourceghathaveexponentiaktart
times, a fixed ratein the ON periods,and ON/OFF period
lengthsthatareheavy-tailed'seeAppendixB).

A secondmethodfor generatingself-similar traffic that
could fit TCP traffic is an immigration model of indi-
viduals with Poissonarrival times and durationsor life-
timesfrom a heavy-tailedistributionwith infinite variance
[Cox84 W94]. In thismodel(alsocalledthe M/G/oco queue
model[W94]), X, is the numberof individuals or connec-
tionsin thesystemattimet. Theprocess X;}+=o,1.2,... Isa
self-similarprocess?® Theimmigrationmodelimpliesthat
self-similartraffic would resultfrom multiplexing constant-
rateconnectionshathavePoissorconnectiorarrivalsanda
heavy-tailedlistributionfor connectiorlifetimes.

Ourmodelof TELNET connectiongresenteth Sections
in somerespectsnatchegheimmigrationmodeldescribed
above. For example,TELNET connectionsizesin packets
do fit a heavy-taileddistribution, the log-normal distribu-
tion, althoughthis is not quite asheavy-tailedasthe Pareto
distribution. The fact that the modelfor TELNET packet
arrivalsis not a constant-ratgorocessdoesnot necessarily
reduceheself-similarity of theaggregatedraffic. Thus,the
immigrationmodelcangive someintuition to the suggested
self-similarityof our TELNET tracesandmodels.

Ourmodelof FTPtraffic alsofits in somerespectgo the
immigration model describedabove. For FTPDATA con-
nectionsthe connectiordurationin secondss roughlypro-
portionalto the connectiorsizein packetqalthoughthe ex-
actdurationin secondslependsn suchfactorsasthe TCP
window, theroundtriptime, andthe availablebandwidthon

functionastheunaggregategrocess.

12| e., computinga periodogram-basemhaximumlikelihood estimateof
theHurstparametewith accompanyingonfidencantervals,asexplained
in [LTWWO3, Garrett93.

13Thismethochastheaddedattractionof giving anefficientprocedurdor
generatingelf-similartraffic [W94]. Weusedthis methodto generateself-
similartracesjn orderbothto developintuition andto verify our statistical
testsfor self-similarity.

the bottlenecklink). Similarly, over largertime scalesthe
packetarrival processwithin an FTPDATA connectioncan
be plausiblyapproximatedisconstant-rateThus,if we can
approximateFTPDATA burstarrivalsasPoisson(a bit of a
stretch,asshownin Section3 above) thenmultiplexedFTP
burstsfit theimmigrationmodelabove.

Unfortunately althoughour modelsuggestshattracesof
FTP traffic could easily be self-similar, it is not clearfrom
ourvariance-timeplotsthatthisis in factthecaset* Further
work is requiredto understandhediscrepancy
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Figure 10: Variance-timeplot for all TCP / all link-level
packetarrivals.

We finish this sectionwith a preliminarylook at whether
wide-arearaffic aggregatedverdifferentprotocolsappears
self-similar Figure 10 showsvariance-timeplotsfor all of
the“PKT” tracedlistedin Tablel. Here,the unaggregated
procesgM = 1)correspond$o observinghepacketsrriv-
ing duringeach0.01secondnterval.

Recallthatthefirst threetracescapturedall TCP packets
for two hours,andthelasttwo capturedall wide-aregackets
appearingon the gatewayEthernetfor onehour. The first
threetracesconsistof betweenl.7 and2.4 million packets,
andthelasttwo traceseachhavearoundl.3million packets.
The correspondingatesof packets/houareabovethoseof
the“low hours”in [LTWW93], sowewouldhopeto find that
thetracesexhibit exactself-similarity.

14Furthermore we investigatedthe empirical autocorrelatiorfunctions
for thePKT-1throughPKT-5 FTPDATA arrival processeandfoundsignif-
icantdifferencedn the functionsbetweenobservingthe processvery0.1
secondsandobservingit every 1.0 secondsmuchmore sothanfor TEL-
NET. If FTPDATA traffic is self-similar at this level of aggregationthe
autocorrelatiorfunctionsshouldappearsimilar, too.



We seethat PKT-4 and PKT-5, thefull link-level traces,
both yield straight lines consistentwith asymptotic self-
similarity for M > 10 (0.1 second). For the TCP traces,
PKT-2 appeargonsistentvith asymptoticself-similarity for
M > 10° (10 seconds)PKT-1 is concavedown for small
andlarge M ; andwhile PKT-3 hasastraightsectiorbetween
M = 10andM = 103, it startsconcavaupandendsconcave
down.

The differencebetweenthe link-level and TCP tracesis
surprising. A possibleimplicationis that TCP traffic is not
well describedas self-similar, but when multiplexed with
Mbone (primarily audio traffic, carriedin multicast UDP
datagramsunnelednsideof IP datagramsandDECnet(the
othermain contributor)traffic, the combinationprovesself-
similar!® It may be that self-similarity resultsfrom how
aggregatettaffic sourcesffectoneanotherandthatlulls in
onetype of traffic thatleadto curvesin variance-timeplots
of just thattraffic, are coupledwith burstsin othertypesof
traffic. In anycasewe emphasizeéhatwe areengagechere
primarily in speculationwe lack sufficient dataandtesting
to makeany definitive statementsegardingwide-areaself-
similarity.

We endwith arelatedcommentregardinghe balancebe-
tweenlink-level modeling and protocol-specifiomodeling.
One approachto investigatingself-similarity is to model
aggregatdink traffic as self-similar without attemptingto
modelindividual connections. This approachcould have
manyusesin simulationsandin analysis.For exampleag-
gregateself-similartraffic could be usedinsteadof Poisson
traffic to modelcross-trafic, or aggregateself-similartraf-
fic could be usedin simulationsinvestigatinglink-sharing
betweertwo differentclasse®f traffic.

However for manysimulationexperimentsthe simulator
needgo modelindividual sources.For examplejn simula-
tionsthatinvestigatethe effectsof differenttransportproto-
colsor differentgatewayschedulingalgorithmson network
traffic, the simulatorrequiressourcemodels;thetraffic pat-
ternson thelink will dependon the transportprotocolsand
schedulingalgorithmsthat are usedin the simulations,as
well ason the patternof traffic generatedy the source. It
is to this endthat further investigationof wide-areaarrival
processewill provefruitful.

8

Thispapetsfindingsaresummarizedn theIntroduction.In
this sectionwe concludewith a look at the implicationsof
ourresults.
Severalresearcherbavepreviouslydiscussedhe impli-
cationsoflong-rangedependencéurstinesscrosdlifferent
time scales)in networktraffic. Modeling TCP traffic using
Poissonor other modelsthat do not accuratelyreflect the

Implications

151nthePKT-4 andPKT-5tracespeithettheMbonetraffic northeDECnet
traffic aloneappearself-similar
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long-rangedependencén actualtraffic will resultin simu-
lationsandanalyseghat significantlyunderestimatgerfor
mancemeasuresuchasaveragepacketdelayor maximum
gueuesize.

[FL91] examinegheburstines®f datatraffic overawide
rangeof time scalesanddiscusseshe impactof this bursti-
nesgor networkcongestion.Theirconclusionsarethatcon-
gestedperiodscanbe quitelong, with losseghatareheavily
concentratedthat,in contrasto Poissortraffic modelslin-
earincreasesn buffer sizedo not resultin large decreases
in packetdrop rates;andthat a slight increasen the num-
ber of active connectionscanresultin a large increasein
the packetlossrate. They suggestthat, becausehe level
of busyperiodtraffic is not predictablejt would be difficult
to efficiently sizenetworksto reducecongestioradequately
They observethat, in contrastto Poissonmodels,in reality
“traffic ‘spikes’ (which causeactuallosses)ide on longer
term‘ripples’, thatin turn ride on still longerterm‘swells’
". Theysuggesthata filtered variablecanbe usedto detect
the low-frequencycomponentof congestion,giving some
warningbeforepacketlossebecomesignificant. Our TEL-
NET findingssuggesthatfor sometime scalesof TELNET
traffic, “swells” mightcorrespondo (heavy-tailedTELNET
connectiordurations;‘ripples” to lulls in TELNET userac-
tivity (the uppertail of the Tcplib interarrivaldistribution),
and“spikes”to occasionaflurriesof useractivity (the much
smallerscalelowertail of the Tcplib distribution).

[LTWWOJ] discussessome additional implications of
long-rangedependencef packettraffic. Theseincludean
explanatiorof theinadequacyf manycommonly-usecho-
tionsof burstinessandthesomewhatounterintuitive obser
vationthatthe modelingof individual connectiongangain
insightfrom anunderstandingf thefundamentatharacter
istics of aggregateraffic. In this paperobservation®of the
characteristicef aggregatéraffic motivatedour revisitation
of modelsfor individual connectionsindeed,we originally
setoutto challengeahenotionthatwide-aredaraffic mightbe
self-similar, andhavecomefull circle.

[Garrett93 hasexaminedthe long-rangedependencef
variable-bit-rate(VBR) video traffic. His empirical mea-
surementof VBR traffic showstronglow-frequencycom-
ponentsandhe proposesourcemodelsfor videotraffic that
display the samelong-rangedependenceGiventhe likeli-
hoodthat VBR traffic will sooncomprisea largefraction of
Mbonetraffic, we soonwill haveaggregatevide-arearaffic
of whicha substantiaportionis perforceself-similar, simply
duetothesourcecharacteristicef itsindividualconnections.

Therearesomeadditionalrespect$n whichtheburstiness
andlong-rangedependencef TCP traffic canaffect traffic
performance. Considera link with priority schedulingbe-
tweenclassef traffic, wherethe higherpriority classhas
no enforcedbandwidthlimitations (otherthanthelink band-
width itself). In sucha partition, interactivetraffic suchas
TELNET mightbegivenpriority overbulk-datatraffic such
as FTP If the higherpriority classhaslong-rangedepen-



denceanda high degreeof variability overlongtime scales,
thenthe burstsfrom the higherpriority traffic could starve
thelower-priority traffic for long periodsof time.

A secondmpactof the long-rangedependencef packet
traffic concernsclassesvith admissionsontrol procedures
thatarebasedon measurementsf recenttraffic, ratherthan
onenforcedraffic parametersf individual connectionsAs
hasbeenshow by numerousresearcherssuchadmissions
control proceduregouldleadto a muchmoreeffectiveuse
of the availablebandwidth. Neverthelessif the measured
classhashigh burstinessand long-rangedependencethen
the admissionscontrol procedurecould be easily mislead
following along periodof fairly low traffic ratest®

Webelieveoneof themostimportantopenquestionss the
degreao which networkdynamicscanthemselvesiffectthe
burstines®f networktraffic. Forexample our WAN traffic
tracesarelargely composedf TCE, UDP (mostly Mbone),
andDECnettraffic. How do we interpretthe fact that the
aggregatdink tracesare more suggestiveof self-similarity
thanarethe tracesof the threecomponeniparts? In what
ways doesthe burstinessof one classof traffic affect the
burstinesf anotherclass? What would be the structure
of the TCP, UDP, or DECnettraffic if the classesvere not
competingwith eachotherfor link bandwidth?

In summary: we shouldabandonPoisson-basechodel-
ing of wide-areatraffic for all but usersessiorarrivals. For
TELNET traffic, we offer afaithful modelof originatortraf-
fic parameterizethy only the hourly connectiorarrival rate.
Modelingthe TELNET responderemainsto be done. For
FTP traffic, we have shownthat modelingshouldconcen-
trateheavily on the extremeuppertail of the largestbursts.
A busywide-aredink mighthaveonly oneortwo suchbursts
anhour, buttheytendto stronglydominatethathours FTP
traffic. Finally, ourlook at aggregatel CP andall-protocol
traffic suggestshat anyoneinterestedn accuratanodeling
of wide-arearaffic shouldbeginby studyingself-similarity.
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18This is similar to a situationin Californiageologysomedecadesgo.
Becauseherehadnt beena largeearthquakdor alongtime, peoplebegan
to believeit unlikely thattherewould be anotherone.
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A Methodology for testing for Poisson
arrivals

Totestwhetheratraceof connectiorarrivalscorrespond$o
anonhomogeneouBoissorprocesswefirst pick aninterval
length overwhichwe hypothesizehatthearrival ratedoes
notchange.If thetracespansatotal of T' time units, we di-
vide theentiretraceinto 7'/ I intervalseachof lengthl. We
thenseparatelyestthe interarrivalsin eachinterval against
the null hypothesighatthey comefrom an exponentiadis-
tribution whosemeanis the sameasthat of the interval’s
interarrivals,which would be the caseif they comefrom a
homogeneouRoissomprocess.

For our statisticalgoodness-of-fideterminationwe use
the Anderson-Darling 42) test,recommendethy Stephens
in [DS8Q becauset is generallymuchmorepowerfulthan
either the betterknown Kolmogorov-Smirnovor y? tests,
andis particularlygoodfor detectingdeviationsin the tails
of adistribution. A? is anempiricaldistributiontest it looks
at the entire observedistribution, ratherthanreducingthe
distributioninto binsasis requiredby 2.

We associate significancelevel with eachA? test. For
exampleatestwith a significancdevel of 5% will correctly
confirmthenull hypothesigif it is correct)95%of thetime;
theother5% of thetime, thetestwill erroneouslyeclarethe
hypothesidalse. Thus, the significancelevel indicatesthe
percentagef “false negatives'{in generalt is difficult to as-
sesghe correspondingercentagef “false positives”). We
canusesignificance-levetestingasfollows: if we test100
one-hourintervalsfor exponentiainterarrivalsand 95% of
thempassghe A? testatthe5%significancdevel, thenwecan
saythattheinterarrivalsappeastatisticallyindistinguishable
fromthosedrawnfrom atrueexponentiatlistribution. If, for
example 90% of the intervalspassA? atthe 5% level, then
the exponentiaimodelis quite good, but not exact. If sub-
stantiallyfewer passthe test,thenthe exponentiaimodelis
notverygood.

Therearetwo importantdetailsfor correctlyapplyingand
interpretingthe A? test. The first is that estimatingthe pa-
rametersof our modelfrom the datato be testedaltersthe
significancelevels of the A? test (this appliesto our null
hypothesisabove,in which we derivethe meanof theexpo-
nentialfit from thedataratherthanknowingit a priori). The
secondis that the numberof datapoints testedalso alters
the significancelevels. In generalthe more pointstested,
themorelikely thetestwill detectanincorrectnull hypothe-
sis. [DS84 givesproceduresor incorporatingoothof these
considerationinto A2 tests.

B Paretodistributions
The Paretadistributionplaysarole bothin TELNET packet

interarrivalsand in the size of FTPDATA bursts. In this
appendixwe summarizeghe Paretodistributionand discuss



its interpretatiorandoccurrencen the physicalworld.
A Paretodistributionwith parameter hasthe following
cumulativedistributionfunction:[HK80]

PX<z]=1- (a/z)*, a,a>0, z>a,
with the correspondingprobability densityfunction:
f(z) = aa®z=>"1.

Following [LTWW293], we saythat a distributionis heavy-
tailedif

PX >z]~2z™% asz—oo, a>0.
If o < 2,thenthe heavy-taileddistributionhasinfinite vari-
ance;if a < 1, thenit hasinfinite mean. Examplesof
heavy-tailedlistributionancludetheParetolog-normaland
Weibull distributions[DMRW94] (though the log-normal
distributionis lessheavy-tailedthanthe Paretodistribution
[Garrett93p.96]).

Foralight-taileddistributionof waiting timessuchasthe
uniform distribution,thelongeryou havewaited,the sooner
you arelikely to be done. An exampleof a medium-tailed
distributionis the memorylessexponentialdistribution; the
futurewaiting timeis independentf thewaiting time sofar.
In contrast,the Paretodistributionis in somesensescale-
invariant;the probability thatthe wait is atleast2n seconds
is a fixed fraction of the probability that the wait is at least
n secondsyegardles®f the value of n. Thus,the longer
you havewaited,the morelikely you will haveto wait still
longer

TheParetadistribution (referredto asthe powerlaw dis-
tributionin somepublicationshasbeenusedto modelsuch
diversdlistributionsasincomesxceedingaminimumvalue,
asteroidsizes, extinction events, and enegy releasedby
earthquakegK93]. Bak and Chen explainedthe Pareto
distribution of sizesof avalanchess resultingfrom “self-
organizedcriticality”, wherea singlegrainof sandaddedto
asandpileoccasionallytriggersalargeavalanchg¢BC91]; it
isnotclearthatthisnotionof criticality addsnsighttotheoc-
currenceof Paretadistributionsin TCPtraffic modeling. In
communicationsheavy-taileddistributionshavebeenused
to modeltelephonecall holding times[DMRW94]. Thus,
thepresencef the Paretadistributionin networktraffic dis-
tributionsis not overly peculiar thoughits properphysical
interpretatiorremainsunclear
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