
D
ra

ft
Wide-AreaTraffic: TheFailureof PoissonModeling

VernPaxsonandSallyFloyd
LawrenceBerkeleyLaboratoryand

EECSDivision, Universityof California,Berkeley
1 CyclotronRoad,BerkeleyCA 94720

vern@ee.lbl.gov, floyd@ee.lbl.gov

To appearin SIGCOMM ’94

Abstract

NetworkarrivalsareoftenmodeledasPoissonprocessesfor
analyticsimplicity, eventhougha numberof traffic studies
haveshownthat packetinterarrivalsare not exponentially
distributed. We evaluatefifteen wide-areatraces,investi-
gatinga numberof wide-areaTCP arrival processes(ses-
sionandconnectionarrivals,FTPDATA connectionarrivals
within FTPsessions,andTELNET packetarrivals)to deter-
mine the error introducedby modelingthemusingPoisson
processes.We find thatuser-initiatedTCP sessionarrivals,
suchasremote-loginandfile-transfer, arewell-modeledas
Poissonprocesseswith fixedhourlyrates,but thatothercon-
nectionarrivalsarelesspersuasivelyPoisson;thatmodeling
TELNET packetinterarrivalsasexponentialgrievouslyun-
derestimatestheburstinessof TELNET traffic, butusingthe
empiricalTcplib[DJCME92] interarrivalspreservesbursti-
nessovermanytime scales;andthatFTPDATA connection
arrivalswithin FTPsessionscomebunchedinto “connection
bursts”,thelargestof whicharesolargethattheycompletely
dominateFTPDATA traffic. Finally, we offer somespec-
ulationsregardinghow our findings relate to the possible
self-similarityof wide-areatraffic.

1 Intr oduction

Whenmodelingnetworktraffic, packetandconnectionar-
rivals are often assumedto be Poissonprocessesbecause
suchprocesseshaveattractivetheoreticalproperties.A num-
berof studieshaveshown,however, thatfor bothlocal-area
andwide-areanetworktraffic, thedistributionof packetin-
terarrivalsclearlydiffersfromexponential[JR86, Gusella90,
FL91, DJCME92]. Recentwork arguesconvincingly that
LAN traffic is muchbettermodeledusingstatisticallyself-
similar processes[LTWW93], which havemuch different
theoreticalpropertiesthan Poissonprocesses. For self-
similar traffic, thereis no naturallengthfor a “burst”; traffic
burstsappearon a wide rangeof time scales. In this pa-
perweshowthatfor wide-areatraffic Poissonprocessesare
valid only for modelingthe arrival of usersessions(TEL-
NETconnections,FTPcontrolconnections);thattheyfail as
accuratemodelsfor otherWAN arrival processes;andthat

WAN arrival processesappearmuchbettermodeledusing
self-similarprocesses.

For our studywe analyzefifteentracesof wide-areaTCP
traffic. Weconsiderbothpreviousandnewmodelsof aspects
of FTPandTELNETtraffic, discusstheimplicationsof these
modelsfor burstinessat differenttime scales,andcompare
theresultsof themodelswith thetracedata.Weshowthatin
somecasescommonly-usedPoissonmodelsresultin serious
underestimationsof theburstinessof TCPtraffic overawide
rangeof timescales.(Werestrictour studyto timescalesof
0.1secondsandlarger.)

Wefirst showthatfor interactiveTELNETtraffic, connec-
tion arrivalsarewell-modeledasPoissonwith fixed hourly
rates. However, the exponentially-distributedinterarrivals
commonlyusedto modelpacketarrivalsgeneratedby the
user side of a TELNET connectiongrievously underesti-
matethe burstinessof thoseconnections,andhigh degrees
of multiplexing do not help. Using the empirical Tcplib
[DJ91, DJCME92] distributionfor TELNET packetinterar-
rivals insteadresultsin packetarrivalprocessessignificantly
burstierthanPoissonarrivals,andin closeagreementwith
tracesof actualtraffic. From thesefindings we thencon-
structamodelof TELNET traffic parameterizedby only the
hourlyconnectionarrival rateandshowthatit accuratelyre-
flects the burstinessfound in actualTELNET traffic. The
successwith this modelof usingTcplib packetinterarrivals
confirmsthe finding in [DJCME92] that the arrival pattern
of user-generatedTELNET packetshasan invariantdistri-
bution,independentof networkdetails.

Forsmallmachine-generatedbulk transferssuchasSMTP
(email) andNNTP (networknews),connectionarrivalsare
not well-modeledasPoisson,which is not surprisingsince
both typesof connectionsaremachine-initiatedandcanbe
timer-driven. Previousresearchhasdiscussedhow the pe-
riodicity of machine-generatedIP traffic such as routing
updatescan result in network-widetraffic synchronization
[FJ93], aphenomenonimpossiblewith Poissonmodels.

For large bulk transfer, exemplified by FTP, the traf-
fic structureis quite different than suggestedusing Pois-
sonmodels. As with TELNET connections,user-generated
FTPsessionarrivalsarewell-modeledasPoissonwith fixed
hourly rates.However, we find thatFTPDATA connections
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Draftwithin a singleFTP sessionareclusteredinto bursts. Both
FTPDATA connectionandFTPDATA burstarrivalsarenot
well-modeledasPoissonprocesses.Furthermore,oneof our
keyfindingsis thatthedistributionof thenumberof bytesin
eachbursthasaveryheavyuppertail; asmallfractionof the
largestburstscarriesalmostall of theFTPDATA bytes.This
impliesthatfaithful modelingof FTPtraffic shouldconcen-
trateheavilyon thecharacteristicsof thelargestbursts.

Poissonarrival processesarequitelimited in their bursti-
ness,especiallywhenmultiplexedtoahighdegree.Ourfind-
ings,however, showthat wide-areatraffic is muchburstier
thanPoissonmodelspredict,over manytime scales. This
greaterburstinesshasimplicationsfor manyaspectsof con-
gestioncontrol and traffic performance. We concludethe
paperwith a discussionof how our burstinessresultsmight
meshwith self-similarmodelsof networktraffic, andthen
with a look at thegeneralimplicationsof our results.

2 Tracesused

Dataset Date Duration What Drops

Bellcore(BC) 10Oct89 13days TCPS/F
�

0
DEC(DEC-1) 26Nov91 24hours TCPS/F ?
LBL 1-7 Seerefs. 30days TCPS/F

�
15 � 10� 6

UCB (UCB) 31Oct89 24hours TCPS/F
�

0
LBL PKT-1 17Dec93 2 hours All TCP 5 � 10� 4

LBL PKT-2 19Jan94 2 hours All TCP 9 � 10� 4

LBL PKT-3 20Jan94 2 hours All TCP 2 � 10� 4

LBL PKT-4 21Jan94 1 hour All pkts. 7 � 10� 4

LBL PKT-5 28Jan94 1 hour All pkts. 5 � 10� 4

Table1: Summaryof Wide-AreaTraces

Table 1 summarizesthe tracesof wide-areatraffic used
in our study. Thefirst rowsrepresenttracespreviouslyana-
lyzed: theBC andUCB tracesin [DJCME92]1, theDEC-1
tracein [P93], andtheLBL tracesin [P94, P93]. The“LBL
1-7” row represents7 wide-areaTCPSYN/FIN traces,each
spanning30 days. The “drops” columngives the fraction
of packetsdroppedby thetraceprogramduringeachof the
traces,alwaysquite low. The final five rows reflect new
traceswe gatheredfor our study. Eachof thesetracesbegan
at 2PM; thefirst threecapturedall TCPpackets,andlasted
two hours. The final two tracescapturedall packetsand
lastedonehour.

3 TCP connectioninterarrivals

Thissectionexaminestheconnectionstarttimesfor several
TCP protocols. The patternof connectionarrivalsis dom-
inatedby a 24-hourpattern,as hasbeenwidely observed
before. We showthat for TELNET connectionarrivalsand

1Thesetracescapturedall WAN packets,but our analysisin this paper
usesonly theTCPSYN/FIN packets

for FTPsessionarrivals,within one-hourintervalsthearrival
processcanbewell-modeledbyahomogeneousPoissonpro-
cess;eachof thesearrivalsreflectsan individual userstart-
ing a newsession.For NNTP andSMTP, a Poissonmodel
of connectionarrivals is questionable.We alsoshowthat
for individual FTPDATA connections,thearrival processis
definitelynotPoisson,but,asis discussedlaterin Section6,
thereis noteworthystructurein the arrival processof indi-
vidual FTPDATA connectionswithin anFTPsession.
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Figure1: Mean,relative,hourly connectionarrival ratefor
LBL-1 throughLBL-4 datasets.

Figure1showsthemeanhourlyconnectionarrival ratefor
datasetsLBL-1 throughLBL-4. For thedifferentprotocols,
we plot for eachhourthefractionof anentireday’sconnec-
tions of that protocoloccurringduring that hour.2 For ex-
ample,TELNET connectionsoccurprimarily duringnormal
office hours,with a lunch-relateddip at noontime;this pat-
ternhasbeenwidelyobservedbefore.FTPfile transfershave
asimilarhourlyprofile,but theyshowsubstantialrenewalin
the eveninghours,whenpresumablyuserstakeadvantage
of lower networkingdelays. The NNTP traffic maintainsa
fairly constantratethroughoutthe day, only dipping some-
what in theearly morninghours(but the meansizeof each
connectionvariesoverthecourseof theday;see[P93]). The
SMTPtraffic is interestingbecauseit showsa morningbias
for theLBL site(west-coastU.S.)andanafternoonbiasfor
theBellcoresite(east-coastU.S.);perhapstheshift is dueto
cross-countrymail arriving earlier in the Pacific time zone
andlaterin theAtlantic timezone.

Figure1 showsenoughdaily variationthatwecannotrea-
sonablyhopeto modelconnectionarrivalsusingsimpleho-
mogeneousPoissonprocesses,which requireconstantrates.
The next simplestmodel is to postulatethat during fixed-
lengthintervals(say, onehour long) the arrival rateis con-
stantandthearrivalswithin eachintervalmightbewell mod-
eledby a homogeneous(fixed-rate)Poissonprocess.Tele-
phonetraffic, for example,is fairly well modeledduringone-

2In Figure1, FTPrefersto FTPsessions.
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DrafthourintervalsusinghomogeneousPoissonarrivalprocesses
[FL91].

To evaluatethesePoissonmodels,we developedasimple
statisticalmethodology(AppendixA) for testingwhetherar-
rivalsduringagivenone-houror ten-minuteperiodarePois-
sonwith afixedrate. If thearrivalsduringtheperiodaretruly
Poisson,thenwe would expect95%of thetestedperiodsto
passthetest. Notethatwe would expecttestingten-minute
periodsto perhapsbemoresuccessfulthantestingone-hour
periods,becauseusingten-minuteperiodsallowsthearrival
rateto changesix timeseachhourratherthanremainingcon-
stantthroughoutthehour.

We appliedour methodologyto the LBL-5 and LBL-6
datasetsfor TELNET, FTP, FTPDATA, SMTP, andNNTP
connections. Here FTP refersto an FTP session(i.e., an
FTPcontrolconnection),while FTPDATA refersto thedata-
transferconnectionsspawnedby thesecontrol connections
3. Wealsotestedarrivalsof FTPDATA bursts(seeSection6
below)for theLBL-6 andLBL-7 datasets.
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Figure2: Resultsof testingfor homogeneousPoissonar-
rivalsat the5% significancelevel.

Figure2showstheresultsof ourtests.Alongthe � -axiswe
plot the percentageof testedone-hourintervalsthat passed
the statisticaltest, and along the � -axis the samefor ten-
minute intervals. The dashedlines correspondto a 95%
pass-rate,indicatingarrivalsindistinguishablefrom Poisson.
Thelegendidentifiestheprotocolanddatasetcorresponding
to eachof the points,alongwith the total numberof such
connections(or bursts)duringthedataset.

WeseeimmediatelythatTELNET connectionarrivalsare
almostexactlyPoisson,bothfor 1-hourand10-minutefixed
rates.FTPsessionarrivalsarealsowell-modeledasPoisson.

3We first removedtheperiodic“weather-map” FTPtraffic discussedin
[P94].

On theotherhand,from thesetestsNNTP andSMTPar-
rivalsappearnotwell-modeledasPoisson.Thisfindingisnot
conclusive,however, because(asexplainedin AppendixA)
thehighernumberof NNTPand(especially)SMTPconnec-
tions may simply be allowing the statisticaltestmore op-
portunity to detectrelatively insignificantdeviationsfrom
Poissonarrivals.

ThatNNTP andSMTParrivalsappearnot well-modeled
as Poissonis not too surprising. Becauseof the flooding
mechanismusedto propagatenetwork news,NNTP con-
nectionscanimmediatelyspawnsecondaryconnectionsas
newnetworknewsis receivedfrom oneremotepeerandin
turn offeredto another. NNTP andSMTPconnectionsalso
areoften timer-driven. Finally, SMTP connectionsareper-
turbedby mailing list explosionsin which oneconnection
immediatelyfollows another, andpossiblyby timer effects
dueto usingtheDomainNameServiceto locateMX records
[Stevens94].

FTPDATA connectionarrivalsareclearlynotPoissonover
one-hourperiodsandonly poorly modeledassuchover10-
minute periods. This finding can be readily attributedto
the fact that “multiple-get” file transfersoften result in a
rapidsuccessionof FTPDATA connections,oneimmediately
following another[P93]. Coalescingmultiple-connection
FTPDATA bursts(seeSection6)intosinglearrivalsimproves
the10-minutePoissonfit somewhat,but thearrivalsstill fail
to fit aswell asevenNNTP.

The finding that TELNET connectionarrivals are well-
modeledasa Poissonprocesswith fixed hourly ratesis at
oddswith thatof [MM85], who found thatuserinterarrival
timeslooked“roughly log-normal”. Webelievethediscrep-
ancyisduetocharacterizingall interarrivalslumpedtogether,
ratherthanpostulatingseparatehourlyrates;for example,the
distributionof all LBL-5 TELNET interarrivalslooksclose
to log-normal.

Given that TELNET connectionarrivalsappearPoisson
overone-hourintervals,onemightimaginethatotherhuman-
initiated traffic suchasRLOGIN andX11 will alsofit this
model. We find thatRLOGIN doesandX11 doesnot. We
conjecturethatthedifferenceis thatduringasingleX11ses-
sion (correspondingto runningan instanceof xterm, say)a
userinitiatesmultipleX11 connections,while TELNET and
RLOGINsessionsarecomprisedof asingleTCPconnection.
Thus,TELNETarrivalscorrespondtousersdecidingtobegin
usingthenetwork;X11arrivalscorrespondto usersdeciding
to do somethingnew during their useof the network. The
former behavioris likely to becloseto uncorrelated,mem-
orylessarrivals,sinceeacharrival generallyinvolvesa new
user;the latterdoesnot havethememorylessproperty(and
henceis not exponential),sincea singleuseris involved in
generatingnew arrivals. If we could discernbetweenX11
sessionarrivalsandX11 connectionarrivals,thenwe con-
jecturewewould find thesessionarrivalsto bePoisson.
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Draft4 TELNET packet interarrivals

Theprevioussectionshowsthatstarttimesfor TELNETcon-
nectionsarewell-modeledby aPoissonprocess.In thissec-
tion we look at thepacketarrival processwithin a TELNET
connection. We restrict our studyto packetsgeneratedby
theTELNET connectionoriginator;this in generalis a user
typingata keyboard.Becausethesepacketsareinitiatedby
a human,we might hopethat the arrival processis to some
degree“invariant”; thatis, theprocessmaybeindependentof
networkdynamicsandinsteadmainly reflectthedelaysand
burstsof activity associatedwith peopletyping commands
to a computer. Indeed,our empiricalresultsof the interar-
rival timesbetweenpacketsin asingleTELNET connection
areconsistentwith theempiricalTcplibdistributionfoundby
previousresearchers.Unliketheexponentialdistribution,the
empiricaldistributionof TELNET packetinterarrivaltimes
is heavy-tailed; weshowthatusingtheexponentialdistribu-
tion resultsin seriouslyunderestimatingtheburstinessboth
of TELNET traffic within a singleconnectionandof multi-
plexedTELNET traffic. ModelingTELNET packetarrivals
by aPoissonprocess,asis generallydone,canresultin sim-
ulationsandanalysesthatsignificantlyunderestimateperfor-
mancemeasuressuchasaveragepacketdelay.
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Figure 3: Empirical distributions of packet-interarrivals
within TELNET connections.

Figure 3 shows two empirical distributions of the in-
terarrival times of packetswithin TELNET connections.
The solid line showsthe distributionusedby Tcplib[DJ91,
DJCME92]; the dashedline showsthe samefor the PKT-1
trace.Above0.1seconds,theagreementisquitegood,espe-
cially in theuppertail. Thatdifferentsitesproducethesame
distributionarguesheavily that the distribution is indepen-
dentof networkdynamicsandinsteadreflectshumantyping
dynamics.Below0.1secondstheinterarrivaltimesprobably
aredominatedby networkdynamics;but,asstatedearlier, in
this paperwe arenot concernedwith time scalesbelow0.1
seconds.

Evenignoring the lower tail, the interarrivaldistribution
is not evencloseto exponentialin shape(note that the � -

axisis logarithmicallyscaled).Rather, themainbodyof the
distributionfits very well to a Paretodistribution (doubly-
exponential;seeAppendixB) with parameter��� 0 � 85,and
the upper3% tail to a Paretodistributionwith ��� 0 � 95.
Interestingly, a Paretodistributionwith ��� 1 hasinfinite
meanandvariance;averydifferentbeastthananexponential
distribution.

It is notsurprisingthatinteractivepacketarrivalsdonotfit
aPoissonmodel,sinceearlierwork lookingatmanydifferent
componentsof interactivetraffic failed to find any statisti-
cally significantexponentialfits to theobserveddistributions
[FJ70]. Thisleavesthequestion:Whataretheconsequences
of usingPoissonpacketarrivalsratherthantheempiricalTc-
plib distributionfor TELNET traffic?

(Top Row: Tcplib Interarrivals.  Bottom Row: Exponential Interarrivals.)
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Figure4: Comparisonsof modelsfor TELNET packetinter-
arrival times.

Figure4showspacketsfromtwosimulatedTELNETcon-
nections,each lasting 300 seconds. The top line shows
Method1, wherepacketinterarrivaltimesareindependently
drawnfrom theTcplib distribution. The bottomline shows
Method2, wherepacketinterarrival timesare independent
randomvariablesfrom an exponentialdistribution with a
meanof 1.1 seconds(themeanof the Tcplib empiricaldis-
tribution). Both methodsgenerateroughly 300 TELNET
packetsin the300-secondperiod.Wehaveplottedadot for
eachpacketarrival, wherethe � -axis givesthe time of the
arrival. As expected,the packetsaremore clusteredwith
Method1 thanwith Method2.

Thisdifferencein burstinessbetweenthetwomethodsper-
siststo someextentfor multiplexedTELNET connections.
For example,we ran10-minutesimulationswith 100active
TELNET connections,whereall connectionswereactivefor
the entire durationof the simulation. In one set of simu-
lations,Method1 wasusedto generatepacketinterarrival
timesfor eachconnection,andfor the othersetof simula-
tionsMethod2 wasused. We foundthepacketarrival pro-
cessfor Method1 visibly moreburstythanthepacketarrival
processwith Method2, andcanquantify the burstinessas
follows. Foreachmethod,considerthenumberof TELNET
packetsarriving during eachone-secondinterval. For the
600-secondsimulationusingMethod1, thisaggregatenum-
berhadameanof 92anda varianceof 240;with Method2,
thisaggregatenumberhadameanof 92andavarianceof 97.
Evena quite high degreeof statisticalmultiplexing fails to
smoothawaythedifferencebetweenthe two packetarrival
processes.

One of the naturalperformancemeasuresfor TELNET
traffic is averagepacketdelay. It would not behardto con-
structsimulations,oneusingTcplib andtheotherusingex-
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Draftponentialinterarrivals,wheremakingthe mistakeof using
exponentialinterarrivalsinsteadof Tcplib resultsin signifi-
cantlyunderestimatingtheaveragequeueingdelayfor TEL-
NET packets.

TheaboveshowsthattheTcplib packetinterarrivaldistri-
butionbehavesquitedifferentlythanaPoissonprocess,even
in thepresenceof multiplexing. Wenowshowthatfor mea-
surednetwork traffic, thesedifferencesextendfar beyond
the time scaleof individual packets. To look at the differ-
encein burstinessat differenttime scales,we first extracted
all TELNET originatorpackets4 from the two-hourPKT-2
trace. Thesepacketsbelongedto 277 separateTCP con-
nections. Of theseconnections,4 wereanomalouslylarge
andrapid (more than 210 bytestransferredby the origina-
tor at sustaineddataratesexceeding8 bytes/sec).Theseare
unlikely to correspondto humantyping,wereclearoutliers,
andareprobablybettermodeledasbulk transferconnections.
Removingtheoutliersleft uswith 273connections.

Wethensynthesizedseveraltwo-hourpackettracesasfol-
lows. Foreachof theTELNET connections,wesynthesized
aconnectionwith thesamestartingtimewithin thetwo-hour
periodandthesamesize(in packets).Oneof thesynthesized
tracesusedthe Tcplib empiricaldistributionfor the packet
interarrivalswithin eachconnection(“TCPLIB”); oneused
exponentialinterarrivalswith mean1.1 (“EXP”); and one
uniformly distributedeachconnection’spacketarrivalsover
the interval betweenwhenthe connectionbeganandwhen
during the PKT-2 tracethe connectionterminated(“VAR-
EXP”). This last methodcorrespondsto exponentialinter-
arrivalswith the meanadjustedto reflect the connection’s
actualobservedpacketrate.Thus,for theTCPLIB andEXP
schemes,we generatedconnectionswith the samestarting
times and packetsizesas their counterpartsin the PKT-2
trace,but perhapswith differentdurations,while with the
VAR-EXP scheme,the generatedconnectionssharedstart-
ing time,packetsize,andduration.

A valuable tool for assessingburstinessover differ-
ent time-scalesis the “variance-time plot” [LTWW93,
Garrett93], which we describehereby exampleratherthan
rigorously. Supposewe havean arrival processconsisting
of 72,000observations,correspondingto a two-hour trace
viewedevery0.1 seconds.If we are interestedin the pro-
cess’sburst-structureonatimescaleof 10seconds,wecould
constructa “smoothed”versionof theprocessby averaging
thefirst 100observationsto obtaintheprocess’smeanvalue
during the first 10 seconds,the next 100 observationsfor
the next 10 seconds,andso on. In generalwe cando this
sortof smoothingfor anyaggregationlevel

�
, wherein the

previousexample
� � 100.

To constructa variance-timeplot, we smooththeprocess
for differentvaluesof

�
andthenplot the varianceof the

smoothedprocessonthe � -axisvs.theaggregationlevel(
�

)
onthe � -axis,usinglogarithmicscales.

Variance-timeplotsareusefulfor gaugingburstinessover

4Exceptfor “pureack” packets,containingnouserdata.

manydifferent time scales;straightlines on variance-time
plotsarealsosuggestiveof self-similarity(seeSection7 for
furtherdiscussion).
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Figure 5: Variance-Time Plot for TELNET packetarrival
process.Theline from theupperleft cornerhasslope-1 (see
Section7 for significance).

Figure5 showssucha plot for thePKT-2 TELNET trace
andfor thethreeschemesdiscussedabove.Heretheunaggre-
gatedprocess(

� � 1) correspondsto 72,000observations
of the numberof TELNET originatorpacketsarriving dur-
ing 0.1-secondintervals. The � -axis is the varianceof the
aggregatedprocessnormalizedby dividing by thesquareof
theaveragenumberof packetsper0.1-second.Thisnormal-
izationallowsusto comparethevarianceof processeswith
differentnumbersof arrivals.5

Fromthe plot it is immediatelyclearthat thevarianceof
theTCPLIBschemeagreescloselywith thePKT-2tracedata,
while bothEXP andVAR-EXPexhibit far lessvariance,in-
dicatingtheyaremuchlessbursty.

Figure6 showsthis explicitly. Herewe plot the arrival
processcorrespondingto 5-secondintervals(

� � 50) for
the PKT-2 traceand for the EXP trace. The � -axis shows
the time in seconds,andthe � -axis showsthe total number
of TELNET packetsin each5-secondinterval. Theaverage
numberof packetsin the two tracesaresimilar; the PKT-2
tracehasanaverageof 59packetsin each5-secondinterval,
and the fixed-rateexponentialtracehasan averageof 57
packetsin each5-secondinterval. Thevariances,however,
arequitedifferent. With 5-secondbins,thePKT-2 tracehas
avarianceof 672,while theexponentialtracehasavariance
of 260.

Clearly, this differencein thepacket-generationrateover
5-secondintervalscouldhaveconsequencesfor queueingde-
lays in simulationsusingthesetwo differenttraces.As the
variance-timeplot shows,the PKT-2 trace is more bursty
overmanytimeintervals,notonlyoverthefive-secondinter-
valsshownhere.Theconclusionsarethatusingexponential
packetinterarrivaltimesfor TELNET connectionsresultsin
substantialunderestimationsof theburstinessof multiplexed

5Thetracesconsistedof between82,500and86,000packets.
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Figure6: Comparisonsof actualandexponentialTELNET
packetinterarrivaltimes.

TELNETtraffic, butusingi.i.d. interarrivalsdrawnfrom the
Tcplib distributionfaithfully reproducestheburststructure.

5 Fully modeling TELNET originator
traffic

Section3hasshownthatover1-hourperiods,TELNETcon-
nectionarrivalsarewell-modeledasPoissonprocesses,and
Section4 has shown that within a TELNET connection,
packetinterarrival timescan be modeledusing the heavy-
tailed distribution in Tcplib. The connectionsize in bytes
haspreviouslybeenmodeledby a log-extremedistribution
[P93]; the distributionof the connectionsize in packetsis
somewhatdifferent, and seemsto be bettermodeledby a
log-normaldistribution(seebelow). In this section,we put
thesethreepiecestogetherto constructa completemodel
of TELNET originatortraffic that is parameterizedonly by
the connectionarrival-rate. Variance-timeplots show that
thismodelcorrespondswell to empiricalmeasurements,and
suggestthatboththemodelandtheempiricaltracescouldbe
self-similar, with burstinesspersistingovera wide rangeof
timescales.

First,welook at thedifferencein thedistributionsof orig-
inatorbytesperconnectionvs. originatorpackets.Previous
work reportsthat thenumberof bytessentby theoriginator

in awide-areaTELNET connectionis well-modeledusinga
log-extremedistributionwith parameters� � log2 100 and� � log2 3 � 5 [P93]. We experimentedwith usingthis dis-
tribution to producesizesfor anequalnumberof TELNET
connectionsasappearedin thePKT-2 trace. We foundthat
the distributionconsistentlygeneratesconnectionsizes(in
bytes)muchlargerthantheconnectionsizes(in packets)ob-
servedin thetrace.Weattributethisdifferencetotwoeffects:

� The[P93] fit wasmadeusingmonth-longtracesof TEL-
NET connections,allowing for muchlongerandlarger
connectionsthanpresentin our two-hourtrace;

� The [P93] fit modelsconnectionsize in bytesandnot
in packets. OnegenerallyassumesthateachTELNET
originator packetconveysone byte of userdata,cor-
respondingto a keystroke. Often, however, a packet
carriesmorethanonebyte,eitherdueto effectsof the
Nagle algorithm or becausethe TELNET connection
is operatingin “line mode” [Stevens94]. For example,
thePKT-2 TELNET originatortraffic comprisedabout
85,000packetscarrying139,000userdatabytes.

Given thesedifficulties, we attemptedto fit the observed
TELNET connectionsizes(in packets)with anothersimple
analyticdistribution. Wefoundthata log2-normaldistribu-
tion with log2-mean¯� � log2 100 andlog2-standarddevia-
tion � � 2 � 24fit theconnectionsizein packetswell visually6,
considerablybetterthana log-extremedistributionwith pa-
rametersfitted to thedata.7

Putting all of this together, we havea completemodel
for TELNET traffic, FULL-TEL-MODEL, parameterized
only by the TELNET connectionarrival rate. FULL-TEL-
MODEL usesPoissonconnectionarrivals,log-normalcon-
nectionsizes(in packets),andTcplib packetinterarrivals.

WethenusedFULL-TEL-MODEL to generatethreesyn-
thetic tracesof TELNET originatortraffic, usinga connec-
tion arrival rateof 273connectionsin 2 hours.Becausesuch
tracesstartoff with no traffic andbuild up to a steady-state
correspondingto theconnectionarrival rate,wetrimmedthe
tracesto just their secondhour. Wethenusedvariance-time
plotstocomparethetraceswith thesecondhourof thePKT-2
TELNET trace.

Figure7 showstheresultsof thecomparison.In general
theagreementis quitegood,thoughthemodelshaveslightly
highervariancethanthe tracedatafor

���
102. We con-

cludethatFULL-TEL-MODEL faithfully capturesTELNET
originator traffic, exceptto be a bit burstieron time scales
above10seconds.8

6Theexactnumericalvaluesof ¯� and� shouldnotbetakentooseriously,
astheycamefrom asmallsample.

7Wealsofoundthata log-extremedistributionfit theconnectionsizein
bytesbetterthana log-normaldistribution.

8Wealsotestedthemodel’sfit to thePKT-1andPKT-3 TELNET traces;
theresultsweresimilar.

6



Draft
log10 M (Aggregation Size)

lo
g
1
0
 N

o
rm

a
liz

e
d
 V

a
ri
a
n
ce

0 1 2 3

-1
.4

-1
.2

-1
.0

-0
.8

-0
.6

-0
.4

-0
.2

0
.0

Trace data, 2nd hour
FULL-TEL model, seed 1
FULL-TEL model, seed 2
FULL-TEL model, seed 3

Figure7: Variance-timeplot comparingPKT-2 tracedata
with thecompleteTELNET model.

6 FTPDATA connectionarrivals

This sectioninvestigatesarrival processesfor FTP traffic.
ModelingFTPis particularlyimportantbecauseFTPDATA
connectionscurrentlycarrythebulkof thedatabytesin wide
areanetworks([CBP93]). Section3 showedthatwhile FTP
sessionarrivalscanbemodeledasPoissonprocesses,this is
not thecasefor FTPDATA connectionarrivals.Thissection
showsthatFTPDATA connectionswithin asessionareclus-
teredin bursts,andthatthedistributionof burstsizesin bytes
is quiteheavy-tailed;roughlyhalf of theFTPtraffic volume
comesfrom thelargest0.5%of theFTPDATA bursts.These
large burstsare likely to completelydominateFTP traffic
dynamics.

In thispaper,wedonotattempttomodelFTPDATA packet
arrivalswithin a connection.Unlike TELNET connections,
wheretheoriginatorpacketarrival processis largely deter-
minedby packetgenerationpatternat thesource,thepacket
arrival processfor an FTPDATA connectionis largely de-
terminedby network factors such as the available band-
width, congestion,anddetailsof thetransport-protocolcon-
gestioncontrol algorithms. Previousstudieshave found
thatFTPDATA packetinterarrivalsarefar from exponential
[DJCME92]; this is not surprising,sincetheabovenetwork
factors lead to a processquite different from memoryless
arrivals.

To begin,Section3 showsthatFTPDATA connectionar-
rivalsarenotwell-modeledasPoisson,evenif weaggregate
closely-spacedconnectionsintosinglebursts.EachFTPses-
sion spawnsa numberof FTPDATA connections;onekey
questionis how theseconnectionsaredistributedwithin the
durationof theFTPsession.

We computed the distribution of spacing between
FTPDATA connectionsspawnedby the sameFTP session
for five datasets:LBL-1, LBL-6, LBL-7, DEC-1,andUCB.
Here,“spacing”refersto theamountof timebetweentheend
of oneFTPDATA connectionwithin asessionandthebegin-
ningof thenext. In eachcasetheuppertail of thedistribution

is muchheavierthanexponential,andis betterapproximated
usinga log-normalor log-logisticdistribution.

When plotted using a log-scale,all of the distributions
showedinflectionpointsatspacingsbetween2and6seconds.
Weconjecturethatspacingsshorterthanthesepointsreflect
sequentialFTPDATA connectionsdueto multiple transfers
(theFTP“mget” command)or auserissuinga“list directory
command”very shortlyfollowed by a “get”. Thusspacings
of lessthanthesevaluesmightwell beinterpretedassequen-
tial FTPDATA connectionscorrespondingtoasingle“burst”
of file-transferactivity. We somewhatarbitrarily chosea
spacingof

�
4 secondsasdefiningconnectionsbelongingto

thesameburst, andwe notethatsuchspacingsarenot inor-
dinately larger thanthe 1-2 secondspacingsthat canoccur
internalto a singleFTPDATA connectiondueto packetloss
timeouts.
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Figure8: Percentageof all FTPDATA bytesdueto largest
10%FTPDATA bursts.

With this definitionof a burstof FTPDATA connections,
we analyzedthe samefive datasetsto measurethe distri-
bution of the numberof bytes transferredduring a single
connectionburst. Thedistributionprovesto beremarkably
heavy-tailed. Figure8 showspercentageof all FTPDATA
bytes( � -axis)dueto thelargest10%of theFTPDATA bursts
( � -axis; we haveomittedLBL-1 asit is virtually the same
asDEC-1). The numbersin parenthesesin the legendgive
the total numberof FTPDATA burstsoccurringduringeach
trace. The first vertical line marksthe upper0.5% of the
FTPDATA bursts,andtheline to its right, theupper2%.

The key point to draw from this figure is that the upper
0.5% tail of the FTPDATA burstsholdsbetween40% and
60% of all of the data bytes. Thus,at any given time FTP
traffic will mostlikely becompletelydominatedby a single
or smallhandfulof bursts. Thisfindingmeansthatfor many
aspectsof networkbehavior, modelingsmall FTP sessions
or burstsis irrelevant;all that mattersis the behaviorof a
few hugebursts.Thesizesanddurationsof theseburstswill
vary considerablyfrom onetime to another;but theywill be
present.9

9Ourfinding thatthesizeof FTPbursthasaheavytail matchesasurvey
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DraftWe did simplefitting of the uppertail of the distribution
of databytesperFTPDATA burstandfoundthatfor all five
datasets,the upper5% tail is fit well to a Paretodistribu-
tion with 0 � 9

� � �
1 � 1. As the Paretodistribution is

heavy-tailed(seeAppendixB), thisagreeswith our findings
in Figure8.
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PKT-3 FTPDATA (11, 68)
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PKT-5 FTPDATA (5, 49)
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Figure9: Proportionof FTPDATA traffic dueto largest2%
(shaded)and0.5%(black)connectionbursts.

Figure9 graphicallyillustratesthe dominanceof the up-
perFTPDATA-bursttail. ThefourplotsshowtheFTPDATA
traffic rate in bytes/minutefor the PKT-1, PKT-2, PKT-3,
andPKT-5 datasets.Theshadedareasrepresenttraffic con-
tributedby thelargest2% of thebursts,andtheblackareas
thelargest0.5%. Thenumbersin parenthesesgive thenum-
berof burstsandFTPDATA connectionscomprisingthe2%
burstupper-tail. (Forexample,theupper2%tail of thePKT-
1 burstswasmadeup of 7 burstsconsistingof a total of 19
FTPDATA connections.)Weseethatsometimesburstscon-
tainmanyseparateconnectionsandsometimesnot. Indeed,
thedistributionof thenumberof connectionsperburstiswell
modeledasaParetodistribution.10

ForPKT-1 (364bursts)andPKT-3 (552bursts),theupper
2%and0.5%tailshold around50%and15%of all thetraf-
fic; for PKT-2 (483 bursts)and PKT-5 (238 bursts),85%
and 60%. The large degreeof differencebetweenPKT-
1/PKT-3andPKT-2/PKT-5illustrateshowvolatiletheupper-
tail behavior is; a trace comprising400 bursts(and sub-
stantiallymoreFTPDATA connections)might well becom-

conductedby Irlam [Irlam93] of the sizesof files in 1,000 file systems
comprising12million filesand250GB of data:1.9%of thefilesaccounted
for 71%of thebytes,and0.5%accountedfor 54%of thebytes.

10For example,oneof the burstsin theLBL-7 datasetwasmadeup of
979separateFTPDATA connections.

pletelydominatedby2of thebursts,or it mightnot,since2 is
a very smallsampleof theupper-tail behavior. Thuswe are
left in thedifficult positionof knowingthatupper-tail behav-
ior dominatestraffic, but with suchsmallnumbersof bursts
thatwecannotreliablyuselarge-numberlawstopredictwhat
we arelikely to seeduringanygivenshorttrace.

We would also like to know whetherthe arrivalsof the
upper-tail burstscan be modeledas a Poissonprocess,as
thatwould providea first steptowardpredictingtheir effect
on network traffic. We analyzedthe 199 upper-0.5%-tail
LBL-6 bursts,first removingeffectsdue to daily variation
in traffic ratesby looking at interarrivalsin termsof num-
berof interveningburstsinsteadof seconds.Wefoundthat
thedatasetfailedthestatisticaltest(AppendixA) for Poisson
arrivalsatall significancelevels,anditsautocorrelationfunc-
tionpeaksatalagof oneburst,indicatingthatlargeburstsare
themselvesclustered(thoughthecorrelationisnotdramatic).
Thus,cautionmustbeusedif approximatinglarge-burstar-
rivals usinga Poissonprocess;furtheranalysisis neededto
modeltheburst-clustering.

7 Speculations regarding
self-similarity

We havearguedin the previoussectionsthat on any time-
scalesmallerthanuser-sessionarrivals,modelingwide-area
TCPtraffic usingcompoundPoissonprocessesfails to faith-
fully capturethetraffic’sdynamics.Recentwork[LTWW93]
showsthatlocal-areaEthernettraffic (andperhapswide-area
TCP traffic) is muchbettermodeledusingself-similarpro-
cesses,which display substantiallymoreburstinessover a
wide rangeof time scalesthando compoundPoissonpro-
cesses.Thepatternof burstinesshasimplicationsfor many
aspectsof traffic performance,suchasdelaydistributions,
lengthsof congestionperiods,andtraffic admissionscontrol
procedures.

In this sectionwe discussthedegreeto which thePKT-1
throughPKT-5 tracesof TELNET traffic, FTPDATA traffic,
andgeneralwide-areatraffic aresuggestiveof self-similarity.
Wefirst look at a subtletyregardinginferringself-similarity
from variance-timeplots. We then give an overview of
two methodsfor generatingtruly self-similartraffic (dueto
[LTWW93] and[W94]) anddiscusshow themodelsdevel-
opedin this papermight matchthesemethods. We finish
with apreliminarylook ataggregatewide-areatraffic, which
appearstobeself-similarwhenfully aggregated(all network
protocols),but lessso when restrictedto just TCP traffic,
leavinguswith anumberof interestingbutas-yetunanswered
questions.

As explainedin [LTWW93], straight lines on variance-
timeplotswith slopes� � 1,suchasthatfor thePKT-2TEL-
NET tracein Figure5, aresuggestiveof self-similarity11. In

11A self-similarstochasticprocessis onewhich,whenaggregatedasex-
plainedin the text accompanyingFigure5, hasthe sameautocorrelation
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Draftgeneral,theslopeof anarrivalprocess’svariance-timeplot is
afunctionof theprocess’sautocorrelationfunction[Cox84].
One importantpoint to bear in mind is that it is possible
for anon-self-similarprocesswith complicatedautocorrela-
tionalstructureto produceastraightline on a variance-time
plot over a wide rangeof aggregation. For example,we
havefoundthatarrivalprocessesusingi.i.d. Paretoor heavy
( � � 4) log-normalinterarrivalshavethis property. Thus,
wedonotclaimthatourPKT-2TELNETtraceisself-similar,
asthat requiresa morethoroughinvestigation12 beyondthe
scopeof this paper. Wealsonotethatthelevel of TELNET
originatortraffic in ourtracesisontheorderof 100,000pack-
etsovertwo hours,apacketratemuchlower thanthatof the
“low hour” link-level (all protocols)tracesthattheauthorsof
[LTWW93] foundexhibitedonly asymptoticself-similarity.

Thereareseveralmethodsfor producingself-similartraf-
fic that could accountfor self-similarity in TCP traffic. As
discussedin [LTWW93], self-similartraffic canbeproduced
bymultiplexingON/OFFsourcesthathaveexponentialstart
times,a fixed rate in the ON periods,andON/OFFperiod
lengthsthatareheavy-tailed(seeAppendixB).

A secondmethodfor generatingself-similar traffic that
could fit TCP traffic is an immigration model of indi-
viduals with Poissonarrival times and durationsor life-
timesfrom a heavy-taileddistributionwith infinite variance
[Cox84, W94]. In thismodel(alsocalledtheM/G/ � queue
model[W94]),

���
is the numberof individualsor connec-

tionsin thesystemat time � . Theprocess� �����	��

0 � 1 � 2 � 
�
�
 is a

self-similarprocess.13 The immigrationmodelimplies that
self-similartraffic would resultfrom multiplexingconstant-
rateconnectionsthathavePoissonconnectionarrivalsanda
heavy-taileddistributionfor connectionlifetimes.

Ourmodelof TELNETconnectionspresentedin Section5
in somerespectsmatchesthe immigrationmodeldescribed
above. For example,TELNET connectionsizesin packets
do fit a heavy-taileddistribution, the log-normaldistribu-
tion, althoughthis is not quiteasheavy-tailedasthePareto
distribution. The fact that the model for TELNET packet
arrivals is not a constant-rateprocessdoesnot necessarily
reducetheself-similarityof theaggregatedtraffic. Thus,the
immigrationmodelcangive someintuition to thesuggested
self-similarityof ourTELNET tracesandmodels.

Ourmodelof FTPtraffic alsofits in somerespectsto the
immigrationmodeldescribedabove. For FTPDATA con-
nections,theconnectiondurationin secondsis roughlypro-
portionalto theconnectionsizein packets(althoughtheex-
actdurationin secondsdependson suchfactorsastheTCP
window, theroundtriptime,andtheavailablebandwidthon

functionastheunaggregatedprocess.
12I.e., computinga periodogram-basedmaximumlikelihood estimateof

theHurstparameterwith accompanyingconfidenceintervals,asexplained
in [LTWW93, Garrett93].

13Thismethodhastheaddedattractionof givinganefficientprocedurefor
generatingself-similartraffic [W94]. Weusedthismethodto generateself-
similar traces,in orderbothto developintuition andto verify ourstatistical
testsfor self-similarity.

the bottlenecklink). Similarly, over larger time scalesthe
packetarrival processwithin an FTPDATA connectioncan
beplausiblyapproximatedasconstant-rate.Thus,if we can
approximateFTPDATA burstarrivalsasPoisson(a bit of a
stretch,asshownin Section3 above),thenmultiplexedFTP
burstsfit theimmigrationmodelabove.

Unfortunately, althoughour modelsuggeststhattracesof
FTP traffic could easilybe self-similar, it is not clearfrom
ourvariance-timeplotsthatthis is in fact thecase.14 Further
work is requiredto understandthediscrepancy.
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Figure 10: Variance-timeplot for all TCP / all link-level
packetarrivals.

We finish this sectionwith a preliminarylook at whether
wide-areatraffic aggregatedoverdifferentprotocolsappears
self-similar. Figure10 showsvariance-timeplots for all of
the “PKT” traceslisted in Table1. Here,the unaggregated
process(

� � 1)correspondsto observingthepacketsarriv-
ing duringeach0.01secondinterval.

Recallthat thefirst threetracescapturedall TCPpackets
for two hours,andthelasttwocapturedall wide-areapackets
appearingon the gatewayEthernetfor onehour. The first
threetracesconsistof between1.7 and2.4 million packets,
andthelasttwo traceseachhavearound1.3million packets.
The correspondingratesof packets/hourareabovethoseof
the“low hours”in [LTWW93], sowewouldhopetofind that
thetracesexhibit exactself-similarity.

14Furthermore,we investigatedthe empirical autocorrelationfunctions
for thePKT-1 throughPKT-5FTPDATA arrivalprocessesandfoundsignif-
icantdifferencesin the functionsbetweenobservingtheprocessevery0.1
secondsandobservingit every1.0 seconds,muchmoreso thanfor TEL-
NET. If FTPDATA traffic is self-similar at this level of aggregation,the
autocorrelationfunctionsshouldappearsimilar, too.
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DraftWe seethat PKT-4 andPKT-5, the full link-level traces,
both yield straight lines consistentwith asymptoticself-
similarity for

� �
10 (0.1 second). For the TCP traces,

PKT-2 appearsconsistentwith asymptoticself-similarityfor
� �

103 (10 seconds);PKT-1 is concavedown for small
andlarge

�
; andwhile PKT-3hasastraightsectionbetween

� � 10and
� � 103, it startsconcaveupandendsconcave

down.
The differencebetweenthe link-level andTCP tracesis

surprising.A possibleimplication is thatTCP traffic is not
well describedas self-similar, but when multiplexedwith
Mbone (primarily audio traffic, carried in multicast UDP
datagramstunneledinsideof IP datagrams)andDECnet(the
othermaincontributor)traffic, thecombinationprovesself-
similar.15 It may be that self-similarity resultsfrom how
aggregatedtraffic sourcesaffectoneanother, andthatlulls in
onetypeof traffic that leadto curvesin variance-timeplots
of just that traffic, arecoupledwith burstsin othertypesof
traffic. In anycase,we emphasizethatwe areengagedhere
primarily in speculation;we lack sufficient dataandtesting
to makeanydefinitivestatementsregardingwide-areaself-
similarity.

Weendwith a relatedcommentregardingthebalancebe-
tweenlink-level modelingandprotocol-specificmodeling.
One approachto investigatingself-similarity is to model
aggregatelink traffic asself-similar, without attemptingto
model individual connections. This approachcould have
manyusesin simulationsandin analysis.For example,ag-
gregateself-similartraffic could beusedinsteadof Poisson
traffic to modelcross-traffic, or aggregateself-similar traf-
fic could be usedin simulationsinvestigatinglink-sharing
betweentwo differentclassesof traffic.

However, for manysimulationexperiments,thesimulator
needsto modelindividual sources.For example,in simula-
tionsthat investigatetheeffectsof differenttransportproto-
colsor differentgatewayschedulingalgorithmson network
traffic, thesimulatorrequiressourcemodels;thetraffic pat-
ternson the link will dependon the transportprotocolsand
schedulingalgorithmsthat are usedin the simulations,as
well ason the patternof traffic generatedby the source. It
is to this endthat further investigationof wide-areaarrival
processeswill provefruitful.

8 Implications

Thispaper’sfindingsaresummarizedin theIntroduction.In
this sectionwe concludewith a look at the implicationsof
ourresults.

Severalresearchershavepreviouslydiscussedthe impli-
cationsof long-rangedependence(burstinessacrossdifferent
time scales)in networktraffic. ModelingTCPtraffic using
Poissonor other modelsthat do not accuratelyreflect the

15In thePKT-4andPKT-5traces,neithertheMbonetraffic northeDECnet
traffic aloneappearsself-similar.

long-rangedependencein actualtraffic will result in simu-
lationsandanalysesthatsignificantlyunderestimateperfor-
mancemeasuressuchasaveragepacketdelayor maximum
queuesize.

[FL91] examinestheburstinessof datatraffic overawide
rangeof timescales,anddiscussestheimpactof thisbursti-
nessfor networkcongestion.Theirconclusionsarethatcon-
gestedperiodscanbequitelong,with lossesthatareheavily
concentrated;that,in contrastto Poissontraffic models,lin-
ear increasesin buffer sizedo not result in large decreases
in packetdrop rates;andthat a slight increasein the num-
ber of active connectionscan result in a large increasein
the packetloss rate. They suggestthat, becausethe level
of busyperiodtraffic is not predictable,it wouldbedifficult
to efficiently sizenetworksto reducecongestionadequately.
They observethat, in contrastto Poissonmodels,in reality
“traffic ‘spikes’ (which causeactuallosses)ride on longer-
term ‘ripples’, that in turn ride on still longer-term‘swells’
”. Theysuggestthata filteredvariablecanbeusedto detect
the low-frequencycomponentof congestion,giving some
warningbeforepacketlossesbecomesignificant.Our TEL-
NET findingssuggestthatfor sometime scalesof TELNET
traffic, “swells” mightcorrespondto (heavy-tailed)TELNET
connectiondurations,“ripples” to lulls in TELNET userac-
tivity (the uppertail of the Tcplib interarrivaldistribution),
and“spikes” to occasionalflurriesof useractivity (themuch
smaller-scalelower tail of theTcplib distribution).

[LTWW93] discussessome additional implications of
long-rangedependenceof packettraffic. Theseincludean
explanationof theinadequacyof manycommonly-usedno-
tionsof burstiness,andthesomewhatcounter-intuitiveobser-
vation that themodelingof individual connectionscangain
insightfrom anunderstandingof thefundamentalcharacter-
istics of aggregatetraffic. In this paperobservationsof the
characteristicsof aggregatetraffic motivatedour revisitation
of modelsfor individual connections;indeed,we originally
setout to challengethenotionthatwide-areatraffic mightbe
self-similar, andhavecomefull circle.

[Garrett93] hasexaminedthe long-rangedependenceof
variable-bit-rate(VBR) video traffic. His empirical mea-
surementsof VBR traffic showstronglow-frequencycom-
ponents,andheproposessourcemodelsfor videotraffic that
displaythe samelong-rangedependence.Given the likeli-
hoodthatVBR traffic will sooncomprisea largefractionof
Mbonetraffic, wesoonwill haveaggregatewide-areatraffic
of whichasubstantialportionisperforceself-similar, simply
duetothesourcecharacteristicsof its individualconnections.

Therearesomeadditionalrespectsin whichtheburstiness
andlong-rangedependenceof TCP traffic canaffect traffic
performance.Considera link with priority schedulingbe-
tweenclassesof traffic, wherethe higher-priority classhas
noenforcedbandwidthlimitations(otherthanthelink band-
width itself). In sucha partition, interactivetraffic suchas
TELNET mightbegivenpriority overbulk-datatraffic such
as FTP. If the higher-priority classhas long-rangedepen-
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Draftdenceandahigh degreeof variability overlong timescales,
thenthe burstsfrom the higher-priority traffic could starve
thelower-priority traffic for long periodsof time.

A secondimpactof the long-rangedependenceof packet
traffic concernsclasseswith admissionscontrol procedures
thatarebasedonmeasurementsof recenttraffic, ratherthan
onenforcedtraffic parametersof individualconnections.As
hasbeenshow by numerousresearchers,suchadmissions
controlprocedurescould leadto a muchmoreeffectiveuse
of the availablebandwidth. Nevertheless,if the measured
classhashigh burstinessandlong-rangedependence,then
the admissionscontrol procedurecould be easily mislead
following a longperiodof fairly low traffic rates.16

Webelieveoneof themostimportantopenquestionsis the
degreeto whichnetworkdynamicscanthemselvesaffectthe
burstinessof networktraffic. For example,our WAN traffic
tracesarelargely composedof TCP, UDP (mostlyMbone),
andDECnettraffic. How do we interpretthe fact that the
aggregatelink tracesaremoresuggestiveof self-similarity
thanarethe tracesof the threecomponentparts? In what
ways doesthe burstinessof one classof traffic affect the
burstinessof anotherclass? What would be the structure
of the TCP, UDP, or DECnettraffic if the classeswerenot
competingwith eachotherfor link bandwidth?

In summary: we shouldabandonPoisson-basedmodel-
ing of wide-areatraffic for all but usersessionarrivals. For
TELNET traffic, weoffer a faithful modelof originatortraf-
fic parameterizedby only thehourlyconnectionarrival rate.
Modeling the TELNET responderremainsto be done. For
FTP traffic, we haveshownthat modelingshouldconcen-
trateheavily on theextremeuppertail of the largestbursts.
A busywide-arealink mighthaveonlyoneor twosuchbursts
anhour, but they tendto stronglydominatethathour’s FTP
traffic. Finally, our look at aggregateTCP andall-protocol
traffic suggeststhat anyoneinterestedin accuratemodeling
of wide-areatraffic shouldbeginby studyingself-similarity.
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A Methodology for testing for Poisson
arrivals

To testwhethera traceof connectionarrivalscorrespondsto
anonhomogeneousPoissonprocess,wefirst pick aninterval
length

�
overwhichwehypothesizethatthearrival ratedoes

not change.If thetracespansa total of � time units,we di-
vide theentiretraceinto ��� � intervalseachof length

�
. We

thenseparatelytestthe interarrivalsin eachintervalagainst
thenull hypothesisthat theycomefrom anexponentialdis-
tribution whosemeanis the sameas that of the interval’s
interarrivals,which would be the caseif they comefrom a
homogeneousPoissonprocess.

For our statisticalgoodness-of-fitdetermination,we use
the Anderson-Darling( � 2) test,recommendedby Stephens
in [DS86] becauseit is generallymuchmorepowerful than
either the better-known Kolmogorov-Smirnovor � 2 tests,
andis particularlygoodfor detectingdeviationsin the tails
of adistribution. � 2 isanempiricaldistributiontest; it looks
at the entireobserveddistribution,ratherthanreducingthe
distributioninto binsasis requiredby � 2.

We associatea significancelevel with each � 2 test. For
example,a testwith asignificancelevelof 5%will correctly
confirmthenull hypothesis(if it is correct)95%of thetime;
theother5%of thetime,thetestwill erroneouslydeclarethe
hypothesisfalse. Thus, the significancelevel indicatesthe
percentageof “falsenegatives”(in generalit isdifficult toas-
sessthecorrespondingpercentageof “false positives”). We
canusesignificance-leveltestingasfollows: if we test100
one-hourintervalsfor exponentialinterarrivalsand95% of
thempassthe � 2 testatthe5%significancelevel,thenwecan
saythattheinterarrivalsappearstatisticallyindistinguishable
fromthosedrawnfromatrueexponentialdistribution.If, for
example,90%of the intervalspass� 2 at the5% level, then
the exponentialmodelis quite good,but not exact. If sub-
stantiallyfewerpassthe test,thentheexponentialmodelis
not verygood.

Therearetwo importantdetailsfor correctlyapplyingand
interpretingthe � 2 test. The first is that estimatingthe pa-
rametersof our modelfrom the datato be testedaltersthe
significancelevels of the � 2 test (this appliesto our null
hypothesisabove,in whichwederivethemeanof theexpo-
nentialfit from thedataratherthanknowingit a priori ). The
secondis that the numberof datapoints testedalsoalters
the significancelevels. In general,the morepoints tested,
themorelikely thetestwill detectanincorrectnull hypothe-
sis. [DS86] givesproceduresfor incorporatingbothof these
considerationsinto � 2 tests.

B Paretodistributions

TheParetodistributionplaysarole bothin TELNET packet
interarrivalsand in the size of FTPDATA bursts. In this
appendixwe summarizethe Paretodistributionanddiscuss
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Draftits interpretationandoccurrencein thephysicalworld.
A Paretodistributionwith parameter� hasthe following

cumulativedistributionfunction:[HK80]

��� � � ��� � 1 ����� � �
	���
 ��
 � �
0 
 � � � 


with thecorrespondingprobabilitydensityfunction:

� � �
	 � � � � ��� � � 1
�

Following [LTWW93], we saythat a distributionis heavy-
tailed if

��� � � ����� � � � 
 as ��� ��
 � �
0 �

If �
�

2, thentheheavy-taileddistributionhasinfinite vari-
ance; if �

�
1, then it has infinite mean. Examplesof

heavy-taileddistributionsincludethePareto,log-normal,and
Weibull distributions [DMRW94] (though the log-normal
distributionis lessheavy-tailedthanthe Paretodistribution
[Garrett93, p.96]).

Fora light-taileddistributionof waiting timessuchasthe
uniformdistribution,thelongeryouhavewaited,thesooner
you arelikely to be done. An exampleof a medium-tailed
distributionis the memorylessexponentialdistribution; the
futurewaiting timeis independentof thewaitingtimesofar.
In contrast,the Paretodistribution is in somesensescale-
invariant;theprobabilitythatthewait is at least2� seconds
is a fixed fraction of the probability that the wait is at least
� seconds,regardlessof the valueof � . Thus, the longer
you havewaited,themorelikely you will haveto wait still
longer.

TheParetodistribution(referredto asthepower-law dis-
tribution in somepublications)hasbeenusedto modelsuch
diversedistributionsasincomesexceedingaminimumvalue,
asteroidsizes, extinction events,and energy releasedby
earthquakes[K93]. Bak and Chen explainedthe Pareto
distributionof sizesof avalanchesas resultingfrom “self-
organizedcriticality”, wherea singlegrainof sandaddedto
asandpileoccasionallytriggersa largeavalanche[BC91]; it
isnotclearthatthisnotionof criticality addsinsightto theoc-
currenceof Paretodistributionsin TCPtraffic modeling. In
communications,heavy-taileddistributionshavebeenused
to model telephonecall holding times[DMRW94]. Thus,
thepresenceof theParetodistributionin networktraffic dis-
tributionsis not overly peculiar, thoughits properphysical
interpretationremainsunclear.
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