EEC484 Ethereal Lab Report: 
Ethernet and ARP and DHCP

DUE: October 22 in class                   

Prepared by: Bo Chen (TA)
Name:                                              

CSU ID:                                                
You are strongly encouraged to include the snapshots of the traces you obtained during the lab to support your solution.

Capturing and analyzing Ethernet frames
Q1: What is the 48-bit Ethernet address of your computer?  

A1:
Q2: What is the 48-bit destination address in the Ethernet frame?  Is this the Ethernet address of gaia.cs.umass.edu? (Hint: the answer is no).  What device has this as its Ethernet address? 

A2:

Q3: Give the hexadecimal value for the two-byte Frame type field. 
A3:
Q4: How many bytes from the very start of the Ethernet frame does the ASCII “G” in “GET” appear in the Ethernet frame?
A4:
Q5: What is the hexadecimal value of the CRC field in this Ethernet frame? 

A5:

Q6: What is the value of the Ethernet source address?  Is this the address of your computer, or of gaia.cs.umass.edu (Hint: the answer is no). What device has this as its Ethernet address? 
A6:

Q7: What is the destination address in the Ethernet frame?  Is this the Ethernet address of your computer? 

A7:
Q8: Give the hexadecimal value for the two-byte Frame type field.  
A8:

Q9: How many bytes from the very start of the Ethernet frame does the ASCII “O” in“OK” (i.e., the HTTP response code) appear in the Ethernet frame? 

A9:

The Address Resolution Protocol

Q11: Write down the contents of your computer’s ARP cache.  What is the meaning of each column value?

A11:
Observing ARP in action
Q12: What are the hexadecimal values for the source and destination addresses in the Ethernet frame containing the ARP request message? 

A12:

Q13: Give the hexadecimal value for the two-byte Ethernet Frame type field.  
A13:
Q14: 
a) How many bytes from the very beginning of the Ethernet frame does the ARP opcode field begin?  

b) What is the value of the opcode field within the ARP-payload part of the Ethernet frame in which an ARP request is made? 
c) Does the ARP message contain the IP address of the sender?
d) Where in the ARP request does the “question” appear – the Ethernet address of the machine whose corresponding IP address is being queried?
A14:
a)

b)

c)

d)

Q15:

a) How many bytes from the very beginning of the Ethernet frame does the ARP opcode field begin?  

b) What is the value of the opcode field within the ARP-payload part of the Ethernet frame in which an ARP response is made? 

c)Where in the ARP message does the “answer” to the earlier ARP request appear – the IP address of the machine having the Ethernet address whose corresponding IP address is being queried?

A15:

a)

b)

c)

Q16: What are the hexadecimal values for the source and destination addresses in the Ethernet frame containing the ARP reply message? 

A16:

Q17: Open the ethernet--ethereal-trace- trace file in http://gaia.cs.umass.edu/ethereal-
abs/ethereal-traces.zip. The first and second ARP packets in this trace correspond to an ARP request sent by the computer running Ethereal, and the ARP reply sent to the computer running Ethereal by the computer with the ARP-requested Ethernet address.  But there is yet another computer on this network, as indiated by packet 6 – another ARP request.  Why is there no ARP reply (sent in response to the ARP request in packet 6) in the packet trace?
A17 (also regarded as extra credit task):

Extra Credit
EX-1. The arp command:

arp -s InetAddr EtherAddr  
allows you to manually add an entry to the ARP cache that resolves the IP address InetAddr to the physical address EtherAddr. What would happen if, when you manually added an entry, you entered the correct IP address, but the wrong Ethernet address for that remote interface?  
An1:

EX-2.  What is the default amount of time that an entry remains in your ARP cache before being removed? You can determine this empirically (by monitoring the

cache contents) or by looking this up in your operation system documentation. Indicate how/where you determined this value.  

An2:
DHCP Experiment

Q1: Are DHCP messages sent over UDP or TCP? 
A1:
Q2: Draw a timing datagram illustrating the sequence of the first four-packet Discover/Offer/Request/ ACK DHCP exchange between the client and server. For each packet, indicated the source and destination port numbers. Are the port numbers the same as in the example given in this lab assignment? 

A2:
Q3.
What is the link-layer (e.g., Ethernet) address of your host?
A3: 

Q4.
What values in the DHCP discover message differentiate this message from the DHCP request message? 
A4:

Q5.
What is the value of the Transaction-ID in each of the first four (Discover/Offer/Request/ ACK) DHCP messages?  What are the values of the Transaction-ID in the second set (Request/ACK) set of DHCP messages? What is the purpose of the Transaction-ID field? 

A5:

Q6.
A host uses DHCP to obtain an IP address, among other things. But a host’s IP address is not confirmed until the end of the four-message exchange!  If the IP address is not set until the end of the four-message exchange, then what values are used in the IP datagram’s in the four-message exchange?  For each of the four DHCP messages (Discover/Offer/Request/ACK DHCP), indicate the source and destination IP addresses that are carried in the encapsulating IP datagram.

A6:

Q7.
What is the IP address of your DHCP server? 

A7:

Q8.
What IP address is the DHCP server offering to your host in the DHCP Offer message?  Indicate which DHCP message contains the offered DHCP address.

A8:

Q9.
In the example screenshot in this assignment, there is no relay agent between the host and the DHCP server. What values in the trace indicate the absence of a relay agent?  Is there a relay agent in your experiment? If so what is the IP address of the agent?

A9:

Q10. Explain the purpose of the router and subnet mask lines in the DHCP offer message.

A10:

Q11. In the example screenshots in this assignment, the host requests the offered IP address in the DHCP Request message. What happens in your own experiment?
A11:

Q12. Explain the purpose of the lease time. How long is the lease time in your experiment?

A12:

Q13. What is the purpose of the DHCP release message?  Does the DHCP server issue an acknowledgment of receipt of the client’s DHCP request?  What would happen if the client’s DHCP release message is lost?

A13:
Q14. Clear the bootp filter from your Ethereal window. Were any ARP packets sent or received during the DHCP packet-exchange period? If so, explain the purpose of those ARP packets.

